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Preface

The frequent headlines involvingincidents of stolen or hacked user records from company
and government institutions, like the recent Veteran Affairs episode, have brought prob-
ably unwanted attention the constant problem of securing vital, essential, and confidential
personal, business, and national records from the hands of hackers and thieves. However,
to many in the security community, such news has refocused the attention of the nation, if
not the whole world, and re-ignited the debate about how far we need to go and what we
need to do in order to secure the information infrastructure upon which all vital information
happens to reside and is transported.

Two fundamental developments have brought us to where we are today. First Internet tech-
nology has become an integral part of our daily lives, and as it has, comprehensive security
for systems upon which we have come to depend has become essential. The tremendous
increase in connectivity, now driven more by new Wi-Fi technologies than fixed networks,
has led to an increase in remote access and consequently increased system vulnerability.
These forces have, together with the plummeting prices of information processing and
indexing devices and the development of sprawling global networks, made the generation,
collection, processing, indexing, and storage of and access to information easy. Second,
as the popularity of computer use has grown, our dependence on computers and computer
technology has sky rocketed to new heights and is hovering toward total dependence. There



are serious consequences to total dependence on the information infrastructure and its as-
sociated technologies. As we have all witnessed in the last several years, Internet technolo-
gies have been like a large cruise ship in the middle of the ocean with all its enmities but
without a captain. The 21 century has, thus far, the most machine-dependent generation.
This dependence, though for convenience, is turning out to be one of the main sources of
our security problems and a potential privacy concern. It is leading to the loss of our privacy,
security, and autonomy.

These two developments, taken together, have created an even more tempting environment
for online digital crimes than ever before. The annual Computer Crime Survey by the Com-
puter Security Institute/Federal Bureau of Investigations (CSI/FBI) typically is a barometer
of computer crime within the United States and every year presents alarming statistics about
rising digital crime rates over our public networks. The survey results always paint a picture
of cyber crimes bleeding the nation. The CSI/FBI Computer Crime and Security surveys
are always targeted to computer security practitioners in U.S. corporations, government
agencies, financial institutions, medical institutions, and universities. Recent data from these
surveys show some disturbing developments, including:

. There has been a shift from both virus attacks and denial of service, which previously
outpaced all others, to theft of proprietary information.

» The percentage of organizations reporting computer intrusions to law enforcement
in recent years has declined. The key reason cited for not reporting intrusions to law
enforcement is the concern for negative publicity.

. Although the vast majority of the organizations view security awareness training as
important, respondents from all sectors do not believe that their organizations invest
enough in this area.

. Security budgets in organizations are still very low, indicating a low priority given to
security.

Data like these point to perhaps the core reason why there is mounting uneasiness and fear of
the developing information infrastructure. The main question arising out of this new fear is
whether we should trust our new information infrastructure medium. We are at a crossroads,
unable to proceed without deciding whether we should trust the path we are taking or not.
If we are to trust it, how much trust must we give? Ironically, if we decide to trust, we are
trusting a system we know very little about and we understand less.

Through the pages of this book, we try to give the reader reasons for trusting the information
infrastructure in spite of limited user knowledge and familiarity, poor infrastructure proto-
col, lack of fundamental system blue prints, and its open-architecture, open-source nature.
Yes, we believe that users with a strong ethical framework from a good ethics education
can make sound decisions that are good for the security of the information infrastructure.
Along with a strong ethical framework for decision making, we also need a tool kit of sound
hardware and software security protocols and best practices that will enhance the informa-
tion infrastructure’s security. Finally, we believe that a strong and adoptive legal system,
supported by good forensics technologies and an effective apprehension of the offenders,
can create secure the environment in which we can trust the information infrastructure.
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The book is, therefore, a survey of these issues in four parts. In the four chapters of Section
I: Security through Moral and Ethical Education, we focus on moral and ethics education
and also discuss related issues of security, privacy, and anonymity as they affect the creation
of a strong ethical framework for decision making:

» In Chapter I: Building Trust in the Information Infrastructure, we outline the
problems we as members of cyberspace are facing, problems that are challenging our
individual self and society, in general. We also outline a summary of what we think
is the best approach to bringing trust to an infrastructure with a runaway security
problem.

. In Chapter 11: Need for Morality and Ethics, we discussed the rising rate of com-
puter-related crime and, in particular, information-related crimes. We point out that
information infrastructure is made up of two components; the man-made component,
consisting of hardware and software, and the humanware component, consisting of
users. A good solution to the information infrastructure problem must address problems
in both of these components.

. In Chapter 111: Building an Ethical Framework for Decision Making, we build on
the discussion in Chapter [l about building a good ethical framework and its central
role in securing the information infrastructure. We show that a good ethical framework
is essential for good decision making.

. In Chapter 1V: Security, Anonymity, and Privacy, we discuss the centrality of
security and privacy in the information infrastructure and also the role anonymity
plays. The threat to privacy and security is at the core of the problem of securing the
information infrastructure. We cannot talk about a secure information infrastructure,
if we cannot guarantee the security and privacy of individuals and the information on
the infrastructure.

Within the 10 chapters of Section I1: Security through Innovative Hardware and Software
Systems, we cover all practical techniques, protocols, and best practices in use today for a
secure information infrastructure. These include techniques like the issues related to soft-
ware reliability and risk; security threats and vulnerabilities; information security policies
and risk analysis and management; access control and authentication; firewalls, intrusion
detection, and prevention; and biometrics:

. In Chapter V: Software Standards, Reliability, Safety, and Risk; we focus on
software’s role in the security of systems and how we can keep software safe, de-
pendable, and secure, as we struggle to make the information communication infra-
structure secure. Software, more than anything else, is at the heart of the information
communication infrastructure. It is, in fact, one of the three main components of the
infrastructure, together with hardware and humanware.

. In Chapter VI: Network Basics and Securing the Network Infrastructure, we
give a very elementary treatment of the theory of networks and then outline the best
network security solutions. This is intended to address one of the security concerns
we discuss in Chapter I—users have little knowledge of the workings of the com-
munication infrastructure.



Xii

In Chapter V11: Security Threats and Vulnerabilities, we define and discuss threats
and vulnerabilities for the ICT infrastructure. We do this by first identifying threats
and vulnerabilities that are exploited by people like hackers.

In Chapter VII: Security Policies and Risk Analysis, we study the central role of a
security policy in securing an enterprise network as has been pointed out by many se-
curity specialists, scholars, and security organizations. We further discuss several other
issues about the security policy. This includes issues like what constitutes a good policy
and how to formulate, develop, write, implement, and maintain a security policy.

In Chapter IX: Security Analysis, Assessment, and Assurance, we look at the issues
of the implantation of a security policy we discussed in Chapter VIII, starting with se-
curity assessment and analysis. The risks and potential for security breaches involving
sabotage, vandalism, and resource theft are high. For security assurance of networked
systems, there must be a comprehensive security evaluation to determine the status of
security and ways to improve it through mitigation of security threats. So an examina-
tion and evaluation of the various factors affecting security status must be carried out
and assessed to determine the adequacy of existing security measures and safeguards,
and also to determine if improvements in the existing measures are needed.

In Chapter X: Access Control, Authentication, and Authorization; we focus on
three major security mechanisms from our security tool kit. We cover access control,
authentication, and authorization.

In Chapter XI: Perimeter Defense: The Firewall, we continue with our discussion
of technical controls and techniques, which we started in Chapter X, by focusing on
securing the perimeter of the enterprise network. This discussion consists of two parts:
access control and firewalls.

In Chapter XII: Intrusion Detection and Prevention Systems, we look at intru-
sion detection, one of the principles that defines security. Since computer networks
have come to be pots of honey, attracting many, the stampede for information from
computer networks is great and must be met with strong mechanisms. First there is
detecting those trying to penetrate the system; second is preventing them from trying;
and third is responding to the attempt, successfully or not. Aithough these three are the
fundamental ingredients of security, most resources have been devoted to detection
and prevention, because if we are able to detect all security threats and prevent them,
then there is no need for a response.

In Chapter X111: Security in Wireless Systems, we follow the prediction by so many
that the next dominant generation of computing technology is going to be wireless.
We are already witnessing the beginning of this with the tremendous growth of wire-
less technology in the last few years. Along with the marvels of a new technology
and more so with wireless technology, there comes an avalanche of security concerns
and problems. This is also the case with wired technology. So we carefully look at the
current security protocols and best practices.

In Chapter X1V: Biometrics for Access Control, we look at other emerging security
technologies. New technologies and new techniques must be found to create a more
reliable and more secure environment. In the quest for a superior solution, biometrics
verification techniques are fast emerging as the most reliable and practical method of
individual identity verification. Biometrics refer to technologies and techniques that
rely on measurable physiological and personal characteristics and attributes that can
uniquely identify and authenticate an individual.
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In the two chapters of Section Il1: Security through the Legal System, we discuss digital
evidence and computer crime, digital crime investigations and forensics, and writing in-
vestigative reports.

. In Chapter XV: Digital Evidence and Computer Crime, we shift the discussion
from moral and ethical education that forms an ethical framework in decision mak-
ing and from implementation of security technologies, tools, and best practices, to
focus on the legal and law enforcement approaches. We believe, despite the fact that
the technology has outpaced the legal system and the technology the criminals use
is sometimes years ahead of that of law enforcement, that the legal system can play
a very positive and effective role in the security of networks and the communication
infrastructure.

. In Chapter XVI: Digital Crime Investigations and Forensics, we focus on the in-
vestigative process. We divide the discussion into two parts. First we look at a process
known as computer forensics in which we investigate crime scenes that involve data
on computers. We look at the different parts of the computer and how digital evidence
can be either hidden or extracted from the computer. In the second process, we consider
the crime scene as not one computer but a network of computers. Our investigation
then goes beyond one computer to include the infrastructure of the network and all
points in the network where evidence can be either hidden or extracted. We refer to
this second process as network forensics.

Finally in Section IV: What Next?, we conclude with an interesting discourse:

. In Chapter XVII: Trends in Information Assurance, we discuss all of the security
best practices, the possible trends in security protocols and best practices, their viability,
and their growth in light of rapidly developing technology. We conclude the chapter
and the book by a discussion of the possibilities of new technologies and what they
should cover.

We believe this kind of approach to the information infrastructure will result in a secure
information infrastructure that can be trusted by all of its users and, hence, will be secured
for all of us and our children to come.

Joseph Migga Kizza
Chattanooga, TN

Florence Migga Kizza
Boca Raton, FL
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