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Preface

This volume comprises the proceedings of the 4th Conference on Advanced En-
cryption Standard, ‘AES — State of the Crypto Analysis,” which was held in
Bonn, Germany, during 10-12 May 2004.

The conference followed a series of events organized by the US National In-
stitute of Standards and Technology (NIST) in order to hold an international
competition to decide on an algorithm to serve as the Advanced Encryption
Standard (AES). In 1998, at the first AES conference (AES 1), 15 different algo-
rithms were presented, discussed, reviewed and verified. A second conference was
organized in April 1999, and by August 1999 only five candidates were still in the
running: MARS, RC6, Rijndael, Serpent and Twofish. After a further conference
devoted to verification, testing and examination of the candidate algorithms in
order to prove their performance and security, one winning algorithm remained.
The encryption scheme Rijndael, designed by the Belgian cryptographers Joan
Daemen and Vincent Rijmen, was selected in 2000 to become the successor to
the famous DES (Data Encryption Standard) and it is now the Advanced En-
cryption Standard.

Like DES before it, AES is going to become a de facto world standard for the
encryption of data. The security of Internet applications, for instance, is already
depending today and, in view of the increasing implementation, will depend in
future even more on AES. Analysis of the cryptographic strength of AES belongs
therefore certainly to the most important topics in cryptology. A recent key re-
covery approach, by solving a complicated system of quadratic equations, which
is due to Courtois and others, has caused a big debate. Previously, approaches
of this kind were considered as purely theoretical, and hopeless in practice. The
big unanswered question is whether the addition of newly proposed techniques
has changed or can change this situation.

Four years after the National Institute of Standards and Technology chose Ri-
jndael to be the Advanced Encryption Standard, leading experts and scientists
from all over the world were invited to discuss — critically but constructively —
the strengths and weaknesses of Rijndael, and to look for solutions that will make
it a strong information encryption formula for the next two, five, ten, or maybe
dozens of years. The intentions of the AES4 conference organizers were to present
the most recent ideas and results on the cryptanalysis of the AES, and to stimu-
late future research on the important open questions about the perspectives and
limits of new cryptanalytic approaches.

The response to the conference was excellent. Ten submission were selected
for presentation. The programme included six keynote addresses (invited talks),
given by Yvo Desmedt from Florida State University, Vincent Rijmen from the
IAIK, Graz University of Technology and Cryptomathic, Carlos Cid from Royal
Holloway, University of London, Nicolas T. Courtois from Axalto Smart Cards,
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Jean-Charles Faugere from the University of Paris VI/INRIA, France, and John
Kelsey from the National Institute for Standards and Technology. As a novum,
AES4 introduced for the first time a closing panel discussion on the future of
Rijndael and cryptography, moderated by Peter Welchering from the German
Scientific Press Conference. Researchers took the opportunity to present their
opinions and suggestions on the cipher weaknesses, known and unknown attacks,
and the future of their work. John Kelsey remarked that most of the practical
problems are usually other than the weaknesses of a cipher. Nevertheless, as
Nicolas T. Courtois argued, there is still ‘plenty of work’ to do. Carlos Cid and
Vincent Rijmen emphasized the necessity to make the current research transpar-
ent, to make it popular and understandable and to let other people know ‘what
we are talking about’ (Vincent Rijmen).

We would like to thank Aleksandra Sowa, the Managing Director of the Horst
Gortz Institute (HGI) for IT security at the Ruhr University of Bochum. She
did an excellent job as General Chair by organizing the AES4 conference with
the help of our young colleagues from the Chair for IT Security and Cryptology
(CITS).

We are also grateful to NIST and Cryptomathic for supporting this event,
and, last but not least, we would like to thank all the committee members for
their work.

April 2005 Hans Dobbertin and Vincent Rijmen
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Abstract. The Advanced Encryption Standard is more than five years
old. Since standardisation there have been few cryptanalytic advances de-
spite the efforts of many researchers. The most promising new approach
to AES cryptanalysis remains speculative, while the most effective at-
tack against reduced-round versions is older than the AES itself. Here
we summarise this state of affairs.

1 Introduction

In January 1997 the National Institute of Standards and Technology (NIST) ini-
tiated the search for a replacement for the Data Encryption Standard (DES) [28].
The requirements for the new standard, to be called the Advanced Encryption
Standard (AES), were that it should be:

— a 128-bit block cipher with the choice of three key sizes of 128, 192, respec-
tively 256 bits,

— a public and flexible design,

— at least as secure as two-key triple-DES, and

— available royalty-free worldwide.

At the conclusion of this standardisation effort, with many man-years of
cryptanalytic and implementation expertise provided from around the world,
Rijndael, developed by Joan Daemen and Vincent Rijmen [11], was a popular
choice to become the AES. In November 2001 the AES effort came to its conclu-
sion with the publication of FIPS 197 [29], and today the AES is fast becoming
a vital component of the digital infrastructure.

The proceedings of the Fourth AES Conference that follow in this volume
reflect ongoing research efforts into the security and performance of the AES. In
this short article, we briefly review some promising — but unsuccessful — attempts
to compromise this elegant cipher.

H. Dobbertin, V. Rijmen, and A. Sowa (Eds.): AES 2004, LNCS 3373, pp. 1-10, 2005.
© Springer-Verlag Berlin Heidelberg 2005
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2 AES Design

The AES has been described so often and is, by now, so familiar that a brief
overview of the AES design will suffice for our purposes.

The AES is a classic substitution/permutation or SP-network that requires
10, 12, or 14 rounds of encryption; the exact number depending on the length of
the key. The AES is byte-oriented and heavily reliant on operations in the field
GF(28). Conceptually, the AES is best described with the sixteen bytes of the
128-bit input block agay ...a14a;5 being arranged in a (4 x 4) matrix of bytes:

ap | a4 | ag a2

ay | as | ag |ais

az | ag |aio|aiq

as | ar |aii|ais

Using the nomenclature of FIPS 197, a typical round of the cipher
uses the following operations, “SubBytes”, “ShiftRows”, “MixColumns” and
“AddRoundKey”. The final round has a slightly different form and omits the
MixColumns operation.

Encryption begins with an AddRoundKey operation, then computation con-
tinues for a given number of rounds, with each round using the four operations
taken in the order above. In SubBytes each byte is replaced by a byte from an
invertible S-box. In ShiftRows the rows (of bytes) are shifted a number of byte
positions to the left. The top row is not shifted, the second row is shifted by one
position, the third by two, and the fourth row by three. In MixColumns the four
bytes in each column are mixed by pre-multiplying the four-byte vector by a
fixed, invertible, (4 x 4)-matrix over GF(28), that is derived from an MDS code.
MixColumns has the property that if two input vectors differ in s bytes, then
the output vectors differ in at least 5 — s bytes, where 1 < s < 4. Each round
closes with AddRoundKey where 16 round-key bytes are exclusive-or’ed to the 16
data bytes. Each round uses all four operations except the last round when the
operation MixColumns is omitted. We refer to [29] for more details on this and
other aspects of the algorithm.

The key schedule for the AES is relatively simple. It takes the user-supplied
key of 16, 24, respectively 32 bytes and returns what is called an ExpandedKey
of 16 x 11, 16 x 13, and 16 x 15 bytes respectively. The details can be found
in [13,29].

3 The Components

By design, Rijndael, and therefore by extension the AES, is a very structured
cipher. This very clean structure has at least two attractive consequences:
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1. It is possible to provide a simple explanation for the intended effect of each
cipher component. The most striking consequence is that we can derive solid
reassurance for the resistance of the AES to basic differential [4] and lin-
ear [23] cryptanalytic attacks.

2. The implementor is provided with a wide range of implementation options.
This is evidenced by the attractive performance profile of the AES across a
wide range of environments.

We will explore the first consequence in this article.

3.1 The S-Box

The cryptographic strength or weakness of the AES depends strongly on the
choice of S-box. While it is likely that we would view the S-box as a single
entity, it has three distinct components; inversion over GF(2%) which is naturally
augmented to handle the zero input, transformation by a GF(2)-linear map L,
and addition of a constant ¢ = 0x63. Thus, up to a GF(2)-affine modification,
the S-box S(z) of the AES is the inversion in the multiplicative group of GF(2%):

S(z) = A(Y=) (with the convention 1/o = 0), (1)

where A(z) = L(x) + c is a GF(2)-affine permutation of GF(28).

The cryptographic advantages of 1/ on GF(2™) have been known for some
time. It realizes the best known properties of bijective S-box constructions with
respect to the following properties:

Degree. All S-box component functions (i.e. non-zero linear combinations of

Boolean coordinate functions of the S-box) have degree n — 1.
The degree of all non-zero component functions of a non-constant power
function z? is the Hamming weight of the binary representation of the re-
mainder of d modulo 2™ — 1. Thus the maximal degree n — 1 is achieved if,
and only if, up to cyclotomic equivalence, d = -1 = 2" -2 =2(1+2 +
22 4+ ... +2""2) mod (2" — 1). On the other hand it is well known that each
component function of a one-to-one S-box has at most degree n — 1.

Resistance to linear attack. Low correlation between S-box component func-

tions and affine Boolean functions.
The absolute value of the correlation between any non-zero component func-
tion of 1/z and any affine Boolean function is bounded by 2="/>~1 for even
n. This can be shown by using the famous Hasse bound for the number of
points on elliptic curves. It is an open problem whether this bound can be
improved. We mention that for odd n, the bound 2="""/ is attained by !/z
and this is known to be optimal.

Resistance to differential attack. The designer’s dream “for each prescribed
input difference one can derive no information about the S-box output dif-
ference” is almost achieved.

For characteristic 2, differences coincide with sums. Thus the number of pos-
sible output differences for pre-scribed input difference is at most 27~ 1. If this
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bound is achieved then the S-box is called almost perfect nonlinear (APN),
and in this case each output difference is attained precisely two times. If n
is odd then 1/z is APN, while 2"~! — 1 is the number of output differences
for even n. The latter is due to the fact that 1/z is linear on GF(4). It is not
known if there is any APN one-to-one S-box for even n.

These properties of inversion are preserved under affine modifications and
are therefore valid for the S-box of the AES. The net result is an exceptional
resistance to differential and linear cryptanalysis. In [11] it is shown that any
four-round differential characteristic has a probability of less than 2-15° and that
any four-round linear characteristic holds with a correlation less than 2~75. These
bounds are sufficient to conclude that the basic attacks based on differential and
linear cryptanalysis will not succeed against the AES.

While the resistance of the AES to advanced attacks or those using differen-
tials and/or linear hulls remains open, there have been a series of results that
explore these issues [8,18, 19, 20, 21, 30, 31, 7, 32, 33, 34, 5]. However there seems
little chance of a major breakthrough in this direction.

3.2 Rearranging Components

While the structure of Rijndael received cryptanalytic attention during the AES
process, (see Section 4) it was only at the tail end of that process that a dif-
ferent kind of observation began to be explored. These observations are based
on alternative representations of components, or the entireity, of the AES. Some
researchers have considered a continued fraction representation of AES encryp-
tion [16] while others have considered the concept and implications of dual Ri-
Jndaels [3, 35]. Other observations have been concerned with the way AES oper-
ations are presented [25, 26].

Clearly, operations such as SubBytes and ShiftRows trivially commute with
one another. Indeed, properties such as these were used by the AES designers to
show how AES decryption could be written in a form that more closely resembled
encryption. However a more fundamental re-writing is also possible. While it is
typical to take the S-box as a single entity, we have already observed that it
consists of three separate components; the augmented inversion mapping 1/z, the
linear map L, and addition of the constant 0x63. Concern about the algebraic
simplicity of the inversion operation over GF (28) lead the designers to introduce
a mixing function (the linear map L) over GF(2), while concern that the input
0 would be mapped to 0 through the two combined operations lead to the final
addition of the constant.

Yet, it is instructive to view this package as the sequence of independent
operations it truly is [25,26]. It is then trivial to see that the parallel addition
of sixteen constants 0x63 can be moved (unchanged) through the ShiftRows
operation. It can also be moved (unchanged) through the MixColumns operation.
We might therefore remove the addition of the constant from the encryption
process entirely and, instead, consider it a minor addition to the key schedule.
We can also view the sixteen parallel applications of the linear map L as part of



The Cryptanalysis of the AES - A Brief Survey 5

the diffusion layer that follows. While making the diffusion layer slightly more
complicated than that given in the standard description, this separation of the
components of the AES yields a more unified functional description.

The value of such rewriting has been questioned [12], but it does provide
some additional perspectives on the AES structure. But while there is some
interaction between this line of work and the aims of algebraic cryptanalysis
(see Section 5) these different perspectives on the AES have yet to yield any
practical cryptanalytic advance. Instead the most successful attacks on the AES
are of an entirely different nature.

4 Structural Attacks

The most effective attacks on reduced-round variants of the AES are variants of
the Square attack which is due to Knudsen. Since this attack was used against
a predecessor [10] of the AES it was accounted for by the AES designers [11].

In this attack we take a set of 256 plaintexts where the first byte takes all
possible values. The other 15 bytes of the input can take any value but the
same value in a given byte position must be used across all 256 texts. We will
describe a set of texts that have this property as an integral. Imagine one begins
an AES-round with such an integral. In the following we shall denote the byte-
position containing a variable value with an “a” (for “all”). Consider the actions
of SubBytes, ShiftRows, and MixColumns.

a a (4]

SubBytes ShiftRows MixColumns

SIBIGIE

The AddRoundKey operation adds the same round key to each of the 256 texts
in the integral, therefore any integral before AddRoundKey will yield an integral
after. Consider a second round of transformation.

a Qa alalala
SubBytes i i

= Yy a0 ShiftRows m MixColumns alalala

a a a alalala

a a a alalala

It follows that after two rounds of encryption and for each byte position,
every possible value in a given byte position is taken once and only once in the
set of 256 texts. Now consider a third round.

SubBytes

ShiftRows

MixColumns

SIS
Qe
SIS
ISIESIESIES
SIGIGIE
SIGIGIE
SIBIEIE
ISEESIEST RS
SISISHES
SISISIE
SISIGIE
ISYRSY ESY AS]
V-3 V-3 RV-) V)
V-3 V-3 V) V)
V-3 (V-3 (V-) V)
Vo3 RV-N KRN V)

Here s indicates that the sum of the texts in a particular byte can be deter-
mined (and in this case is equal to zero). The interesting part is what happened
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during the MixColumns operation. Before the operation, in each byte position
the 256 values were a permutation of the values 0,...,255. MixColumns com-
bines four bytes to yield one byte in a linear way. This means that after the
application of MixColumns every byte position will be balanced, that is, if we
exclusive-or all 256 values in any single byte position we will get zero as a result.
Note how this property, after three rounds of AES encryption does not depend
on the details of the S-box nor on the value of the secret key.

Such three-round structures can be used to attack the AES reduced to six
rounds (where the first round consists of AddRoundKey and the last round is
without MixColumns). The structure is used over rounds two to four. Then by
guessing four key bytes in the first round, four key bytes in the final application
of AddRoundKey and one key byte in the second-last application of AddRoundKey,
in total nine key bytes, one can compute a candidate value for the sum of the
texts in one byte position after four rounds of encryption. For a structure of 256
plaintexts of the form above, this sum is known to be zero. In fact, there will
be values of the nine key bytes that will return zero as the value of the sum
by chance. So to eliminate false alarms, the attack needs to be repeated a few
times to uniquely determine the correct key bytes. Once the nine key bytes have
been found, we find the remaining twelve key bytes of the final application of
AddRoundKey, after which the user-selected key can be derived. Taking advantage
of some advanced observations, there is a more effective extension of this attack.
This can be used to find the secret key with 6 - 232 chosen plaintexts in a time
equivalent to 244 encryptions and 232 words of memory [15,22]. There have also
been some further extensions to the basic Square attack, but these require an
explosive increase in the running time [15, 22].

Another kind of structural attack that has been described against the AES
is sometimes referred to as a collision or bottleneck attack. These attacks re-
quire around 232 plaintexts and exploit a three-round structure (17,24]. These
approaches can be used to attack AES reduced to seven rounds but the running
time is almost the same as an exhaustive search for the key.

5 Algebraic Attacks

We saw in Section 3.1 that the S-box was carefully constructed around inversion
in GF(2%). As a consequence, if we appeal to our earlier notation (1), then we
have the implicit equation A=1(S(z))z = 1 for z # 0. Thus there are eight
quadratic equations that relate the bits of S(z) and z. Of these eight equations
seven holds always, while the eighth holds only when z # 0, that is, in 255 of 256
cases. In addition, another 32 quadratic equations can be derived since zy =1
implies that

%y =, zy’ =y, zly = 23, and that zyt =45,

Each of these equations leads to eight quadratic equations on the bit level and
all of these always hold. The resulting 39 quadratic equations turn out to be a



