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Preface

Mycrypt 2005 was the inaugural international conference on cryptology hosted
in Malaysia. The conference was co-organized by the Information Security Re-
search Lab at Swinburne University of Technology (Sarawak Campus), NISER
(National ICT Security and Emergency Response Centre) and INSPEM (Insti-
tute for Mathematical Research) at UPM (University Putra Malaysia). Mycrypt
2005 was held in Kuala Lumpur, Malaysia during September 28-30 2005, in
conjunction with the e-Secure Malaysia 2005 convention.

There were 90 paper submissions from 23 countries covering all areas of cryp-
tologic research, from which 19 were accepted. We would like to extend our
thanks to all authors who submitted papers to Mycrypt 2005. Each paper was
sent anonymously to at least 3 members of the International Program Committee
for reviews and comments. The review comments were then followed by discus-
sions among the Program Committee. A recipient of the Best Paper Award was
also selected after voting among Program Committee members. The winning
paper was “Distinguishing Attacks on T-functions” by Simon Kinzli (FH Aar-
gau, Swizerland), Pascal Junod (Nagravision SA, Switzerland) and Willi Meier
(FH Aargau, Swizerland). These proceedings contain revised versions of all the
accepted papers.

The conference program included three keynote papers: Hideki Imai (Tokyo
University) presented a paper entitled “Trends and Challenges for Securer Cryp-
tography in Practice”. Moti Yung (Columbia University) presented a paper
entitled “Efficient Secure Group Signatures with Dynamic Joins and Keeping
Anonymity Against Group Managers”. Colin Boyd (QUT) presented a paper
entitled “Security of Two-Party Identity-Based Key Agreement”.

We are extremely grateful for the time and effort of all the members of the
Program Committee in the review process. Their names may be found overleaf.
This group was assisted by an even larger group of experts. A list of names is
also provided. We hope that it is complete. We give special thanks to Thomas
Baignéres and Matthieu Finiasz for handling the servers during the review pro-
cess and preparing the proceedings. The Web-based submission software was
written by Chanathip Namprempre with additions by Andre Adelsbach and
Andrew Clark. The review process and Program Committee discussions were
supported by the Web-based review software developed by Bart Preneel, Wim
Moreau and Joris Claessens.

We wish to acknowledge the excellent Mycrypt Local Organizing Committee
led by the General Chair, Raphael C.-W. Phan; and the support of MOSTI (Min-
istry of Science, Technology & Innovation), MEWC (Ministry of Energy, Water
& Communications), MCMC (Malaysia Communications & Multimedia Com-
mission), MAMPU (Malaysian Administrative Modernisation & Management
Planning Unit), SIRIM (Standards & Industrial Research Institute of Malaysia)
and the Malaysian National Computer Confederation (MNCC).

September 2005 Ed Dawson and Serge Vaudenay
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Trends and Challenges for Securer
Cryptography in Practice

Hideki Imai

Institute of Industrial Science, The University of Tokyo,
Research Center for Information Security,
National Institute of Advanced Industrial Science and Technology

As the importance of information security is widely recognized today, devel-
opment of cryptography in practical use is rapidly taking place. On the other
hand, however, many cases have been reported, where problems are found in
the cryptographic systems already in use, or where the cryptographic systems
are broken. Causes for a cryptographic system to get corrupted can be: defects
in cryptographic algorithm designs; defects in implementation; defects in attack
models and definitions of security; progress in computers and attack algorithms;
inapplicability due to the change of environment. It is to be noted that the cryp-
tographic system that has been created in the circumstance where there can
be some kind of defects is generally vulnerable to breakdown. In the world of
cryptography, we should regard ” Anything that can happen, happens.”

In the first half of my lecture, I will show you some examples of vulnerability
in cryptography and measures against it. First, as examples of imminent crises,
I will talk about the WEP (Wired Equivalent Protocol) vulnerability, which is
a wireless LAN encryption; vulnerability in hash functions; implementation at-
tacks in IC cards; and the issue of ”"quantum cryptography” Y-00. Next, as a
near-future danger, I will talk about serious attacks to a 1024-bit RSA cryp-
tosystem, and lastly, the realization of quantum computers, as an example of
future crisis. It is important to evaluate cryptographic systems systematically
and continually, in dealing with these crises. As an example of an organization
that performs such execution, I will introduce CRYPTREC of Japan.

However, even if all these dangers are prevented, cryptographic systems can
be broken, because we cannot prevent human errors and unauthorized acts inside
the cryptographic systems completely. In the second part of this lecture, I will
talk about Fail-Safe Techniques for Information Security, as a measure against
such human-related issues. First, I will discuss the fundamental concept of these
techniques. Next, I will introduce, as examples of the fundamental technology in
this field, how to construct public-key infrastructures and person authentication
systems that are robust against the leakage of secret keys and secret verification
data.

Lastly, I will introduce the Research Center for Information Security, at the
National Institute of Advanced Industrial Science and Technology, which was
established on April 1st of this year and is expected to contribute greatly, in
future, in constructing and maintaining the high-level information security of IT
systems.
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Abstract. Klimov and Shamir proposed a new class of simple crypto-
graphic primitives named T-functions. For two concrete proposals based
on the squaring operation, a single word T-function and a previously
unbroken multi-word T-function with a 256-bit state, we describe an ef-
ficient distinguishing attack having a 232 data complexity. Furthermore,
Hong et al. recently proposed two fully specified stream ciphers, consist-
ing of multi-word T-functions with 128-bit states and filtering functions.
We describe distinguishing attacks having a 222 and a 234 data complex-
ity, respectively. The attacks have been implemented.

Keywords: Stream cipher, T-function, square mapping, distinguish-
ing attack, statistical cryptanalysis

1 Introduction

Binary additive stream ciphers encrypt a plaintext stream by combining it with
a key stream by means of an XOR operation (the decryption simply being the
XOR of the key stream with the ciphertext stream). The key stream consists
of a pseudo-random bit sequence usually generated by iteration of an update
function, the latter being initialized with a secret state. One expects that the
sequence generated by a cryptographically secure stream cipher is statistically
indistinguishable from a truly random sequence (and this for any adversary with
some limited computational power), and that there exists no key-recovery attack
better than brute-force.

Recently, Klimov and Shamir (7,8, 9,10, 6] proposed a new framework for
highly efficient mappings which could be used as primitives in stream ciphers
and other cryptographic schemes. These primitives consist of triangular func-
tions (T-functions) which are built with help of fast arithmetic and Boolean
operations widely available on high-end microprocessors or on dedicated hard-
ware implementations; these mappings come with provable properties such as
invertibility and a single-cycle structure. As an example, the mapping TF-0 is
proposed in [7], which is defined by z > z + (22 V C) mod 2" for an n-bit state =
and with C = 5,7 (mod 8). As the maximal length of a cycle may be too short
for typical values of n (e.g. n = 64), and as state-recovery attacks have been de-
scribed (2, 8], TF-0 is not meant to be directly used for cryptographic purposes.

E. Dawson and S. Vaudenay (Eds.): Mycrypt 2005, LNCS 3715, pp. 2-15, 2005.
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Considering cryptographic applications, several efficient multi-word T-functions
are proposed in [9]. Some of these proposals have been broken by Mitra and
Sarkar [13] using time-memory tradeoffs. Based on the results of Klimov and
Shamir, a new class of multi-word T-functions and two fully specified stream
ciphers have been proposed by Hong et al. [3,4]. Their schemes TSC-1 and
TSC-2 have a transparent design and allow for some flexibility.

1.1 Contributions of This Paper

In this paper, we analyse several proposals of T-functions and exhibit substantial
weaknesses in some of these constructions. The flaws are extended to dedicated
attacks.

First we analyse the statistical properties of the pure square mapping, which
allows us to find an efficient distinguisher (with an expected 232 data complexity)
on TF-0 as well as on a previously unbroken multi-word mapping described in [9]
and labeled here as TF-Om, both based on the squaring operation. TF-Om oper-
ates on a 256-bit state and the output sequence consists of the 32 most significant
bits.

Then, we cryptanalyse the TSC-family of stream ciphers [4], which operates
on a 128-bit state and outputs 32 bits of the state using a filtering function. We
find a very efficient distinguisher for TSC-1 with an expected 222 data complexity;
for TSC-2, we describe a different distinguishing attack with an expected 234 data,
complexity.

To confirm our theoretical results, the distinguishing attacks have been im-
plemented and run many times with success. Our distinguishers have a negligible
error probability and a remarkably small time complexity.

1.2 Notational Conventions

We analyse cryptographic schemes consisting of an internal state x € X, an
update function f : X — X and an output function g : X — ). In the case where
time instants are relevant, we will denote z* the state at time ¢ (distinction of
powers will be clear from the context). Hence, the iterative scheme maps the state
z' to z'*! = f(z') and outputs y* = g(z*). The seed of the iteration is obtained
from the secret key with help of a key scheduling process. The keystream K
consists in the concatenation of successive outputs, namely K = °||y}||---.

We assume throughout this paper the threat model of a known-plaintext
attack, i.e., we assume to know some part of the keystream K. Our purpose
is then to distinguish K from a uniformly distributed random sequence, or to
recover the state at any time.

In the case where the state is a vector formed by some words, we will denote
a single word by z; and the state as ¢ = (zo,21,...). Adopting the common
notation, [z]; is the (i 4 1)-st least significant bit-slice of the state, [z]o denoting
the rightmost bit-slice. Consequently, [z;]; is the (i + 1)-st least significant bit
of word j. The operation msb,,(z) states for the m most significant bits of z.
Arithmetic operations are performed modulo 2" with typical word size n = 32
or 64 bit. Boolean operations are performed on all n bits in parallel and are
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denoted by A (AND), V (OR), and by @ (XOR). Finally, <« k& denotes a cyclic left
shift by &k positions.

2 Cryptanalysis of Square Mappings

Klimov and Shamir have proposed different types of T-functions based on the
squaring operation [7,9]. After introducing the framework of this section, we
focus on the pure square mapping and derive a hypothesis about their proba-
bility distribution. This distribution is used in order to distinguish the proposed
. mappings TF-0 and TF-Om with significant advantage.

Let us consider a scheme which consists of an update function f and an
output function g with the notation of Sect. 1.2. Let us further define the random
variables X and X’ over the set X = {0,1}", with uniformly distributed X and
with X’ = f(X). Equivalently, Y and Y’ are random variables over Y = {0,1}™
with uniformly distributed ¥ and with Y’ = g(f(X)). Given Pry, Pry, and
some uniform random or pseudo-random output respectively, we can perform a
statistical test (e.g. a Neyman-Pearson test, see Appendix A for more details)
in order to assign the output to a distribution. We are interested in the overall
complexity of the distinguisher corresponding to some designated overall error
probability .

For small' word sizes n, the distribution Pry- can be determined by an ex-
haustive computation of g(f(z)) for all 2" elements z, resulting in a precompu-
tation time complexity of O(2™) and a memory complexity (measured with the
number of required memory cells) of O(2™). Given both distributions and a des-
ignated overall error probability, the data complexity of an optimal distinguisher
is estimated with help of the squared Euclidean imbalance (see Appendix A). We
assume that the test is performed in real-time, hence we do not need additional
memory in order to store the data. The online time complexity is identical to
the data complexity.

However, a precomputation of Pry, might be infeasible for large values of
n (e.g. n = 64 bit). We perform some detailed analysis of Pry for small word
sizes n and establish an analytical hypothesis for the approximated distribution
of Y’, considering only the most biased elements. This significantly reduces the
offline time and memory complexity, but might increase the online time and
data complexity of the distinguisher, given some 7. For small word sizes n, the
hypothesis can be verified with the accurate distributions, and for large n, the
quality of the hypothesis will be directly examined by the experimental data
complexity of the distinguisher.

2.1 Distribution of the Pure Square Mapping

Let us define the pure square mapping f(z) = z2 mod 2" and g(z) = msb,,(z)
with m = n/2, which we will refer as PSM. Apart from the least significant bit, f

! The term small is used with respect to current computational possibilities, i.e. n < 40
bit for personal computers nowadays.
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is a T-function. Iteration produces some fixed points such as 0 or 1, hence f can
not be considered as an update function for a real application. However, we will
be able to reduce more complex single-cycle mappings to some modified square
mappings and apply the results obtained in this section; in other words, we will
consider the pure square mapping as an ideal case, resulting in distinguishers
with minimal data complexity compared to modified square mappings.

We first mention that Klimov and Shamir [7] found an analytical expression
for probabilities of single bits of the square mapping. Applying the notation
X' = f(X) for an uniformly distributed X, they found that Pr([X']o = 0) = %,
Pr([X']; = 0) = 1 and Pr([X']; = 0) = (1 +272) for i > 1. However, as we
will have to deal with an additional carry bit later on (which would reduce this
bias significantly), we are more interested in the distribution of words.

We explain how to derive highly biased probability distributions for X’ =
f(X) and Y’ = g(f(X)). As shown in the next proposition, f is not a permuta-
tion, resulting in an unbalanced distribution of X’ (there are some predictable
elements f(z) with exceptionally large bias).

Proposition 1. Consider the function f : {0,1}™ — {0,1}™ with f(z) = 22 mod
2™, For successive elements z € {0,...,2™ — 1}, the images f(z) have a cyclic
structure with cycle length 272, Hence f is neither injective nor surjective.

Proof. As 22 — (2"‘1 +.’£)2 = 0 mod 2", we have two cycles of length 271,

and as (2"‘2 + :1:)2 - (2"‘2 — :17)2 =0 mod 2%, both cycles have two mirrored
sequences of length 272, Hence the output of successive numbers = has the
shape abc. .. cbaabe. . . cba. O

Due to the specified output function in PSM, the bias is transferred to the
distribution of Y. For a truly random scheme, any element of the output occurs
with probability my = 2~™/2. For the particular scheme PSM, we observed (for
small word sizes n) that there exist 4 outcomes with biased probability 2 - 7,
12 outcomes with biased probability 1.5 - my and so on. This property appears
to be independent of n, and we therefore can establish a hypothesis for the
most biased elements (which are explicitly known). Let ); be the aggregate
containing elements of constant biased probability ;. The parameter s; denotes
the cardinality of );, and n; denotes the minimal word size for a stable occurrence
of m;. The parameters n;, s; and m; are summarized in Tab. 1. Then we have for
i =0,...,k (limited by the condition n > ny)

Vo = {2(“_"0)/2 LR j=0,...,5]}
Vi ={20m)/2.(1485);5=0,...,s} (1)
yoo = y_ Z% .

The values in Tab. 1 are determined with empirical methods, however n; and
s; are exact at least for word sizes within our computational possibilities. In the
case of PSM, m; is exact for ¢ = 0, 1, but fluctuating for 7 > 1 so we have to take
an average value. A further approximation is done with the remaining elements
in Voo, which are assigned to a constant (standardised) probability. The number



