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Preface

This volume contains the papers presented at the 9" Information Security Conference
(ISC 2006) held on Samos Island, Greece, during August 30 — September 2, 2006.
The Conference was organized by the University of the Aegean, Greece.

ISC was first initiated as a workshop, ISW in Japan in 1997, ISW 1999 in Malay-
sia, ISW 2000 in Australia and then changed to the current name ISC when it was
held in Spain in 2001 (ISC 2001). The latest conferences were held in Brazil (ISC
2002), UK (ISC 2003), USA (ISC 2004), and Singapore (ISC 2005).

ISC 2006 provided an international forum for sharing original research results and
application experiences among specialists in fundamental and applied problems of in-
formation security.

In response to the Call for Papers, 188 papers were submitted. Each paper was re-
viewed by three members of the PC, on the basis of their significance, novelty, and
technical quality. Of the papers submitted, 38 were selected for presentation, with an
acceptance rate of 20%.

We would like to express our gratitude to the members of the Program Committee,
as well as the external reviewers, for their constructive and insightful comments dur-
ing the review process and discussion that followed. Moreover, we would like to
thank all the members of the Organizing Committee for their continuous and valuable
support. We also wish to express our thanks to Alfred Hofmann and his colleagues
from Springer, for their co-operation and their excellent work during the publication
process. Finally, we would like to thank all the people who submitted their papers to
ISC 2006, including those whose submissions were not selected for publication, and
all the delegates from around the world, who attended the ISC 2006 9" Information
Security Conference. Without their support the conference would not have been
possible.

August 2006 Sokratis K. Katsikas
Javier Lopez

Michael Backes

Stefanos Gritzalis

Bart Preneel
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Abstract. The number of applications that are downloaded from the
Internet and executed on-the-fly is increasing every day. Unfortunately,
not all of these applications are benign, and, often, users are unsus-
pecting and unaware of the intentions of a program. To facilitate and
secure this growing class of mobile code, Microsoft introduced the .NET
framework, a new development and runtime environment where machine-
independent byte-code is executed by a virtual machine. An important
feature of this framework is that it allows access to native libraries to
support legacy code or to directly invoke the Windows API. Such native
code is called unmanaged (as opposed to managed code). Unfortunately,
the execution of unmanaged native code is not restricted by the .NET
security model, and, thus, provides the attacker with a mechanism to
completely circumvent the framework’s security mechanisms.

The approach described in this paper uses a sandboxing mechanism
to prevent an attacker from executing malicious, unmanaged code that
is not permitted by the security policy. Our sandbox is implemented
as two security layers, one on top of the Windows API and one in the
kernel. Also, managed and unmanaged parts of an application are auto-
matically separated and executed in two different processes. This ensures
that potentially unsafe code can neither issue system calls not permit-
ted by the .NET security policy nor tamper with the memory of the
.NET runtime. Our proof-of-concept implementation is transparent to
applications and secures unmanaged code with a generally acceptable
performance penalty. To the best of our knowledge, the presented ar-
chitecture and implementation is the first solution to secure unmanaged
code in .NET.

1 Introduction

With the growth of the Internet, applications are increasingly downloaded from
remote sources, such as Web sites, and executed on-the-fly. Often, little or no
knowledge exists about the author or her intentions. Therefore, users are suscep-
tible to executing potentially malicious programs on their computers. Malicious
programs contain code that executes in any unauthorized or undesirable way.
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To secure users and increase the proliferation of mobile code, Microsoft re-
cently introduced a new development and runtime framework called .NET [5].
This framework leverages the previous experiences gathered with the Java vir-
tual machine concepts and includes a fine-grained security model that allows one
to control the level of access associated with software built upon .NET. These
applications are referred to as composed of managed code. The model signifi-
cantly limits the damage that can be caused by malicious code. To address the
important problem of backward compatibility and legacy code support, NET
also offers a mechanism to tie in native libraries. These libraries, however, ex-
ecute outside of the .NET security model, and therefore are called unmanaged
code. As a consequence, the usage of this feature in .NET applications may al-
low an attacker to completely circumvent the framework’s security mechanisms,
leading to the unrestricted execution of arbitrary code. This security problem
is important because the use of unmanaged code will probably be common in
future Windows .NET applications. Millions of lines of legacy native Windows
code exist that will need to be integrated and supported over the next decade.
Also, software engineering research [10] has shown that it is not realistic to ex-
pect existing applications to be entirely rewritten from scratch in order to take
advantage of the features of a new language.

This paper describes our approach to extend the current .NET security model
to native (unmanaged) code invoked from .NET. To this end, we use a sandbox-
ing mechanism that is based on the analysis of Windows API and system call
invocations to enforce the .NET security policy. Our approach ensures that all
unmanaged code abides by the security permissions granted by the framework.
Our primary contributions are as follows:

— Extension of existing sandboxing methods to .NET unmanaged code invo-
cations.

— Two-step authorization of system calls by placing the security layer in the
Windows API and the enforcement mechanisms in a loadable kernel driver.

— Separation of untrusted native library and trusted managed code into two
separate processes by way of .NET remoting.

The paper is structured as follows. The next section provides an overview of the
NET framework and its security-relevant components. Section 3 introduces the
design of our proposed system. Section 4 discusses the evaluation of the security
and performance of the system and shows that our approach is viable. Section 5
presents related work. Finally, Section 6 outlines future work and concludes the
paper.

2 Overview of the .NET Framework

Microsoft’s .NET framework is an implementation of the Common Language
Infrastructure (CLI) [6], which is the open, public specification of a runtime
environment and its executable code. A part of the CLI specification describes
the Common Type System (CTS), which defines how types are declared and
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used in the runtime. An important property of the .NET framework is that it
is type-safe. Type safety ensures that memory accesses are performed only in
well-defined ways, and no operation will be applied to a variable of the wrong
type. That is, any declared variable will always reference an object of either that
type or a subtype of that type. In particular, type safety prevents a non-pointer
from being dereferenced to access memory. Without type safety, a program could
construct an integer value that corresponds to a target address, and then use it as
a pointer to reference an arbitrary location in memory. In addition to type safety,
.NET also provides memory safety, which ensures that a program cannot access
memory outside of properly allocated objects. Languages such as C are neither
type-safe nor memory-safe. Thus, arbitrary memory access and type casts are
possible, potentially leading to security vulnerabilities such as buffer overflows.

The runtime environment can enforce a variety of security restrictions on the
execution of a program by relying on type and memory safety. This makes it
possible to run multiple .NET programs with different sets of permissions in the
same process (on the same virtual machine). To specify security restrictions, the
CLI defines a security model that is denoted as Code Access Security (CAS) [9].
CAS uses evidence provided by the program and security policies configured on
the machine to generate permissions set associated with the application. Secu-
rity relevant operations (for example, file access) create corresponding permission
objects, which are tested with respect to the granted permission set. If the per-
mission is not found in the granted set, the action is not permitted and a security
exception is thrown. Otherwise, the operation continues.

Managed code executes under the control of the runtime, and, therefore, has
access to its services (such as memory management, JIT compilation, or type
and memory safety). In addition, the runtime can also execute unmanaged code,
which has been compiled to run on a specific hardware platform and cannot
directly utilize the runtime. In general, developers will prefer managed code
to benefit from the services offered by the runtime. However, there are cases
in which unmanaged code is needed. For example, the invocation of unmanaged
code is necessary when there are external functions that are not written in .NET.
Arguably, the most important library of unmanaged functions is the Windows
API, which contains thousands of routines that provide access to most aspects
of the Windows operating system.

To support interoperability with existing code written in languages such as
C or C++ (e.g., the Windows API), the CLI uses a mechanism called platform
invoke service (P /Invoke). This service allows for invocation of code residing in
native libraries. Because code in native libraries can modify the security state
of the user’s environment, the .NET permission to call native code is equal to
full trust [18]. Furthermore, native code launched by P /Invoke is run within the
same process as the .NET CIL, and, as a consequence, malicious native code
could modify the state of the .NET runtime itself. Microsoft suggests to only
allow P/Invoke to be used to execute highly-trusted code. Unfortunately, users
generally cannot determine the trust level of an application and will likely grant
access also to non-trustworthy applications.



