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Preface

The 7th International Conference on Information Security and Cryptology was
organized by the Korea Institute of Information Security and Cryptology
(KIISC) and was sponsored by the Ministry of Information and Communica-
tion of Korea.

The conference received 194 submissions, and the Program Committee se-
lected 34 of these for presentation. The conference program included two invited
lectures. Mike Reiter spoke on “Security by, and for, Converged Mobile Devices.”
And Frank Stajano spoke on “Security for Ubiquitous Computing.” We would
like to first thank the many researchers from all over the world who submit-
ted their work to this conference. An electronic submission process was avail-
able. The submission review process had two phases. In the first phase, Program
Committee members compiled reports (assisted at their discretion by subreferees
of their choice, but without interaction with other Program Committee mem-
bers) and entered them, via a Web interface, into the Web Review software.
We would like to thank the developers, Bart Preneel, Wim Moreau, and Joris
Claessens. Without the Web Review system, the whole review process would
not have been possible. In the second phase, Program Committee members used
the software to browse each other’s reports, and discuss and update their own
reports. We are extremely grateful to the Program Committee members for their
enormous investment of time, effort, and adrenaline in the difficult and delicate
process of review and selection.

We are most grateful to Dr. Jin Hong and Dr. Aaram Yun from NSRI
(National Security Research Institute, Korea). Skillfully and patiently, they car-
ried the main load of background work of the Program Co-chairs, in particular
in setting up the submission and review servers, providing technical help to the
authors and committee members, and in the preparation of this proceedings.

February 2005 Choonsik Park and Seongtaek Chee
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Security by, and for, Converged Mobile Devices

Mike Reiter

CyLab. Electrical & Computer Engineering,
Carnegie Mellon University, USA
reiter@cmu.edu

Abstract. Inheriting the vast mobile phone market, converged mobile
devices (“smartphones”) are poised to become the first ubiquitous per-
sonal computing platform. In this talk we detail our vision of the smart-
phone as a universal access control device—replacing physical keys, ac-
cess tokens, etc.—and describe our efforts to address some of the tech-
nical challenges that stand in the way of this vision. Our discussion will
focus on: techniques to prevent the misuse of a stolen device; novel user
interfaces that aid in the secure use of such a device; and the design of an
access control framework for the variety of authorization scenarios that
such a device must accommodate. We also describe our efforts to deploy
this technology in a testbed on the Carnegie Mellon campus.

C. Park and S. Chee (Eds.): ICISC 2004, LNCS 3506, p. 1, 2005.
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Security for Ubiquitous Computing

Frank Stajano

Computer Laboratory, University of Cambridge, UK
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Abstract. Ubiquitous computing, over a decade in the making, has
finally graduated from whacky buzzword through fashionable research
topic to something that is definitely and inevitably happening. This will
mean revolutionary changes in the way computing affects our society:
changes of the same magnitude and scope as those brought about by the
World Wide Web. When throw-away computing capabilities are embed-
ded in shoes, drink cans and postage stamps, security and privacy take
on entirely new meanings. Programmers, engineers and system designers
will have to learn to think in new ways. Ubiquitous computing is not just
a wireless version of the Internet with a thousand times more computers,
and it would be a naive mistake to imagine that the traditional security
solutions for distributed systems will scale to the new scenario. Authen-
tication, authorization, and even concepts as fundamental as ownership
require thorough rethinking. At a higher level still, even goals and policies
must be revised. One question we should keep asking is simply “Security
for whom?” The owner of a device, for example, is no longer necessarily
the party whose interests the device will attempt to safeguard. Ubiqui-
tous computing is happening and will affect everyone. By itself it will
never be “secure” (whatever this means) if not for the dedicated efforts
of people like us who actually do the work. We are the ones who can
make the difference. So, before focusing on the implementation details,
let’s have a serious look at the big picture.

C. Park and S. Chee (Eds.): ICISC 2004, LNCS 3506, p. 2, 2005.
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Algebraic Attacks on Combiners
with Memory and Several Outputs*®

Nicolas T. Courtois

Axalto Cryptographic Research & Advanced Security, 36-38 rue de la Princesse,
BP 45, F-78430 Louveciennes Cedex, France
courtois@minrank.org

Abstract. Algebraic attacks on stream ciphers [14] recover the key by
solving an overdefined system of multivariate equations. Such attacks
can break many LFSR-based stream ciphers, when the output is ob-
tained by a Boolean function, see [14, 15, 16]. Recently this approach has
been successfully extended also to combiners with memory, provided the
number of memory bits is small, see [1,16,2]. In [2] it is shown that, for
ciphers built with LFSRs and an arbitrary combiner using a subset of
k LFSR state bits, and with ! inner state/memory bits, a polynomial
attack always do exist when k and [ are fixed. Yet this attack becomes
very quickly impractical: already when k and [ exceed about 4.

In this paper we give a simpler proof of this result from [2], and prove
a more general theorem. We show that much faster algebraic attacks
exist for any cipher that (in order to be fast) outputs several bits at a
time. In practice our result substantially reduces the complexity of the
best attack known on four well known constructions of stream ciphers
when the number of outputs is increased. We present interesting attacks
on modified versions of Snow, EO, LILI-128 and Turing ciphers.

Keywords: algebraic cryptanalysis, LFSR-based stream ciphers,
Boolean functions, combiners with memory, LILI-128, Turing cipher,
Snow, EO.

Note: An extended version is available at eprint.iacr.org/2003/125/.

1 Introduction

In this paper we study LFSR-based stream ciphers. In such ciphers there is an
inner state updated by an iterated linear function, and a stateful or stateless
nonlinear combiner that produces the output, given the inner state of the first
(linear) part. Our goal is to extend the recent very powerful and very general
algebraic attacks on stream ciphers to the case of combiners with several outputs.
Such constructions appear naturally if we want to construct ciphers being fast
in practice.

* Work supported by the French Ministry of Research RNRT Project “X-CRYPT”.

C. Park and S. Chee (Eds.): ICISC 2004, LNCS 3506, pp. 3-20, 2005.
© Springer-Verlag Berlin Heidelberg 2005



