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Preface

The first SKLOIS Conference on Information Security and Cryptography (CISC
2005) was organized by the State Key Laboratory of Information Security of
the Chinese Academy of Sciences. It was held in Beijing, China, December
15-17, 2005 and was sponsored by the Institute of Software, the Chinese Academy
of Sciences, the Graduate School of the Chinese Academy of Sciences and the
National Science Foundation of China. The conference proceedings, represent-
ing invited and contributed papers, are published in this volume of Springer’s
Lecture Notes in Computer Science (LNCS) series.

The area of research covered by CISC has been gaining importance in recent
years, and a lot of fundamental, experimental and applied work has been done,
advancing the state of the art. The program of CISC 2005 covered numerous
fields of research within the general scope of the conference.

The International Program Committee of the conference received a total of
196 submissions (from 21 countries). Thirty-three submissions were selected for
presentation as regular papers and are part of this volume. In addition to this
track, the conference also hosted a short-paper track of 32 presentations that
were carefully selected as well. All submissions were reviewed by experts in the
relevant areas and based on their ranking and strict selection criteria the papers
were selected for the various tracks. We note that stricter criteria were applied
to papers co-authored by program committee members. We further note that,
obviously, no member took part in influencing the ranking of his or her own
submissions. In addition to the contributed regular papers, this volume contains
the two invited papers by Serge Vaudenay and Giovanni Di Crescenzo.

Many people and organizations helped in making the conference a reality.
We would like to take this opportunity to thank the Program Committee mem-
bers and the external experts for their invaluable help in producing the confer-
ence program. We would like to thank the Organizing Committee members, the
Co-chairs Dongdai Lin and Chunkun Wu, and the members Jiwu Jing and Wen-
ling Wu. Dongdai Lin also served as a “Super Program Chair”, organizing the
electronic program discussions and coordinating the decision making process.
We thank the various sponsors and, last but not least, we wish to thank all
the authors who submitted papers to the conference, the invited speakers, the
session chairs and all the conference attendees.

December 2005 Dengguo Feng and Moti Yung
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On Bluetooth Repairing: Key Agreement Based
on Symmetric-Key Cryptography

Serge Vaudenay

EPFL,
CH-1015 Lausanne, Switzerland
http://lasecwww.epfl.ch

Abstract. Despite many good (secure) key agreement protocols based on
public-key cryptography exist, secure associations between two wireless devices
are often established using symmetric-key cryptography for cost reasons. The
consequence is that common daily used security protocols such as Bluetooth
pairing are insecure in the sense that an adversary can easily extract the main
private key from the protocol communications. Nevertheless, we show that a fea-
ture in the Bluetooth standard provides a pragmatic and costless protocol that can
eventually repair privateless associations, thanks to mobility. This proves (in the
random oracle model) the pragmatic security of the Bluetooth pairing protocol
when repairing is used.

1 Setting Up Secure Communications

Digital communications are often secured by means of symmetric encryption and mes-
sage authentication codes. This provided high throughput and security. However, set-
ting up this channel requires agreeing on a private key with large entropy. Private key
agreement between remote peers through insecure channel is a big challenge. A first
(impractical) solution was proposed in 1975 by Merkle [19]. A solution was proposed
by Diffie and Hellman in 1976 [12]. It works, provided that the two peers can commu-
nicate over an authenticated channel which protects the integrity of messages and that
a standard computational problem (namely, the Diffie-Hellman problem) is hard.

To authenticate messages of the Diffie-Hellman protocol is still expensive since those
messages are pretty long (typically, a thousand bits, each) and that authentication is of-
ten manually done by human beings. Folklore solutions consist of shrinking this amount
of information by means of a collision-resistant hash function and of authenticating only
the digest of the protocol transcript. The amount of information to authenticate typically
reduces to 160 bits. However, collision-resistant hash functions are threatened species
these days due to collapses of MDS, RIPEMD, SHA, SHA-1, etc. [9, 23,24, 25, 26].
Furthermore, 160 bits is still pretty large for human beings to authenticate. Another
solution using shorter messages have been proposed by Pasini and Vaudenay [20] us-
ing a hash function which resists second preimage attacks (like MDS5 [21]; namely:
collision resistance is no longer required) and a commitment scheme. Other solutions
such as MANA protocols [13, 14] have been proposed. They can reduce the amount
of information to be authenticated down to 20 bits, but they work assuming a stronger
hypothesis on the authenticated channel, namely that the authentication occurs with-
out any latency for the delivery. Some protocols based on the Diffie-Hellman one were

D. Feng, D. Lin, and M. Yung (Eds.): CISC 2005, LNCS 3822, pp. 1-9, 2005.
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proposed [11, 15] with an incomplete security analysis. A provably secure solution was
finally proposed by Vaudenay [22]. This protocol can work with only 20 bits to authen-
ticate and is based on a commitment scheme. Those authentication protocols can be
pretty cheap (namely: without public-key cryptography) and provably secure (at least
in the random oracle model). So, the remaining overwhelming cost is still the Diffie-
Hellman protocol. Since key agreement is the foundation to public-key cryptography, it
seems that setting up secure communications with an authenticated channel only cannot
be solved at a lower expense than regular public-key algorithms.

The Bluetooth standard starts from a slightly different assumption, namely that there
is a private channel between the two devices involving the human user. Of course,
this channel should be used to transmit as few bits as possible. This would, in prin-
ciple, be possible by using password-based authenticated key agreement. A first proto-
col family was proposed (without security proof) in 1992 by Bellovin and Merritt [8].
SRP [27,28] is another famous protocol, available as the RFC 2945, proposed in 1998
by Wu. The security analysis followed a long research program initiated by Bellare
and Rogaway [5, 6]. Specific instances of the Bellovin-Merritt protocols with security
based on the random oracle model were provided in [3,4,7, 10, 18] starting in 2000.
Finally, another protocol without random oracles were proposed in 2001 by Katz, Os-
trovsky, and Yung [16]. All those protocols are however at least as expensive as the
Diffie-Hellman protocol.

Despite all this nice and extensive piece of theory, standards such as Bluetooth [1,
2] stick to symmetric-key techniques (for cost reasons) and continue to use insecure
protocols.

In this paper, we review the Bluetooth pairing protocol and its insecurity. The Blue-
tooth version 1.2 [1] mentioned (in a single sentence) the possibility to refresh keys.
More details (namely, how to do so) were provided in Bluetooth version 2.0 in 2004 [2].
We finally show that this feature (that we call repairing) substantially increases the se-
curity and may be considered as a pragmatic costless solution. Security is based on the
assumption that the radio channel (considered to be insecure by default) sometimes pro-
vides privacy in an unpredictable way, i.e. that the adversary Eve can in principle easily
listen to the channel from time to time, but it is unlikely that she can do it all the time
throughout the history of the devices association. This assumption is quite reasonable
due to the mobility context of Bluetooth applications.

2 Bluetooth-Like Pre-pairing and the Security Issue

We assume a set of N possible participants with identifier strings ID;. (Note that the
notion of identity is rather weak since authentication will be based on a human user
manipulating physical devices: it can just be a mnemonic identifier like “laser printer”,
maybe extended by a MAC address.) We assume that they all manage a local database
of (Kj,1D;) pairs, meaning that the current private key to be used with participant ID;
is Kj. The goal of a pairing protocol between Alice of identity ID4 and Bob of iden-
tity IDp is to create (or replace) an entry (K,IDg) in the database of ID4 and an entry
(K,ID4) in the database of IDp so that the key K is the same and private to both

participants.
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Alice Bob
input: TBB input: TISA
private input: 14 private input: nig
pick R €y {0,1}° £
Ki — G(ID,,1Dg,R!,m4) K} — G(ID4, 1Dg, R, mg)
final key for IDp: K} final key for 1D4: K

Fig. 1. A One-Move Preparing Protocol

For cost reasons, nowadays wireless devices (e.g. Bluetooth devices) only use
symmetric-key cryptographic protocols for establishing secure communications over
insecure channels. When they connect to each other for the first time, they establish
some initial private key materials K’. Both devices, Alice and Bob, start with their iden-
tities ID4 and IDg, pick some random numbers R; and RY. Additionally, a user types
some random one-time private code 1 on both devices and both devices run a n-based
authenticated key agreement protocol. When they prompt the user to type m, they may
display a piece of the identifier strings (a mnemonic) for user-friendliness reasons. Due
to the state of the art on symmetric-key primitives, the protocol must leak R), and R}, so
that we have

K' = G(IDy4,1Dg, R}, Ry, ™)

for some function G. In a one-move variant, RiB is void so that only qu (which is rather
denoted R’) needs to be sent. (See Fig. 1.)!

Following our setting model, ® has low entropy. Indeed, the private code is typed
by a human user and is typically pretty small. Eventually, exhaustive search leads to
guessing 1. Hence, an adversary can typically compute K’ from R’ by guessing n. The
adversary only needs some information about K’ to check whether 7 is correct or not
to run an offline dictionary attack. Peer authentication protocols based on K’ are based
on symmetric-key cryptography. They eventually leak such an information by releasing
some S and F (S, K*) for some function F from the protocol. In the Bluetooth case, this
attack was described by Jakobsson and Wetzel [17].

This attack can be completed by a man-in-the-middle attack. Namely, an adversary
can claim to have identity |Dg to Alice of identity ID4 and to have identity ID4 to Bob of
identity IDp. Even though the adversary does not get 7t from the user who wants to pair
the real Alice and Bob, the adversary can easily infer it from the previous attack. The
consequence is that Alice and Bob would be independently paired with the adversary
even though they think they are paired together.

Those protocols can nevertheless be secure in principle provided that

— either enumerating all possible values for the code 7 is infeasible
— or the transmission of R’ is confidential.

In Section 6 we prove it in the random oracle model.

! By convention, notations without a hat are sent values and notations with a hat are received
values. If no attack occurs, the value should not be changed by putting a hat.
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3 The Two-Round Bluetooth Pairing

The Bluetooth standard [1,2] is quite interesting in the sense that it uses a 2-round
pairing protocol that we call preparing and repairing. Fig. 1 and Fig. 2 illustrate the
two rounds, respectively. In a first round, a 128-bit (ephemeral) initialization key K’ is
established from some random numbers R' and . In a second round, the final key is
established from new random numbers R4 and Rp, the identities of Alice and Bob, and
K'. More precisely, the second round works as follows.

1. Bob picks a random Rp and sends Cp = Rp ® K to Alice.
2. Alice picks a random R4 and sends C4 = Ry @K' to Bob?. . ‘
3. Both compute K = H(ID4,|Dg,Ra,Rp) = H(ID4,|Dp,Cs ® K',Cg B K").

We assume that (K,IDg) (resp. (K,IDa)) replaces (K*,1Dp) (resp. (K',1D4)) in the
database of ID4 (resp. IDp) so that K* is discarded.

Alice Bob
input: IBB input: I/ISA
initial key for IDg: K. ! initial key for ID,: K !
pick R4 €y {0,1}P pick Rg €y {0,1}P
Cr— Ry @K G Ry —CaoKl,
Rg —CpoK G Cp — Rz ®K},
Ky « H(ID,,1D5, Ra, Rs) Kp — H(1D4,1Dg, R4, Rp)
final key for I/ISB: K4 final key for I/ISA: Kp

Fig. 2. The Bluetooth Repairing Protocol

Note that the internal structure of A in Bluetooth is of the form
H('DA, |DB,RA,RB) = H’(|DA,RA) (53] Hl(|DB,RB).

Obviously, this does not instantiate a random oracle since we have unexpected relations
such as

H(IDa,1Dg,RA,Rp) ® H(IDg,IDc,Rp,Rc) = H(ID4, D¢, R4, Rc).

We further note that if Alice and Bob were already the victims of a man-in-the-middle
attack, they can remain in the same attacked state if the adversary can continue an active
attack. When the adversary becomes out of reach, the repairing protocol fails and Alice
and Bob end in a state so that they can no longer communicate.

In Section 6 we prove that the repairing protocol alone is secure if either the ini-
tialization key is private or the communication of either C4 or Cp is private. We deduce
that the preparing and repairing together achieve a secure pairing protocol provided that
either 1 is large or the communication is private: repairing does not decrease the secu-
rity. The incremental role of the repairing protocol will be made clear in the following
section.

2 It is worth noticing that Alice and Bob actually exchange Ry and Rp by using a (safe) two-time
pad.



