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Preface

The 2nd International Conference on Information Systems Security (ICISS 2006)
was held during December 19-21, 2006 at the Indian Statistical Institute, Kolkata,
India. Following the success of the first conference also held at Kolkata, this con-
ference attracted submissions from different parts of the globe. Besides India,
the accepted papers are from Australia, Austria, France, Germany, Iran, Italy,
Korea, New Zealand, Spain and USA. Out of the 20 full papers accepted for pre-
sentation, only 9 are from India. It shows that wihin two years, this conference
has earned good acceptance among the research communities around the world.

The refereed papers, which were selected from 79 submissions, were rigorously
reviewed by the Program Committee members. They did a wonderful job in
selecting the best papers. The acceptance rate is 25%. Besides the 20 full papers,
this volume also contains 4 invited papers, 5 short papers and 3 ongoing project
summaries. The volume provides researchers with a broad perspective of recent
developments in information systems security.

We are particularly grateful to Pierangela Samarati, Patrick McDaniel, Vipin
Swarup and Nasir Memon for accepting our invitation to deliver invited talks at
the conference. The conference was preceeded by four tutorials during December
17-18, 2006. We are thankful to Partha Pal, Ravi Mukkamala, Nasir Memon and
Subhamoy Maitra for delivering the tutorial lectures. We are grateful to Birla
Institute of Technology, Mesra, Ranchi for hosting the tutorials at their Kolkata
Center. We are also grateful to Malay Kundu and Chandan Majumdar for serving
as the General Chairs. We are indebted to the Director of the Indian Statistical
Institute for hosting the conference this year as a part of the Platinum Jubilee
Celebration of the institute.

Last, but certainly not least, our thanks go to all members of the Program
Committee, volunteers and students of the Indian Statistical Institute and Rut-
gers University whose efforts made this conference a success.

December 2006 Aditya Bagchi
Vijayalakshmi Atluri
Program Chairs



General Chairs’ Message

After the success of the 1st International Conference on Information Systems
Security (ICISS 2005), it was our pleasure to organize the 2nd Conference, ICISS
2006, at the Indian Statistical Institute, Kolkata, India during December 19-21,
2006. We are grateful to the Director of the institute for allowing us to organize
the conference as part of the Platinum Jubilee Celebration of the institute.

This is the only conference organized in this part of the globe which is totally
dedicated to information systems security. The basic aim of this conference is to
provide a forum for interaction among researchers working in areas of information
and system security both in India and abroad. We are very happy to note that
within the short span of two years, the conference has drawn the attention of
the international research community. As a result, we received a good number
of submissions from many countries.

The Program Chairs, V. Atluri and A. Bagchi, along with a very committed
and dedicated Program Committee did a wonderful job and maintained the high
academic standard achieved in the first conference. We are very grateful to all
members of the Program Committee. We are thankful to the tutorial speakers
for offering interesting tutorials. We are also very grateful to the keynote speak-
ers for accepting our invitations and for delivering highly thought-provoking
lectures covering the current state of research and practice in different areas of
information systems security.

The Organizing Committee under the leadership of S.C. Kundu also did a
wonderful job. Organizing a conference needs money. We are particularly grate-
ful to the Indian Statistical Institute for sponsoring this conference from the
Platinum Jubilee Celebration fund. We are also grateful to all other sponsors for
their generous help. In this connection, we take the opportunity to also thank
Mandar Maitra, the Finance Chair of the conference.

December 2006 Malay K. Kundu
Chandan Mazumdar
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Abstract. Internet provides unprecedented opportunities for the collec-
tion and sharing of privacy-sensitive information from and about users.
Information about users is collected every day, as they join associations or
groups, shop for groceries, or execute most of their common daily activ-
ities. Such information is subsequently processed, exchanged and shared
between different parties; with users often having users have often little
control over their personal information once it has been disclosed to third
parties. Privacy is then becoming an increasing concern. In this paper we
discuss some problems to be addressed in the protection of information
in our electronic society, surveying ongoing work and open issues to be
investigated.

1 Introduction

We live today in a global information infrastructure connecting remote parties
worldwide through the use of large scale networks, relying on application level
protocols and services such as the World Wide Web. Human activities are in-
creasingly based on the use of remote resources and services, and on the interac-
tion between different, remotely located, and unknown parties. The vast amounts
of personal information thus available has led to growing concerns about the
privacy of users: effective information sharing and dissemination can take place
only if there is assurance that, while releasing information, disclosure of sensitive
information is not a risk.

Unfortunately, users’ privacy is often poorly managed. For instance, personal
information is often disclosed to third parties without the consent of legitimate
data owners or that there are professional services specialized on gathering and
correlating data from heterogeneous repositories, which permit to build user
profiles and possibly to disclose sensitive information not voluntarily released by
their owners. Ensuring proper privacy protection requires the investigation of
different aspects. Among them, there we look at the following:

— data protection requirements composition to take into consideration require-
ments coming from the data owner, the data holder, and possible privacy law.
These multiple authorities scenario should be supported from the adminis-
tration point of view providing solutions for modular, large-scale, scalable
policy composition and interaction.

A. Bagchi and V. Atluri (Eds.): ICISS 2006, LNCS 4332, pp. 1-21, 2006.
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— security and privacy specifications and secondary usage control to identify
under which conditions a party can trust others for their security and privacy.
Trust models are one of the techniques be evaluated. In particular, digital
certificates (statements certified by given entities) can be used to establish
properties of their holder (such as identity, accreditation, or authorizations.
Users should be given the ability to constraint possible secondary uses of
their information.

— inference and linking attacks protection to ensure that released (sanitized)
information is not open to channels allowing attackers to infer sensitive (not
released, but related) information.

In this paper, we discuss these problems and illustrate some current ap-
proaches and ongoing research. The remainder of this paper is organized as
follows. Section 2 addresses the problem of combining authorization specifica-
tions that may be independently stated. We describe the characteristics that
a policy composition framework should have and illustrate some current ap-
proaches and open issues. Section 3 addresses the problem of defining policies in
open environments such as the Internet. We then describe current approaches
and open issues. Section 4 addresses the problem of protecting released data
against inference and linking attacks. We describe the k-anonymity concept and
illustrate some related current approaches and open issues. Finally, Section 5
concludes the paper.

2 Policy Composition

Traditionally, authorization policies have been expressed and managed in a cen-
tralized manner: one party administers and enforces the access control require-
ments. In many cases however, access control needs to combine restrictions inde-
pendently stated that should be enforced as one, while retaining their indepen-
dence and administrative autonomy. For instance, the global policy of a large
organization can be the combination of the policies of its independent and ge-
ographically distributed departments. Each of these departments is responsible
for defining access control rules to protect resources and each brings its own set
of constraints. To address these issues, a policy composition framework by which
different component policies can be integrated while retaining their independence
should be designed. The framework should be flexible to support different kinds
of composition, yet remain simple so to keep control over complex compound
policies. It should be based on a solid formal framework and a clear semantics
to avoid ambiguities and enable correctness proofs.

Some of the main requirements that a policy composition framework should
have can be summarized as follows [11].

— Heterogeneous policy support. The composition framework should be able to
combine policies expressed in arbitrary languages and possibly enforced by
different mechanisms. For instance, a datawarehouse may collect data from
different data sources where the security restrictions autonomously stated by
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the sources and associated with the data are stated with different specifica-
tion languages, or refer to different paradigms (e.g., open vs closed policy).
Support of unknown policies. It should be possible to account for policies that
may be not completely known or even be specified and enforced in external
systems. These policies are like “black-boxes” for which no (complete) spec-
ification is provided, but that can be queried at access control time. Think,
for instance, of a situation where given accesses are subject, in addition to
other policies, to a policy P enforcing “central administration approval”.
Neither the description of P, nor the specific accesses that it allows might
be available; whereas P can respond yes or no to each specific request. Run-
time evaluation is therefore the only possible option for P. In the context
of a more complex and complete policy including P as a component, the
specification could be partially compiled, leaving only P (and its possible
consequences) to be evaluated at run time.

Controlled interference. Policies cannot always be combined by simply merg-
ing their specifications (even if they are formulated in the same language),
as this could have undesired side effects. The accesses granted/denied might
not correctly reflect the specifications anymore. As a simple example, con-
sider the combination of two systems P.j,s.q, Wwhich applies a closed policy,
based on rules of the form “grant access if (s,0,+a)”, and P,pen, which ap-
plies an open policy, based on rules of the form “grant access if —(s, 0, —a)”.
Merging the two specifications would cause the latter decision rule to derive
all authorizations not blocked by P,pen, regardless of the contents of Pejpseq-
Similar problems may arise from uncontrolled interaction of the derivation
rules of the two specifications. Besides, if the adopted language is a logic
language with negation, the merged program might not be stratified (which
may lead to ambiguous or undefined semantics).

Ezpressiveness. The language should be able to conveniently express a wide
range of combinations (spanning from minimum privileges to maximum priv-
ileges, encompassing priority levels, overriding, confinement, refinement etc.)
in a uniform language. The different kinds of combinations must be ex-
pressed without changing the input specifications (as it would be necessary
even in most recent and flexible approaches) and without ad-hoc extensions
to authorizations (like those introduced to support priorities). For instance,
consider a policy P; regulating access to given documents and the central
administration policy P,. Assume that access to administrative documents
can be granted only if authorized by both P; and Ps. This requisite can be
expressed in existing approaches only by explicitly extending all the rules
possibly referred to administrative documents to include the additional con-
ditions specified by P,. Among the drawbacks of this approach is the rule
explosion that it would cause and the complex structure and loss of con-
trols of two specifications; which, in particular, cannot be maintained and
managed autonomously anymore.

Support of different abstraction levels. The composition language should
highlight the different components and their interplay at different levels
of abstraction. This is important to: i) facilitate specification analysis and



