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Preface

The 19th Annual IFIP Working Group 11.3 Working Conference on Data and
Applications Security was held August 7-10, 2005 at the University of Con-
necticut in Storrs, Connecticut. The objectives of the working conference were
to discuss in depth the current state of the research and practice in data and ap-
plication security, enable participants to benefit from personal contact with other
researchers and expand their knowledge, support the activities of the Working
Group, and disseminate the research results.

This volume contains the 24 papers that were presented at the working con-
ference. These papers, which had been selected from 54 submissions, were rigor-
ously reviewed by the Working Group members. The volume is offered both to
document progress and to provide researchers with a broad perspective of recent
developments in data and application security.

A special note of thanks goes to the many volunteers whose efforts made the
working conference a success. We wish to thank Divesh Srivastava for agreeing
to deliver the invited talk, Carl Landwehr and David Spooner for organizing the
panel, the authors for their worthy contributions, and the referees for their time
and effort in reviewing the papers. We are grateful to T. C. Ting for serving
as the General Chair, Steven Demurjian and Charles E. Phillips, Jr. for their
hard work as Local Arrangements Chairs, and Pierangela Samarati, Working
Group Chair, for managing the IFIP approval process. We would also like to
acknowledge Sabrina De Capitani di Vimercati for managing the conference’s
Web site.

Last but certainly not least, our thanks go to Alfred Hofmann, Executive
Editor of Springer, for agreeing to include these proceedings in the Lecture Notes
in Computer Science series. This is an exciting development since, in parallel to
the printed copy, each volume in this series is simultaneously published in the
LNCS digital library (www.springerlink.com). As a result, the papers presented
at the Working Conference will be available to many more researchers and may
serve as sources of inspiration for their research. The expanded availability of
these papers should ensure a bright future for our discipline and the working
conference.

August 2005 Sushil Jajodia and Duminda Wijesekera
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Streams, Security and Scalability

Theodore Johnson?, S. Muthukrishnan?, Oliver Spatscheck!, and Divesh Srivastava'
! AT&T Labs—Research
{johnsont, spatsch, divesh}@research.att.com
2 Rutgers University
muthu@cs.rutgers.edu

Abstract. Network-based attacks, such as DDoS attacks and worms, are threat-
ening the continued utility of the Internet. As the variety and the sophistication of
attacks grow, early detection of potential attacks will become crucial in mitigat-
ing their impact. We argue that the Gigascope data stream management system
has both the functionality and the performance to serve as the foundation for the
next generation of network intrusion detection systems.

1 Introduction

The phenomenal success of the Internet has revolutionalized our society, providing us,
e.g., the ability to communicate easily with people around the world, and to access
and provide a large variety of information-based services. But this success has also
enabled hostile agents to use the Internet in many malicious ways (see, e.g., [10,9,36]),
and terms like spam, phishing, viruses, worms, DDoS attacks, etc., are now part of the
popular lexicon. As network-based attacks increase, the continued utility of the Internet,
and of our information infrastructure, critically depends on our ability to rapidly identify
these attacks and mitigate their adverse impact.

A variety of tools are now available to help us identify and thwart these attacks, in-
cluding anti-virus software, firewalls, and network intrusion detection systems (NIDS).
Given the difficulty in ensuring that all hosts run the latest version of software, and the
limitations of firewalls (e.g., worms have been known to tunnel through firewalls), NIDS
are becoming increasingly popular among large enterprises and ISPs. Network intrusion
detection systems essentially monitor the traffic entering and/or leaving a protected net-
work, and look for signatures of known types of attacks. In practice, different NIDS use
different mechanisms for the flexible specification of attack signatures. Snort [34], e.g.,
uses open source rules to help detect various attacks (such as port scans) and alert users.
Bro [32], e.g., permits a site’s security policy to be specified in a high-level language,
which is then interpreted by a policy script interpreter.

As the variety and the sophistication of attacks grow, early detection of potential at-
tacks will become crucial in mitigating the subsequent impact of these attacks (see, e.g.,
[16,23,25,26,29,24,33,38]). Thus, intrusion detection systems would need to become
even more sophisticated, in particular for traffic monitored at high speed (Gbit/sec)
links, and it becomes imperative for the next generation of NIDS to:

— provide general analysis over headers and contents of elements in network data
streams (e.g., IP traffic, BGP update messages) to detect potential attack signatures.

S. Jajodia and D. Wijesekera (Eds.): Data and Applications Security 2005, LNCS 3654, pp. 1-15, 2005.
© IFIP International Federation for Information Processing 2005



2 T. Johnson et al.

— provide highly flexible mechanisms for specifying known attack signatures over
these network data streams.

— provide efficient (wire-speed) mechanisms for checking these signatures, to iden-
tify and mitigate high speed attacks.

In this paper, we explore the utility of a general-purpose data stream management
system (see, e.g., [2,1,4,11]), in particular, Gigascope [13,14,15,12,20], for this purpose
We argue that Gigascope has both the functionality and the performance to serve as the
foundation for the next generation of network intrusion detection systems.

The rest of this paper is structured as follows. Section 2 presents the main features
of Gigascope’s query language in an example driven fashion. Section 3 describes a few
representative network-based attacks, and illustrates how Gigascope can be used to aid
in the detection of these attacks. Finally, Section 4 describes aspects of Gigascope’s
run-time architecture that enables high performance attack detection.

2 Gigascope

Gigascope is a high-performance data stream management system (DSMS) designed
for monitoring of networks with high-speed data streams, which is operationally used
within AT&T’s IP backbone [13,14,15,12,20]. Gigascope is intended to be adaptable
so it can be used as the primary data analysis engine in many settings: traffic analy-
sis, performance monitoring and debugging, protocol analysis and development, router
configuration (e.g., BGP monitoring), network attack and intrusion detection, and var-
ious ad hoc analyses. In this section, we focus on the query aspects of Gigascope, and
defer a discussion of Gigascope’s high-performance implementation until Section 4.

Gigascope’s query language, GSQL, is a pure stream query language with an SQL-
like syntax, i.e., all inputs to a GSQL query are data streams, and the output is a data
stream [20,27]. This choice enables the composition of GSQL queries for complex
query processing, and simplifies the implementation. Here, we present the main features
of GSQL in an example driven fashion. Later, in Section 3, we show how GSQL can be
used to detect various network attacks.

2.1 Data Model

Data from an external source arrives in the form of a sequence of data packets at one or
more interfaces that Gigascope monitors. These data packets can be IP packets, Netflow
packets, BGP updates, etc., and are interpreted by a protocol. The Gigascope run-time
system interprets the data packets as a collection of fields using a library of interpreta-
tion functions. The schema of a protocol stream maps field names to the interpretation
functions to invoke [20].

PROTOCOL packet {
uint time get_time (required, increasing);
ullong timestamp get_timestamp (required, increasing);
uint caplen get_caplen;
unit len get_len;
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PROTOCOL Ethernet (packet) {
ullong Eth_src_addr get_eth_src_addr (required);
ullong Eth_dst_addr get_eth_dst_addr (required);

}

PROTOCOL IP (Ethernet) {
uint ipversion get_ip_version;
}

PROTOCOL IPV4 (IP) {
uint protocol get_ipv4_protocol;
IP sourcelP get_ipv4_source_ip;
IP destIP get_ipv4_dest_ip;

}

Network protocols tend to be layered, e.g., an IPV4 packet is delivered via an Ether-
net link. As a convenience, the protocol schemas have a mechanism for field inheritance
(specified in parentheses). For example, the Ethernet protocol contains all the fields
of the packet protocol, as well as a few others.

2.2 Filters

A filter query selects a subset of tuples of its input stream, extracts a set of fields (pos-
sibly transforming them), then outputs the transformed tuples in its output stream. The
following query extracts a set of fields for detailed analysis from all TCP (protocol
= 6) packets.

Q3: SELECT time, timestamp, sourcelP, destIP,
source_port, dest_port, len
FROM TCP
WHERE  protocol = 6

Gigascope supports multiple data types (include IP), and multiple operations on
these data types. The following query extracts a few fields from the IPV4 tuples whose
sourceIP matches 128.209.0.0/24, and names the resulting data stream as fq
(this can then be referenced in subsequent GSQL queries).

Q%: DEFINE  { query_name fq; }
SELECT time, sourcelP, destIP
FROM IPV4
WHERE sourcelP & IP_VAL‘255.255.255.0’ = IP_VAL128.209.0.0°
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2.3 User-Defined Functions

While GSQL has a wide variety of built-in operators, there are situations where a user-
defined function would be more appropriate. Gigascope permits users to define func-
tions, and reference them in GSQL queries. The following query, for example, uses
longest prefix matching on the sourceIP address against the local prefix table to ex-
tract data about IPV4 packets from local hosts.

Qf : SELECT  time/60, sourcelP
1
FROM IPV4
WHERE  getlpmid(sourcelP, ‘localprefix.tbl’) > 0

2.4 Aggregation

The following aggregation query counts the number of IPV4 packets and the sum of
their lengths from each source IP address during 60 second epochs.

Q%: SELECT tb, sourcelP, count(*), sum(len)
FROM IPV4
GROUP BY time/60 as tb, sourcelP

Aggregation can be combined with user-defined functions to create sophisticated
analyses. The following aggregation query uses a group variable computed using a user-
defined function, to count the number of IPV4 packets and the sum of their lengths
from each local host during 60 second epochs.

Q%: SELECT tb, localHost, count(*), sum(len)
FROM IPV4
WHERE  getlpmid(sourcelP, ‘localprefix.tbl’) > 0
GROUP BY time/60 as tb,
getlpmid(sourcelP, ‘localprefix.tbl’) as localHost

2.5 Merges and Joins

A GSQL merge query permits the union of streams from multiple sources into a single
stream, while preserving the temporal (ordering) properties of one of the (specified)
attributes. The input streams must have the same number and types of fields, and the
merge fields must be temporal and similarly monotonic (both increasing or both de-
creasing). For example, the following query can be used to merge data packets from
two simplex physical (optical) links to obtain a full view of the traffic on a logical link.
Such merge queries have proven very useful in Gigascope for network data analysis.

QT: DEFINE  { query_name logicalPktsLink; }
MERGE  Ol.timestamp : O2.timestamp
FROM opticalPktsLink1 O1, opticalPktsLink2 O2
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A GSQL join query supports the join of two data streams, with a temporal join
predicate (possibly along with other predicates), and will emit a tuple for every pair
of tuples from its sources that satisfy the predicate in the GSQL WHERE clause. The
following query, for example, computes the delay between a tcp_syn and a tcp_ack.

Q{: SELECT  S.tb, S.sourcelP, S.destIP, S.source_port,
S.dest_port, (A.timestamp — S.timestamp)
FROM tcpsyn S, tcp_ack A
WHERE  S.sourcelP = A.destIP and S.destIP = A.sourceIP and
S.source_port = A.dest_port and S.dest_port = A.source_port
S.tb = A.tb and S.timestamp <= A.timestamp and
(S.sequence_number + 1) = A.ack_number

Joins can be combined with aggregates for complex GSQL queries.

2.6 User-Defined Aggregation and Sampling

GSQL permits users to define aggregate functions (UDAFs), and reference them in
queries, just like regular aggregates [12]. The specification of the UDAF consists of
multiple functions: INITIALIZE (which initializes the state of a scratchpad space), IT-
ERATE (which inserts a value to the state of the UDAF), OUTPUT (to support multi-
ple return values from the same UDAF computation), and DESTROY (which releases
UDAF resources).!

For example, using GSQL’s UDAF mechanism, approximate quantile streaming al-
gorithms can be coded, and accessed like in the following query, to compute the median
value of 1en for each source IP address and 60 second epoch:

QY: SELECT tb, sourcelP, count(*), percentile(len,50)
FROM IPV4
GROUP BY time/60 as tb, sourcelP

The UDAF mechanism is useful to obtain point values (e.g., median packet length),
but it is cumbersome for obtaining set values, such as in returning a sample of the
data stream (e.g., a subset-sums or a reservoir sample). Given the utility of sampling to
analyze high-speed streams, GSQL supports a sampling operator that can be specialized
by users to implement a wide variety of stream sampling algorithms [21]. The key
observation employed is that even though there are many differences between various
stream sampling algorithms, they follow a common pattern. First, a number of items are
collected from the original data stream according to a certain criterion (possibly with
aggregation in the case of duplicates); this is the insert phase. Then, if a condition on
the sample is triggered (e.g., the sample is too large), the size of the sample is reduced
according to another criterion; this is the compress phase. This alternation of insert and
compress phases can be repeated several times in each epoch. At the end of the epoch,
the sample is output; this is the output phase. For example, the following query will
report the 100 most common source IP addresses within a 60 second epoch.

! Additional functions are needed to deal with Gigascope’s two-level architecture, which we do
not discuss further.
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@%: SELECT tb, sourcelP
FROM IPV4
GROUP BY time/60 as tb, sourcelP
CLEANING WHEN  local_count(100) = TRUE
CLEANING BY count(*) < current_bucket() — first(current_bucket())

2.7 Query Set

Complex analyses are best expressed as combinations of simpler pieces. By permitting
GSQL queries to be named, and re-used in the FROM clause of other GSQL queries, a
set of inter-related queries, forming a query DAG, can be defined.

3 Attacks

A large variety of network-based attacks have been discussed in the literature, including
viruses, worms, DDoS attacks, etc. (see, e.g., [10,9,16,23,25,26,29,24,33,36,38]). Here,
we discuss a few representative attacks, and illustrate how Gigascope can be used to aid
in the detection of these attacks.

3.1 Denial of Service

A denial of service (DoS) attack is characterized by an explicit attempt by attackers to
prevent legitimate users of a service from using that service [7]. DoS attacks have been
among the most common form of Internet attacks. The basic form of a DoS attack is to
consume scarce computer and network resources, such as kernel data structures, CPU
time, memory and disk space, and network bandwidth.

Email Bombing: An example DoS attack that attempts to consume system and network
resources is Email Bombing, where attackers send excessively many and large e-
mail messages to one or more accounts at a specific victim site [8]. When the attacker
makes use of a dispersed set of sources to coordinate such an attack, it is referred to as
a distributed DoS (DDoS) attack.

Email Bombing can be detected at the victim site if email is sluggish, possibly
because the mailer is trying to process too many messages. An alternative way of check-
ing for this possibility is to monitor the SMTP traffic entering a protected network using
Gigascope, and check for hosts that show significant deviations in expected traffic at
port 25/SMTP. The following simple GSQL query can track the total SMTP traffic for
individual destination IP addresses. Deviations can be monitored by comparing recent
behavior with more historical trends.

Q%°*:DEFINE  { query_name smtp_perhost; }
SELECT tb, destIP, count(*), sum(len)
FROM TCP
WHERE  protocol = 6 and dest_port = 25
GROUP BY time/60 as tb, destIP



