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PREFACE

Myth and reality, security and insecurity, right and wrong—contradic-
tions surround the diverse issues of microcomputer security. The global
microcomputer community has been ambushed by these contradic-
tions, and as a result, misconceptions abound concerning the depth of
the microcomputer community’s exposure to security breaches.

Late last summer, | was disinterestedly watching the evening news,
when a report came on that provoked my attention. Authorities in
Florida had raided the suburban headquarters of yet another teenage
hacker band allegedly tapping into Government installations. My
immediate reaction was one of consternation—not another hacker
siege! But as | listened further, my reaction quickly turned to a mixture
of irritation and disbelief. Authorities were reported as saying the wiz-
ard hackers had been responsible for moving NASA satellites electron-
ically, thousands of miles off course in outer space.

This book represents my commitment to challenging the many
myths about computer security; my singleminded purpose is to dispel
these myths and supplant them with facts.
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Overview

FACT. Microcomputers have exploded on the scene unchecked,
and their vulnerability has come to haunt us after the fact.

FACT. By 1986, the total number of PCs shipped to the major met-
ropolitan areas is expected to climb to 6.5 million.

FACT. At the end of 1985, close to a million and a half PCs were
linked to local area networks in corporate America.

FACT. Over three million PCs are merrily beeping and tweaking
away in homes throughout the country.

FACT. In 1983, shipments of security products totalled $2.6 bil-
lion. By 1988, shipments are predicted to soar above $4.4

billion.

FACT. Computer crime is the nation’s fastest growing industry.
The average ‘‘take” for each reported crime has exceeded
$100,000.00.

Sensational cases of microcomputer-related crime have sizzled across
the mass media over the last couple of years. One of the more notable
cases involved the Milwaukee 414 Hackers club, an elite of maniacal
teenagers who bragged about cracking over 60 business and Govern-
ment computers. In late 1984, the TRW Credit Bureau break-in topped
the scandal charts for an inordinate period of time. Media efforts inten-
sified on the heels of the Hollywood fantasy movie (emphasis on fan-
tasy) ‘“WarGames,”” where a peach-fuzzed youth wreaked global
havoc as a result of clever meddling and blind audacious luck. In every
instance, media coverage was predictably overplayed, distorted, and
inconsistent from one report to the next. Yet something valuable came
out of this excess—a growing awareness of computer security. Or is it
computer insecurity?

WHAT IS COMPUTER SECURITY?

Managers of firms large and small are waking up to some bitter facts.
Firms are growing increasingly more dependent on their IBM PCs to
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track inventory levels, monitor sales reports, chart growth strategies,
design products, store patented secrets, run payroll, and manage ac-
counts payables/receivables. And now, all of a sudden, this strange
question pops up out of nowhere: HOW SECURE IS MY SYSTEM?

No two security experts will ever quite agree on a precise definition
of computer security. It isn’t that computer security is such an elusive
discipline, but that so many factors are involved: physical security,
maintenance of the computer, protection of the hardware from theft,
data integrity controls, classification of data as to sensitivity, data
access controls, and the authentication of users, to name a few. In the
popular mind, computer security is often confused with computer
crime. Nothing could be further from the truth.

The definition of computer security that follows is all-encompassing;
it will serve as a springboard and guideline for the direction taken in
this book:

Security assumes the safe and continuous operation of your com-
puter system performed by trained, authorized personnel. The
computer system itself must be protected, as well, the integrity of
all programs and data. Finally, security means that any entered
data can be retrieved at any future time, without alteration by
accident or deliberate intent.

SECURITY AS A MANAGEMENT ISSUE

Micro security is a managerial blind spot. Though awareness of
security threats is growing, managers on the whole still pay inade-
quate attention to the problem. Awareness must reach all levels of
management in the corporate tree, from supervisors on up to top
executives.

Part of the problem is that computer misdeeds, a fraudulent attack
from an employee or a “bug’ buried in the computer software caus-
ing processing errors, are usually hidden, and slow in coming to the
surface. It's difficult to make management realize potential dangers,
since there isn’t any ‘‘smoking gun’ to warn them. In many cases,
breaches in security are discovered by accident—the thief blows his
own cover. The following account of Zwana’s round down fraud is a
perfect example:
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Zwana’s Account

Several renditions of this classic salami scam (rounding down figures
in order to steal a little off the top) have circulated in the press. It's
anyone’s guess how many cases have actually been perpetrated, but
quietly kept on ice out of embarrassment. The salami technique is old
and corporate auditors can recount some outlandish versions. Thir-
teenth century Venetian merchants began the practice of carrying two
ledger books to protect themselves against this same abuse.

Zwana’s story goes something like this: A programmer in a southern
California bank made a profitable discovery one day. He realized that
the bank system calculated a customer’s interest rates into the thou-
sandanths of a percent, but rounded to the nearest hundredth. The
computer dropped any interest beyond this rounded figure. The pro-
grammer didn’t want to see this money going to waste, so he wrote a
patch (clandestine instructions added to a computer program) that
would cause the extra interest for every customer in the bank to roll
into a phony account under the name of Zwana. He happily collected
pennies that turned into hundreds, then thousands of dollars over a
three-year period. Until the scam was detected by fluke. The marketing
department of the bank was demonstrating the wonders of the system
and pulled the last name in the file, Zwana. Much to their embarrass-
ment, Zwana did not exist.

Superstition can be an unfortunate characteristic among manage-
ment. Security is often given a low priority status because managers
would rather believe that it’s the guy across the street who will get hit,
not them. They haven’t been hit yet, so why throw money away?

All it takes is one. Do you go out and buy car insurance after you've
totaled your car in a collision? The lucky charm approach to security
has a short life.

Not long ago, | interviewed a top-level manager who had a particu-
larly enlightened attitude toward security. He hired a security consul-
tant knowing the consultant would bring a wealth of experience to the
firm. The manager felt that it was about time to make some original
mistakes, and not repeat the mistakes everyone else had made.

In today’s information-mad society, computers have us by the jugu-
lar. Millions of computers link people to offices, bureaus, divisions, and
homes across continents. The growth of PCs in corporate America rises
exponentially with each passing year. Coupled with this growth is the
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staggering problem of control, a decentralized nightmare. Who is per-
forming what on which machine and when and where and . . . WHY?

SECURITY AS RISK MANAGEMENT

The effective manager is a master juggler—he knows the meaning of
balance. Security is the province of the risk manager; any manager
who is forced to decide on security issues is by definition, a risk man-
ager. The risk manager is the gambler who holds the cards, and whose
job it is to know exactly what is at stake. The level of security a risk
manager chooses must be based on his company’s dependence on
the computer system. In other words, how crippled would the firm be
in a worst case scenario?

The risk manager must evaluate the company’s dependence on its
system, be suspicious by nature and trust little on face value. He must
plan fall-back strategies, and hope he hasn’t overlooked anything.

What exactly are the risks to which the microcomputer system is
vulnerable? Here are but a few:

® Destruction of the computer hardware, software, or vital data by
disgruntled employees.

® Damage to computer hardware, programs, or data due to power
failures.

® Loss of unpatented trade secrets, designs of products in develop-
ment that find their way into the hands of competition.

® The disclosure of private, potentially discriminatory personnel
records (such as alcohol rehabilitation or psychiatric records).

® |[eakage of personnel salaries.

® Alteration or erasure of months, perhaps years of vital company
data stored on magnetic media—financial records, accounts re-
ceivables, sales orders.

® Willful data entry errors for the purposes of embezzlement or
fraud.

The risk manager’s task is not an easy nor an enviable one. While
the corporate information resources may ride on his shoulders, the
risk manager cannot fall prey to the Chicken Little Syndrome. At the
first instance of a breach or threat, managers often react in a crisis
vein, overly paranoid. Risk managers are ineffective when formulating



