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Preface

The Conference on Security and Cryptography for Networks 2006 (SCN 2006)
was held in Maiori, Italy, on September 6-8, 2006. The conference was the fifth
in the SCN series, and this year marked a change in its name (the former name
was Security in Communication Networks). The name change meant to better
describe the scope of the conference while preserving the SCN acronym. This
year for the first time we had the proceedings volume ready at the conference.
We feel that the SCN conference has matured and that it has become a tradition
to hold it regularly in the beautiful setting of the Amalfitan coast as a biennial
event.

The conference brought together researchers in the fields of cryptography and
security in order to foster the extension of cooperation and exchange of ideas
among them, aiming at assuring safety and trustworthiness of communication
networks. The topics covered by the conference this year included: foundations
of distributed systems security, signatures schemes, block ciphers, anonymity,
e-commerce, public key encryption and key exchange, secret sharing, symmetric
and public key cryptanalysis, randomness, authentication.

The international Program Committee consisted of 24 members who are top
experts in the conference fields. We received 81 submissions amongst which 24
papers were selected for presentation at the conference. These proceedings in-
clude the extended abstract versions of the 24 accepted papers and the short
abstract of the invited talk by Ivan Damgard.

The Program Committee selected papers on the basis of originality, quality
and relevance to the conference scope. Due to the high number of submissions,
paper selection was a difficult task and many good papers had to be rejected.
Each paper was refereed by three or four reviewers. We thank the members of
the Program Committee for their great efforts invested in the selection process.
We also gratefully acknowledge the help of the external reviewers who evaluated
submissions in their area of expertise. The names of these reviewers are listed
on page VII, and we apologize for any inadvertent omissions or mistakes.

We also wish to thank the local organizing committee for their support in
running the conference. Finally, we would like to thank the conference partici-
pants and the authors of all the submitted papers. It is the authors of all the
submitted papers that allow the program committee to choose papers and to
ultimately make this conference possible.

September 2006 R. De Prisco
M. Yung
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Edge Eavesdropping Games

Amos Beimel''* and Matthew Franklin?**

! Department of Computer Science, Ben-Gurion University
2 Department of Computer Science, University of California, Davis

Abstract. Motivated by the proactive security problem, we study the
question of maintaining secrecy against a mobile eavesdropper that can
eavesdrop to a bounded number of communication channels in each
round of the protocol. We characterize the networks in which secrecy
can be maintained against an adversary that can eavesdrop to ¢ channels
in each round. Using this characterization, we analyze the number of
eavesdropped channels that complete graphs can withhold while main-
taining secrecy.

Keywords: unconditional security, passive adversary, mobile adversary,
graph search games.

1 Introduction

Many cryptographic protocols are secure if an unknown fized set of processors
of bounded size is dishonest. Proactive security [13,9] considers a more realistic
scenario, where a mobile adversary can control a different set of processors of
bounded size in each period. Protocols in the proactive model have to cope with
a stronger adversary, which, for example, might have controlled every processor
by some point during the protocol execution. In protocols secure in the proactive
model, each processor has to “spread” the secret information it holds.

Franklin, Galil, and Yung [6] studied maintaining secrecy against a mobile
eavesdropper which can eavesdrop to a bounded number of processors in each
round of the protocol. Unfortunately, we discovered that the main characteriza-
tion given in [6] of maintaining secrecy against a mobile eavesdropper is incor-
rect. We describe the flaw in their proof and the correct characterization, see
Section 1.2. The main focus of this paper is a similar question, where a mobile
eavesdropper can eavesdrop to a bounded number of communication channels
in each round of the protocol. As eavesdropping to communication channels is
easier than eavesdropping to processors, this is a natural question. Although the
two problems are similar, there are differences between the two problems, for
example in the number of rounds that an adversary can learn the secret infor-
mation in a complete graph while eavesdropping to minimal number of vertices
or edges respectively.

* On sabbatical at the University of California, Davis, partially supported by the
Packard Foundation.
** Partially supported by NSF and the Packard Foundation.

R. De Prisco and M. Yung (Eds.): SCN 2006, LNCS 4116, pp. 1-17, 2006.
© Springer-Verlag Berlin Heidelberg 2006



2 A. Beimel and M. Franklin

To model the question of maintaining the secrecy of a system against a mobile
adversary that can eavesdrop to communication channels, we consider the fol-
lowing abstract game, similar to [6], called the distributed database maintenance
game. There is a protocol trying to maintain the secrecy of one bit b in the sys-
tem. The first stage in the game is an initialization stage in which each edge gets
an initial value. (This abstracts an intermediate state of a more complex proto-
col.) In Round i, each vertex receives messages, and sends messages generated
based on the messages it received in the previous round and a “fresh” random
string. The secret bit b can be reconstructed in each round of the protocol from
the messages sent in the system in that round. The mobile adversary eavesdrops
to t channels of its choice in each round. We require that an unbounded adver-
sary cannot learn the secret from the messages it heard. The adversary can only
eavesdrop to channels; it cannot change, insert, or delete messages.

Following [6], because of the close connection with “graph search games [14,11],”
we refer to the eavesdropping to a channel as placing a “guard” on this edge, and
we say that a graph is “cleared” at the end of a “search” (finite sequence of subsets
of edges the adversary eavesdrops) if the adversary has collected enough informa-
tion to infer the secret bit b. A protocol maintaining privacy should prevent the
adversary from clearing the graph.

We consider two variants of the edge eavesdropping game, depending on
whether the underlying communication network is modeled as a directed or an
undirected graph. When the network is modeled as an undirected graph, each
edge is a full-duplex channel, and a single eavesdropper can monitor the message
flow in both directions. When the network is modeled as a directed graph, each
edge allows communication in one direction only, and a single eavesdropper can
monitor the message flow in that direction only. Note that a full-duplex channel
can be represented as a pair of directed edges, but then two eavesdroppers are
required to monitor the message flow in both directions.

To see some of the subtleties of edge eavesdropping games, consider the three
graphs described in Fig. 1. A single guard can clear these graphs, and thus
the distributed database maintenance game on these networks is defeated by
an adversary controlling a single mobile eavesdropper. An explanation of these
examples can be found in Example 1 in Section 3.1 and in Section 4.3.

1.1 Our Results

Our first result (Theorem 1) is a characterization of when a search clears a graph.
Given a directed or undirected graph G and given a search of length ¢, we construct
an undirected layered version of the graph where the number of layers is the length
of the search. In the layered graph there are £ + 1 copies of each vertex, and there
is an edge between the ith copy of u to the (i 4+ 1)th copy of w iff there is an edge
between u and v in G. We prove that a search clears a graph iff it cuts the first
layer from the last layer in the layered graph. That is, we prove that:

— If there is a search that cuts the first layer from the last layer in the layered
graph, then no protocol can maintain privacy against this search. This is
proved by a reduction to the impossibility of unconditional key exchange.
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Fig. 1. Three graphs that can be cleared with one guard

— If there is no search with t guards that cuts the first layer from the last
layer, then there is a simple protocol that can maintain privacy against any
adversary that can eavesdrop to t channels in each round.

Inspired by this characterization, we say that an undirected path in the layered
graph is contaminated if all edges in the path are unguarded; a vertex is con-
taminated after ¢ rounds of the search if there is a contaminated path (through
any layers) from the first layer to the copy of the vertex in layer i. That is,
contamination “flows” both forwards and backwards in time.

We give a second characterization (Theorem 2) of when a search clears a graph
based on the sets of contaminated vertices in each round of the protocol. This
characterization is more useful for analyzing the possibility and impossibility of
clearing graphs. Based on this second characterization, we prove an upper bound
on the length of the search (Theorem 3): If an adversary can clear a graph while
eavesdropping to at most ¢ edges in each round, then it can clear the graph in
at most 2" rounds while eavesdropping to at most ¢t edges in each round. We do
not know if super-polynomial search length is sometimes necessary.

A search is “monotonic” if once a vertex is cleared, it will remain clear for the
entire search. We explore the usefulness and limitations of a generic monotonic
searches. On the positive side, we show that monotonic search is essentially
optimal for directed and undirected complete graphs. A complete directed graph
with n vertices can be cleared by n?/2 guards in two rounds when n is even (by
monotonic search). We prove that n?/2 guards are required to clear this graph
no matter how many rounds the adversary is allowed (by any search). For a
complete undirected graph with n vertices, we show that it can be cleared by
n?/4 4+ n/2 guards in O(y/n) rounds (by monotonic search). Furthermore, we
prove that n?/4 + n/2 guards are required to clear this graph no matter how
many rounds the adversary is allowed (by any search), and 2(\/n) rounds are
required to clear the graph even if the adversary uses n?/4+O(n) guards (by any
search). In contrast, with 3n?/8 + n/4 guards, the complete undirected graph
can be cleared in two rounds (by monotonic search).
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1.2 Comparison to the Vertex Eavesdropping Game

The problem we consider is similar to the vertex eavesdropping games consid-
ered in [6]. In the vertex eavesdropping game, a mobile adversary eavesdrops to
processors — it monitors their internal state, the computations they perform, and
the messages they send and receive. A search is a finite sequence of subsets of
vertices; a search succeeds (“clears the graph”) if the adversary learns enough in-
formation to infer the secret bit b in the distributed database maintenance game.
Unfortunately, the main characterization given in [6] of successful searches is in-
correct. The correct characterization is similar to the edge eavesdropping games:
Given a directed or undirected graph, and given a search, construct the undi-
rected layered version of the graph where the number of layers is the length of
the search (and with all self-loops added, i.e., an edge from each node in each
non-final layer to the same node in the next layer). A search clears a graph iff it
cuts the first layer from the last layer in the undirected layered graph.

The mistake in [6] is that they considered the directed layered version of the
graph instead of the undirected case. In particular, the flaw is in the proof of
Lemma 4 of [6], i.e., Alice cannot simulate the behavior of every node in V; by
herself. A graph demonstrating this problem is described in Appendix A. The
characterization of [6] is correct if we require that each vertex is deterministic
during the execution of the protocol.

Although, the vertex eavesdropping game and the edge eavesdropping game
seem similar, there are differences between them. For example, the search of com-
plete graphs is simple in the vertex eavesdropping game: the complete graph with
n vertices can be cleared with n guards in one round, and cannot be cleared by
fewer guards in any number of rounds. By contrast, the search of undirected com-
plete graphs in the edge eavesdropping game is more complicated as it requires
2(y/n) rounds even if near optimal number of guards are used. See Sections 4
and 5 for a detailed treatment.

In [6] it was shown that for directed layered graphs, super-polynomial search
length is sometimes necessary: There exists a family of graphs {G,,} such that
cach G, has O(n?) vertices, however, clearing the directed layered graph of G,,
requires £2(2™) rounds using the optimal number of guards. This should be con-
trasted with classic search games, in which linear number of rounds are sufficient
to clear a graph with optimal number of guards [12,2] (for background on search
games on graphs [14,11]). However, due to the problem in the characterization
of [6], the above sequence of graphs does not imply that in vertex eavesdropping
games super-polynomial search length is sometimes necessary. It is not known
if super-polynomial search length is ever necessary for the vertex eavesdropping
game or for the edge eavesdropping game.

1.3 Historical Background

Ostrovsky and Yung [13] considered mobile faults under the control of a Byzan-
tine adversary to achieve general secure distributed computation against virus-
like waves of attack. Defense against mobile Byzantine faults was subsequently



