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Introduction

Ad hoc networks are important enablers for next generation communications. Gen-
erally, such networks can be formed and deconfigured on-the fly and do not require
a particular underlying infrastructure (i.e., there is no need for a fixed base station,
routers, or cables). Ad hoc networks can be mobile, stand-alone or internetworked
with other networks.

A wireless ad hoc network is a collection of autonomous nodes or terminals
that communicate with each other by forming a multihop radio network and main-
taining connectivity in a decentralized manner. Just as any radio network, wireless
ad hoc networks, suffer from issues such as noise, interference, fading, insufficient
bandwidth, and so forth.

Ad hoc networks are at the basis of concepts such as reconfigurability, self-
organization, pervasiveness, ubiquity, dynamics, and user-centricity, which have
been recognized as the main characteristics of next generation communication sys-
tems. Therefore, research in the area of ad hoc networking is receiving much atten-
tion from academia, industry, and government. These networks pose many complex
issues and many open problems.

The European-funded research under the umbrella of the Framework Program
Six (FP6) provided significant contributions to the advancement of the ad hoc net-
work concepts and standards [1, 2]. In particular, it contributed to the develop-
ments in the area of sensor networks, personal networks and federations, wireless
mesh networks, multihop communications and their integration with cellular sys-
tems and the backbone infrastructure, reconfigurability, routing, and some others.

This book provides a comprehensive overview of the main contributions real-
ized by the FP6 EU-funded projects in the area of Information Society Technology
(IST) and under the themes Mobile and Wireless Systems Beyond 3G and Broad-
band for All. This chapter introduces into the topic of ad hoc networks. In par-
ticular, Section 1.1 gives an overview of the current state of the art in the area, and
describes the main types of ad hoc networks and their characteristics. Section 1.2
gives an overview of the standardization and regulation activities in the area. Sec-
tion 1.3 provides and overview of the book.

Wireless Ad Hoc Networks

A wireless ad hoc network can be understood as a computer network with wireless
communication links where each node has the capacity to forward the data to other
nodes. The decision for determining what nodes are to forward the data and to
whom are made dynamically based on the connectivity in the concerned network.
This feature makes it different from the wired network technologies where designated
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nodes with custom hardware are forwarding the data or from the managed wireless
networks where a special node is assigned to manage the communication between
other nodes. The main features of the ad hoc networks are their minimum require-
ments for configuration and quick deployment.

Each node in a wireless ad hoc network functions as both a host and a router,
and the control of the network is distributed among the nodes. The network topol-
ogy is in general dynamic, because the connectivity among the nodes may vary with
time due to node departures, new node arrivals, and the possibility of having mobile
nodes. Hence, there is a need for efficient routing protocols to allow the nodes to
communicate over multihop paths consisting of possibly several links in a way that
does not use an excess of network resources.

There are two main types of ad hoc networks, mobile ad hoc networks
(MANETSs) and wireless sensor networks (WSNs).

1.1.1 Mobile Ad Hoc Networks (MANETSs)

A mobile ad hoc network (MANET) is a self-configuring network consisting of
mobile routers that are interconnected by (usually bandwidth-constrained) wireless
links. The vision of MANETS is to support robust and efficient operation in mobile
wireless networks by incorporating a routing functionality into the mobile nodes.
Such networks are envisioned to have dynamic, sometimes rapidly-changing, ran-
dom, multihop topologies, which are likely composed of relatively bandwidth-
constrained wireless links. The network is decentralized and all network activity
including the discovery of the topology and the delivery of messages is executed by
the mobile nodes themselves.

MANETs can range from small, static networks that are constrained by power
sources, to large-scale, mobile, highly dynamic networks. The design of network
protocols for these networks is a complex issue [3]. Regardless of the application,
MANETs need efficient distributed algorithms to determine network organization,
link scheduling, and routing. The determination of viable routing paths and de-
livering messages in a decentralized environment where network topology fluctu-
ates is not a well-defined problem. While the shortest path (based on a given cost
function) from a source to a destination in a static network is usually the optimal
route, this idea is not easily extended to MANETSs. Factors such as variable wireless
link quality, propagation path loss, fading, multiuser interference, power expended,
and topological changes, become relevant issues. The network should be able to
adaptively alter the routing paths to alleviate any of these effects. Preservation of
security, latency, reliability, intentional jamming, and recovery from failure are sig-
nificant concerns, especially when MANETs are used in the context of defense or
dual-use applications [4]. A lapse in any of these requirements may degrade the
performance and dependability of the network.

Mobile ad hoc devices are able to detect the presence of other ad hoc devices,
establish communication links among each other, and communicate information
such as packetized digital data. The traditional work around MANETSs had largely
focused on homogeneous nodes and single parameter optimization [5]. Within the
FP6 IST program, the projects MAGNET and MAGNET Beyond [5] extended these
concepts in support of PN technologies.
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1.1.1.1 Self-Organization Capabilities

Current radio technologies offer, up to a certain extent, self-organizational capa-
bilities at the link layer: 802.11 provides link-level self-organization, Bluetooth
networks organize themselves by forming piconets or even scatternets. Self-
organization at the network layer is also receiving a lot of attention in the context of
MANETSs, in which nodes need to cooperate to organize themselves and to provide
network functionality, due to the absence of any fixed infrastructure.

In the context of PNs [5], the problem has a completely different dimension,
because self-organization spans over multiple network technologies and strongly
builds on the concept of trust between the personal nodes and devices. Security,
privacy, and trust solutions were another research challenge undertaken within the
frames of the FP6 IST projects.

A PN should be self-organizing and self-maintaining, handling mobility and
thereby providing its own addressing and routing mechanisms for its internal com-
munication (i.e., support of dynamic behavior). Therefore, developing PN network-
ing solutions can build to a certain extent on ad hoc networking techniques and
concepts. Due to the specific nature and context of PN, existing solutions for mobile
ad hoc networks cannot be adopted directly. A PN has a specific wireless/wired geo-
graphically dispersed network topology, which, to a certain extent, can rely on the
fixed infrastructure (e.g., edge routers, for providing networking solutions). Also,
PNs are built around a specific trust relation concept, on which higher layer proto-
cols can rely, which is absent in traditional ad hoc networks. Therefore, the overall
PN architecture proposed in the IST project MAGNET was quite novel [5].

1.1.1.2 Mobility

The field of mobile ad hoc networks has seen a rapid expansion due to the prolif-
eration of wireless devices, witnessed by the efforts in the IETF MANET working
group [6]. A lot of attention was given to the development of routing protocols,
with the MANET group working on the standardization of a general reactive and
proactive routing protocol, and, in a lesser extent, to addressing and Internet con-
nectivity [7]. Mobility of individual devices, mobility of complete clusters and split-
ting and merging of clusters (especially in the context of PNs), requires efficient
mobility solutions. Worth mentioning in this context are the activities on mobile
networks within the Mobile IP (MIP) Working Group [8] of the IETF, the work
on the extensions of MIP for mobile ad hoc networks interconnection [9], and the
work within the Network Mobility (NEMO) working group that is concerned with
the mobility of an entire network. People are beginning to carry multiple Internet-
enabled devices such as cell phones, PDAs, laptop computers, and music players.
Instead of each device connecting to the Internet separate, all of the devices could
connect to the Internet through a PAN. Using NEMO, one device, such as a cell
phone, would act as the mobile router providing continuous access to the rest of
the devices. Mobility solutions for PNs can borrow from this work, but should be
adapted to fit the underlying PN architecture and addressing schemes.

The NEMO architecture was adopted in the FP6 IST project DAIDALOS to
allow a network to move as a whole [10]. A single point, the mobile router (MR),
manages the mobility of the network.
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Initially, the DAIDALOS architecture was designed and developed as a stand-
alone subsystem, supporting the following three main functionalities:

« Network mobility basic support, by implementing partially the NEMO basic
support protocol [11];

- Route optimization support for local fixed nodes and nested configurations
[12];

« Multicast support for mobile networks [13].

Integration efforts are required to develop new solutions that make possible the
provision of QoS and security to mobile networks, as well as the efficient support
of mobile nodes roaming between moving networks and infrastructure-based access
networks [14]. In addition to these features, the NEMO architecture was enhanced
by means of improved route optimization solutions (supporting also VisitingMo-
bileNodes), by enriched multicast mechanisms, and the support for localized mo-
bility solutions (based on an extension of the network-based localized mobility
management—NetLMM protocol) [15].

The MANETs in DAIDALOS II can be seen as multihop networks connected
to the core network by means of one or more gateways. Because the access clouds
could be considered as local mobility domains, the integration of the MANET
within the overall architecture required the analysis of the interaction between these
networks with the local mobility management protocol. Such interactions depend
on the number of gateways supported and their location, in the same or different
local domains. This, in turn, has impact on the ad hoc nodes address configuration
and on the mobility management.

The concept of multihoming can also be applied to MANETs where multiple
egress/ingress points (gateways) are considered. In the case of multiple gateways
inside the same local domain, or in different local domains, the implementation and
integration of MANETSs (e.g., the DAIDALOS implementation) also provides QoS
and security support. Inside the MANET the solutions can be specifically built ac-
cording to the MANET unstable and dynamic characteristics; however, once these
are integrated with the infrastructure, they are not visible to the outside of the
MANET. The integration of the MANET concept in the overall DAIDALOS archi-
tecture is shown in Figure 1.1.

Figure 1.1 includes the basic network components and protocols, which build-
up a mobility and QoS integrated architecture, including the MANET and NEMO
networks, and the support of multicast services [15]. The various network devices
exchange differing control information depending on the service that is being de-
livered.

The requirements taken into account for the design of the architecture are the
following:

+ Access network operators can implement their own mobility solution (within
their domains). The solution must be independent of external mobility opera-
tors (including home);

+ Minimize complexity in the terminal;

« Efficient use of wireless resources;
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Figure 1.1 Integration of the MANET and NEMO concepts in the DAIDALOS architecture [15].

« Reduced signaling overhead in the network;
« The solution must be security friendly;

« Seamless handover support;

+ Multihoming support;

+ Scalability for routing;

» Minimize network side nodes modifications;
+ Support for heterogeneous networking;

* QoS provision.

1.1.1.3 Security, Privacy, and Trust for Ad Hoc Networks

Easy, secure, and simple establishment of connections between devices and net-
works is the key to support data exchange in various scenarios. Current solutions
and protocols are very heavy and not user friendly for secure access to network,
services, and devices, which makes these unsuitable for use in MANETO scenarios.
Routing is one of the main processes on the networking abstraction level, which is
responsible for the finding and establishment of the routes among the communicat-
ing nodes. Current ad hoc routing protocols inherently trust all participants. Most
ad hoc routing protocols are cooperative by nature and depend on neighboring
nodes to route packets. Such a naive trust model allows malicious nodes to paralyze
an ad hoc network by inserting erroneous routing updates, replaying old messages,
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changing routing updates or advertising incorrect routing information. None of
the protocols such as the Ad Hoc On Demand Distance Vector Routing (AODV),
Dynamic Source Routing (DSR), Ariadne, the Authenticated Routing for Ad Hoc
Networks (ARAN), the Security Aware Routing (SAR), or the Server Routing Pro-
tocol (SRP), provide a solution to the requirements of certain discovery, isolation,
or robustness. The routing process must be shielded by solutions that will grant the
integrity and the availability of the networking procedures [16].

The capability to provide secure context transfer is essential in achieving fast
performance in a wireless environment. Secure fast context transfer in handovers
between heterogeneous access technologies/network types is needed. Furthermore,
providing context-aware, adaptive and personalized services to the user, poses many
opportunities, challenges, and risks. The ability to offer secure, intuitive, and easy-
to-use solutions for accessing contextual services that have to be location-aware and
time-sensitive; personal preference and network bandwidth aware, and finally, de-
vice-capability aware, is a big challenge. In addition to routing and context transfer,
key management is a fundamental prerequisite for any cryptography-based security
solution. For example, in personal area networks (PANs) most personal nodes are
low-capacity devices, therefore, the security protocols in both lower and upper lay-
ers, must rely on optimized cryptographic algorithms, which consume less resources
but hence provide the necessary security features.

In the future ad hoc network, trust, identity management, and privacy will
need considerable effort if end-to-end security is required. Thus, a mechanism of
enabling extension of the trust between individual nodes needs to be defined. Also,
protection of user location, identity, and privacy need to be considered. The user’s
location, identity and privacy requirements must be taken into account by the mo-
bility procedures. The precise nature of these requirements may have a considerable
impact on the mobility procedures.

1.1.1.4 Vehicular Ad Hoc Networks (VANETS)

The vehicular ad hoc network (VANET) is a form of MANET, which is used for
communication among vehicles and between vehicles and roadside equipment. The
VANET formed by a number of nearby peers is organized in a fully decentralized
fashion, in order to cope with continuous arrival and disappearance of peers.

The 802.11p [17] amendment of the IEEE 802.11 family of standards is cur-
rently drafted specifically for such vehicular ad hoc communications. However,
IEEE 802.11p is predicted to be limited in situations with a high peer density, com-
promising reliable transmission of time-critical safety related messages. Safety im-
proving messages may also arrive from sensors installed along roads through a low
data rate air interface based on, for example, IEEE 802.15.4. Access via roadside
units that are part of some VANETs are a further possibility. Additionally, some
peers may be part of a wireless personal area network (WPAN) based on e.g., Blue-
tooth. Besides, some peers might have access to the infrastructure. Possible access
networks are UMTS, WLANSs available in hot spots, or WiMAX.

The intelligent vebicular ad hoc network (InVANET) makes use of WiFi IEEE
802.11b/802.11g/802.11p and WiMAX IEEE 802.16 for providing easy, accurate,
effective communication between multiple vehicles on dynamic mobility.



