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Preface

This volume contains the papers selected for presentation at the 1st Theory of
Cryptography Conference (TCC) which was held at the Massachusetts Institute
of Technology during February 19-21, 2004. The theory of cryptography deals
with the paradigms, approaches and techniques used to conceptualize, define
and provide solutions to natural cryptographic problems. The Theory of Cryp-
tography Conference is a new venue dedicated to the dissemination of results in
the area. The aim of the conference is to provide a meeting place for researchers
and be instrumental in shaping the identity of the theory of cryptography com-
munity. A more detailed statement of purpose (‘manifesto’) is available on the
TCC Web site (http://www-cse.ucsd.edu/users/mihir/tcc/).

The TCC 2004 program committee consisted of:-

Ran Canetti IBM T.J. Watson Research Center, USA
Ronald Cramer Arhus University, Denmark

Cynthia Dwork Microsoft Research, USA

Yuval Ishai Technion, Israel

Joe Kilian NEC Research Labs, USA

Phil Mackenzie Bell Labs, Lucent, USA

Daniele Micciancio UCSD, USA

Moni Naor (PC Chair) ~ Weizmann Institute, Israel

Birgit Pfitzmann IBM Research, Zurich, Switzerland
Omer Reingold AT&T Research and IAS, USA

Salil Vadhan Harvard University and Radcliffe Institute, USA

The program committee chose 29 papers out of the 70 submitted to the con-
ference. Two sets of authors decided to merge, so the volume contains 28 papers
altogether. In addition, given recent developments in the field, the committee
decided to have a panel discussion on Cryptography and Formal Methods.

Acknowledgments : First and foremost I wish to thank all the people who sub-
mitted papers to the conference. Without them, of course, there would have been
no conference. The hard task of reading, commenting on and selecting the papers
to be accepted to the conference fell on the program committee members. Given
that this is the first conference of its kind the mission was even trickier than
usual. I am indebted to the committee members’ collective knowledge, wisdom
and effort. The committee also used external reviewers to extend the expertise
and ease the burden. The names of these reviewers are listed on the pages that
follow. My deepest gratitude to them as well.

I thank Joe Kilian for handling (and writing!) the server for submissions and
reviews, as well as Omer Reingold and Edna Wigderson for helping out when
Joe was away.



VI Preface

I thank Shafi Goldwasser for chairing this conference and making all the
necessary arrangements at MIT. Shafi in turn is tremendously grateful to Joanne
Talbot who coordinated the conference facilities, hotels, Web page, budgets,
and the conference chair relentlessly and without a single complaint. Thank you
Joanne. I thank Mihir Bellare for chairing the Steering Committee of TCC and
the members of the committee (see the list in the pages that follow) for helping
out with many issues concerning the conference, including the proceedings and
the TCC Web-site. Finally a big thanks is due to Oded Goldreich who initiated
this endeavor and pushed hard for it.

Rehovot, Israel Moni Naor
December 2003 Program Chair
TCC 2004
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Notions of Reducibility between Cryptographic
Primitives*

Omer Reingold!**, Luca Trevisan®* **, and Salil Vadhan3'

! AT&T Labs - Research. Room A201, 180 Park Avenue, Bldg. 103
Florham Park, NJ, 07932. omer@research.att.com
2 Computer Science Division, U.C. Berkeley, 615 Soda Hall
Berkeley, CA 94720. 1luca@cs.berkeley.edu
% Division of Engineering & Applied Sciences, Harvard University,
33 Oxford Street
Cambridge, MA 02138. salil@eecs.harvard.edu

Abstract. Starting with the seminal paper of Impagliazzo and
Rudich [17], there has been a large body of work showing that various
cryptographic primitives cannot be reduced to each other via “black-box”
reductions. The common interpretation of these results is that there are
inherent limitations in using a primitive as a black box, and that these
impossibility results can be overcome only by explicitly using the code
of the primitive in the construction.

In this paper we revisit these negative results, give a more careful tax-
onomy of the ways in which “black-box reductions” can be formalized,
strengthen some previous results (in particular giving unconditional im-
possibility results for reductions that were previously only shown to im-
ply P # NP), and offer a new interpretation of them: in many cases,
there is no limitation in using a primitive as a black box, but there is
a limitation in treating adversaries as such. In particular, these nega-
tive results may be overcome by using the code of the adversary in the
analysis.

1 Introduction

In most of the current body of work in the foundations of cryptography, crypto-
graphic protocols are not shown to be unconditionally secure, but, rather, their
security is reduced to the security of seemingly weaker or simpler primitives. We
now know that, if one-way functions exist, then there exist private-key encryption
and message authentication schemes, as well as (public-key) digital signatures

* Research supported in part by US-Israel BSF Grant 2002246.
** Part of this research was performed while visiting the IAS, Princeton, NJ.
*** Supported by NSF grant CCR-9984703, a Sloan Research Fellowship and an Okawa
Foundation Grant.
" Supported by NSF Grant CCR-0205423 and a Sloan Research Fellowship. Parts
of this research were performed while at the IAS in Princeton and the Radcliffe
Institute for Advanced Study at Harvard University.

M. Naor (Ed.): TCC 2004, LNCS 2951, pp. 1-20, 2004.
© Springer-Verlag Berlin Heidelberg 2004



2 O. Reingold, L. Trevisan, and S. Vadhan

and zero-knowledge proofs [14,12,24,21,13]. On the other hand, if one-way func-
tions do not exist then most interesting cryptographic problems, including all of
the above, have no solution [15,23].

Some cryptographic primitives, however, such as public-key encryption,
key agreement, oblivious transfer, collision-resistant hash functions, and non-
interactive zero knowledge, are not known to be equivalent to the existence of
one-way functions. Furthermore, several of the known constructions based on
one-way functions run in polynomial time but are extremely inefficient (e.g. the
construction of pseudorandom generators from one-way functions [14], which is a
component in several other constructions). Since these are some of the main gaps
in our systematization of the foundations of cryptography, it is natural to ask
whether additional primitives, such as public-key encryption, can be constructed
from one-way functions, and whether known constructions can be made more
efficient. One has to be careful in formalizing such questions. It is commonly
believed that one-way functions exist and that public-key encryption is possible,
which would mean that the existence of one-way functions tmplies the existence
of public key encryption in a trivial logical sense. The question is whether the
techniques that we typically use to prove implications of one-way functions in
cryptography have some inherent limitation that prevents us from deriving the
existence of public-key encryption from one-way functions.

Impagliazzo and Rudich [17] were the first to give a formal treatment of such
issues. They observed that most implications in cryptography are proved using a
reduction, where the starting primitive is treated as an oracle, or a “black box,”
and the analysis shows that if the primitive is secure in a black-box sense then
the constructed primitive is also secure. Impagliazzo and Rudich consider vari-
ous models of black-box reductions (where there are some additional constraints
beyond the primitive being treated as a black box) and show that, in one such
model, a black-box construction of key agreement based on one-way functions
implies a proof that P # N P. They also show that in a more constrained model
such a construction is unconditionally impossible. The formal framework of Im-
pagliazzo and Rudich has subsequently been used to address other “implication”
questions, such as one-way functions versus one-way permutations [26,19], one-
way functions versus collision-resistant hash functions [27], and between key
agreement, oblivious transfer, public-key encryption and trapdoor functions and
permutations [9,10]. Variants of the framework have also been used to address
the issue of the number of rounds in KA protocols [25], of the efficiency of con-
structions of universal one-way hash functions based on one-way permutations
[20,8], of pseudorandom generators based on one-way permutations (8] and of
public-key encryption based on trapdoor permutations [7].

The common interpretation of these results is that there are inherent limita-
tions in using a primitive as a black box, and that these impossibility results can
be overcome only by explicitly using the code of the primitive in the construction.

In this paper we revisit these negative results, give a more careful taxonomy

of the ways in which “black-box reductions” can be formalized, strengthen some
previous results (in particular giving unconditional impossibility results for re-
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ductions that were previously only shown to imply P # N P), and offer a new
interpretation of them: in many cases, there is no limitation in using a prim-
itive as a black box, but there is a limitation in treating adversaries as such.
In particular, these negative results may be overcome by using the code of the
adversary in the analysis.

1.1 Impossibility Results for Reductions

The starting point of the work of Impagliazzo-Rudich is the observation that
most known cryptographic constructions based on one-way functions treat the
one-way function as a “black box.” (Exceptions are discussed in Section 1.5.)
Roughly speaking, a black-box (BB) reduction of a primitive Q to one-way func-
tions (OWF) is a construction that uses oracle access to a function f, and guar-
antees that if f is one-way then the construction is secure. In particular:

— The construction does not use the code of the function f;

— The construction is well defined and efficient even if f is not efficiently com-
putable (as long as it is given as an oracle);

— There is a proof of security that shows that an adversary breaking the pro-
tocol yields an adversary that inverts f.

There are various ways to formalize the third condition (which we make
precise in Section 2. One possibility considered in [17], which we call fully-BB, is
that there is an algorithm that converts every adversary that supposedly breaks
the construction (according to the definition of security for Q) into a procedure
that inverts f. This algorithm is efficient and it is given oracle access to the
adversary and to f. In this setting, both the construction and the analysis are
black box. Another way to look at it is that both the primitive and the adversary
are treated as black boxes. Most reductions in the cryptography literature are
fully-BB.

Impagliazzo and Rudich [17] prove that there can be no fully-BB reduction of
key agreement (KA) to OWF. Since public-key encryption, trapdoor permuta-
tions and oblivious transfer all imply KA (by fully-BB reductions), it then follows
that there are no fully-BB transformations of OWF into these other primitives
as well. It is natural to ask whether the impossibility is due to the fact both the
primitive and the adversaries are treated as oracles, or if it is enough that just
the primitive is.

Impagliazzo and Rudich also consider a weaker form a BB reduction of KA
to OWF, a form that we call semi-BB in this paper. In a semi-BB reduction,
we have a BB construction of KA based on a function f given as an oracle. The
analysis proves that for every efficient adversary with oracle to f that breaks
the construction, there is an efficient adversary that inverts f if given oracle
access to f. This seems to formalize the notion of a BB construction with an
arbitrary analysis, but we argue that it does not. If f is a one-way function in
the black-box sense,! then the construction has to be secure not only against

! Meaning that no efficient procedure with oracle access to f can invert f on a non-
negligible fraction of inputs.
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efficient adversaries, but also against adversaries that have oracle access to f. A
proof technique that makes use of the code of the adversary is not BB in this
sense.

Impagliazzo and Rudich prove that, if P = NP, there is no semi-BB reduc-
tion of KA to OWF. This means that, in order to come up with a proof that
OWF implies KA, one must either avoid semi-BB reductions or find, along the
way, a proof that P # N P. Impagliazzo and Rudich prove their result by estab-
lishing the stronger (and independently interesting) statement that if P = NP,
then there is no secure KA in the random oracle model. (Note that a random
oracle is one-way in the black-box sense even if P=NP.)

1.2 The Limitations of Semi-BB Reductions

In this paper we prove, unconditionally, that there is no semi-BB reduction of
OWF to KA. We prove this unconditional result by embedding a PSPACE oracle
into a small part of the random oracle used in the Impagliazzo—Rudich result,
and use the fact that PPSPACE — N pPSPACE Thjs embedding technique is
due to Simon [27].

Following the lead of Impagliazzo and Rudich, several other works explored
the limitations of black-box reductions with examples being (25,27,20,8,9,10].
Most results ruled out fully-BB reductions unconditionally, and semi-BB reduc-
tions if P=NP. An exception is the work of Gertner et al [10], which involves a
model that is slightly different from the one of [17], and which only rules out
fully-BB reductions. The embedding technique allows us to prove that semi-BB
reductions are unconditionally impossible in all case where semi-BB reductions
were previously ruled out conditionally.

More generally, we show that, under mild conditions satisfied by most natural
primitives, semi-BB reductions are equivalent to relativizing reductions (proofs
that the implication holds relative to any oracle). Since the above works rule out
relativizing reductions unconditionally, we obtain unconditional impossibility of
semi-BB reductions.

1.3 The Power of Mildly-BB Reductions

Semi-BB reductions have typically been considered to be BB constructions with
arbitrary proofs, and negative results about semi-BB reductions have typically
been interpreted as limitations for constructions that do not use the code of the
primitive. In this paper, we present a different perspective.

We first formalize the notion of a BB construction with an arbitrary proof,
which we call a mildly-BB reduction. In a mildly-BB reduction of, say, KA to
OWEF, the construction refers to an oracle function, and it is secure whenever
the oracle function is one-way in a black-box sense, but the analysis of the
construction may be arbitrary. This means that for every oracle f and for every
efficient adversary that breaks the KA protocol constructed from f, there is an
efficient procedure that inverts f when given oracle access to f. The difference



