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International School on
Foundations of Security Analysis and Design

17-29 September 2001, 23-27 September 2002, Bertinoro, Italy

Security is a fast-growing area of computer science, with increasing relevance
to real-life applications such as Internet transactions and electronic commerce.
Foundations for the analysis and the design of security aspects of these applica-
tions are badly needed in order to validate and prove (or guarantee) their correct-
ness. Recently an IFIP Working Group on “Theoretical Foundations of Security
Analysis and Design” was established (see http://www.dsi.unive.it/ IFIPWG1.7/
for more details) in order to promote research and education in security-related
issues.

One of the many initiatives of the IFIP WG 1.7 has been the creation of
the “International School on Foundations of Security Analysis and Design”
(FOSAD) that is held annually at the Residential Centre of the University of
Bologna in Bertinoro, with the goal of disseminating knowledge in this critical
area, especially for participants coming from less-favored and non-leading coun-
tries. The Residential Center (see http:/ /www.centrocongressibertinoro.it/) is a
former convent and episcopal fortress that has been transformed into a modern
conference facility with computing services and Internet access.

The first edition of this school (FOSAD 2000) was very successful and the
collection of tutorial lectures was published in Springer LNCS volume 2171. This
second volume collects some of the tutorials given at the two successive schools
(FOSAD 2001 and FOSAD 2002) that attracted many participants from all over
the world.

This volume collects six tutorial lectures given at these two schools. More
precisely:

e Alessandro Aldini, Mario Bravetti, Alessandra Di Pierro, Roberto Gorrieri,
Chris Hankin and Herbert Wiklicky (Two Formal Approaches for Approxi-
mating Noninterference Properties);

e Carlo Blundo and Paolo D’Arco (The Key Establishment Problem);

e Michele Bugliesi, Giuseppe Castagna, Silvia Crafa, Riccardo Focardi,
Vladimiro Sassone (A Survey of Name-Passing Calculi and Crypto-
primitives);

e Roberto Gorrieri, Riccardo Focardi and Fabio Martinelli (Classification of
Security Properties — Part II: Network Security);

e Rosario Gennaro (Cryptographic Algorithms for Multimedia Traffic);

e Hanne Riis Nielson, Flemming Nielson and Mikael Buchholtz (Security for
Mobility).

We want to thank all the institutions that have supported the initiatives:
CNR-IAT, ONR, Universita Ca’ Foscari di Venezia, Universita di Bologna, Pro-
getto MURST “Metodi Formali per la Sicurezza e il Tempo” (MEFISTO), and
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EU-FET project MyThS: Models and Types for Security in Mobile Distributed
Systems. Moreover, the school was held under the auspices of the European
Association for Theoretical Computer Science (EATCS - Italian Chapter), the
International Federation for Information Processing (IFIP — WG 1.7), and the
European Educational Forum. Finally, we want to warmly thank the local or-
ganizers of the school, especially Alessandro Aldini, Andrea Bandini, Chiara
Braghin and Elena Della Godenza.

November 2003 Riccardo Focardi
Roberto Gorrieri
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Two Formal Approaches
for Approximating Noninterference Properties

Alessandro Aldini!, Mario Bravetti?, Alessandra Di Pierro®,
Roberto Gorrieri?, Chris Hankin*, and Herbert Wiklicky*

! TIstituto STI, Universita di Urbino Carlo Bo, Italy
2 Dipartimento di Scienze dell’Informazione, Universita di Bologna, Italy
% Dipartimento di Informatica, Universita di Pisa, Italy
4 Department of Computing, Imperial College, London, UK

Abstract. The formalisation of security properties for computer sys-
tems raises the problem of overcoming also in a formal setting the classi-
cal view according to which confidentiality is an absolute property stating
the complete absence of any unauthorised disclosure of information. In
this paper, we present two formal models in which the notion of noninter-
ference, which is at the basis of a large variety of security properties de-
fined in the recent literature, is approximated. To this aim, the definition
of indistinguishability of process behaviour is replaced by a similarity no-
tion, which introduces a quantitative measure € of the behavioural differ-
ence among processes. The first model relies on a programming paradigm
called Probabilistic Concurrent Constraint Programming, while the sec-
ond one is presented in the setting of a probabilistic process algebra. In
both models, appropriate notions of distance provide information (the €)
on the security level of the system at hand, in terms of the capability of
an external observer of identifying illegal interferences.

1 Introduction

The exact estimation of properties of computer systems is a problem that was
widely and successfully attacked via several different formal approaches (see, e.g.,
[CTOQ,BHKOI,HHHMR94,H895,Hi196,BDGQS,BerQQ,BBOO,BraO2]). However, a
number of factors make the use of approximation techniques necessary to en-
hance the reliability of “exact” solutions obtained through the formal analysis
of the mathematical model of a real, complex system. On the one hand, the
confidence we can have in the answers computed by a software tool, which are
delivered with certainty, strictly depends on the likelihood of obtaining precise
information needed to formally specify the system at hand. On the other hand,
even when such information is exact, the results of the mathematical analysis
definitely assert that the considered property is or is not satisfied by the sys-
tem model, while in practice it often happens that a system that approximately
behaves like a perfect one is not only acceptable but also the only possible im-
plementation. In practice, in a realistic scenario, a qualitative binary answer to
the classical question “does the system satisfy my property?” is too restrictive
and, in many cases, not significant.

R. Focardi and R. Gorrieri (Eds.): FOSAD 2001/2002, LNCS 2946, pp. 1-43, 2004.
© Springer-Verlag Berlin Heidelberg 2004



2 Alessandro Aldini et al.

In this work, we concentrate on formal techniques that employ probabilistic
information to give a guantitative answer to the kind of question above in the
restricted framework of security properties. Indeed, the motivations surveyed
above apply also to the problem of verifying the security requirements of real
systems. It is well-accepted that the unauthorised disclosure of confidential infor-
mation cannot be completely avoided in real, complex systems, where typically
the interplay between the portion of the system handling secrets and the other
components that instead manage public information is more tight than that we
expect [RMMGO1]. In practice, part of the information flowing through the sys-
tem cannot be controlled, and a portion of such an unavoidable information flow
is sometimes illegal, in the sense that it reveals confidential data to unauthorised
users. In such a case, the goal of the designer consists of minimising the illegal
information leakage, and, as a consequence, the aim of the analyst must be the
provision of an approximated estimation of such an information leakage. As a
simple, real example, consider a password-based authentication system, like, e.g.,
an automatic teller machine. It is trivial to verify that absolute secrecy cannot
be guaranteed. In fact, a brute-force based attack has the possibility, even if neg-
ligible, of guessing the password, thus violating the secrecy requirements. The
analysis of such a kind of system is beyond the scope of possibilistic information
flow techniques, which reject programs that do not guarantee absolute secrecy.
A more interesting analysis should state that a potential information leakage is
not troubling. From a quantitative viewpoint, this corresponds to verify whether
or not the probability of detecting a potential illegal information flow is beyond
a threshold for which the observer considers the system to be secure “enough”.
In case of the automatic teller machine, the probability of cracking the system
depends on the length of the password and on the number of attempts at dis-
posal of the attacker. By playing on these parameters, the designer can limit to
a negligible (as desired) value the probability of accessing the system without
knowing the appropriate password.

The approach to information flow analysis we consider is based on the idea
of noninterference, originally proposed in [GM82], which states that “one group
of users, using a certain set of commands, is noninterfering with another group
of users if what the first group does with those commands has no effect on what
the second group of users can see”. In a security context, the first group is repre-
sented by the high-level users, which execute confidential, secret activities, while
the second group is given by the low-level users, which instead see public data
only. The intuition is that the low-level view of the system to be analysed is
not to be altered by the behaviour of the high-level users. If this is the case,
we say that any covert channel cannot be set up from the high level to the
low level. The verification of the condition above is based on the idea of indis-
tinguishability of behaviours: in order to establish that there is no information
flow between a high-level component H and a low-level object L, it is sufficient
to check if for any pair of behaviours of the system that differ only in H’s be-
haviour, L’s observations cannot distinguish these two behaviours. Depending on
the nature of the information flow, an external observer can characterise differ-
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ent kinds of interference, due, e.g., to the deterministic, nondeterministic, timed,
or probabilistic behaviour of the system. In particular, possibilistic noninterfer-
ence for nondeterministic programs is weaker than probabilistic noninterference,
which helps to reveal those covert channels that arise from the analysis of the
frequency of the possible observations in several consecutive executions of the
system [Gra90,McL90]. Consider, e.g., a program P that handles pin numbers
needed to access the automatic teller machine mentioned above. At a certain
point of the execution, the following statement is executed:

low_variable := PIN; +P rand(9999)

where +P is a probabilistic choice operator that selects the left-hand command
(which assigns a secret pin to a public, low variable) with probability p and the
right-hand command (which assigns a random value from the range [0...9999] to
the low variable) with probability 1 — p. According to a purely nondeterministic
behaviour, the program above is secure, since the set of possible outcomes does
not change depending on which command will be executed. However, statistical
inferences derived from the relative frequency of outcomes of repeated executions
of the program allow an external observer to disclose the secret pin with a
confidence that depends on the number of executed experiments.

Probabilistic noninterference also offers the means for approximating nonin-
terference properties, by quantifying the real effectiveness of each possibilistic
covert channel. More precisely, the key idea of an approach based on probabilistic
noninterference is to replace the notion of indistinguishability by an appropriate
notion of similarity. For instance, consider again program P and assume that
parameter p is a value very close to 0. Obviously, the behaviour of P is not the
same as that of the following secure program P’:

low_variable := rand(9999)

since if we execute “infinitely often” both programs, then the limit of the fre-
quencies of the possible outcomes allow the observer to distinguish P from P’.
However, in practice we have that P and P’ are similar and the probability of
distinguishing the two programs is still negligible even after a large number n of
experiments. In other words, P is considered to be an acceptable approximation
of a secure program. As a result of an approach that replaces the restrictive idea
of indistinguishability by a relaxed, more realistic notion of similarity, we can
accept as secure systems a number of programs that somehow suffer from an
information leakage but in practice offer sufficient security guarantees.

In this work, we survey two semantics-based security models (i.e., models
that analyse the program behaviour to verify security properties) in which the
notion of noninterference is approximated in the sense that they allow for some
exactly quantified information leakage. The first one formalises such an approach
in the context of a particular probabilistic declarative language, while the second
one is based on a probabilistic process algebraic framework.

Language-based formalisms provide a suitable framework for analysing the
confidentiality properties of real, complex computing systems. Particularly pro-
mising is the use of program semantics and analysis for the specification of
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information-flow policies and information-flow controls which guarantee data
confidentiality (see, e.g., [SMO03] for a survey).

On the other hand, process algebras provide all the main ingredients needed
to specify and analyse noninterference properties of computer systems (see, e.g.,
the several process algebraic approaches described in [FGO01]). They are designed
with the aim of describing concurrent systems that may interact through the
exchange of messages, so that they can be used to naturally express each infor-
mation flow occurring within the system to be modeled. They deal with both
nondeterminism and, as we will focus in this work, probability, so that several
kinds of information leakage can be revealed. They also deal in an elegant way
with abstraction thanks to the hiding operator, which can be used to specify the
observational power of each external observer, depending on the security level of
such an observer. Last but not least, there exists a strong, natural similarity be-
tween the notion of indistinguishability for processes and semantic equivalences
over process algebraic terms.

In the following (Sect. 2), we first introduce the language-based approach
by presenting a formalisation of a noninterference property called confinement
together with its probabilistic and approximated versions in the setting of the
probabilistic programming language PCCP (Probabilistic Concurrent Constraint
Programming) [DW98a,DW98b]. In this language nondeterminism is completely
replaced by probabilistic choice, which makes it possible to develop a statisti-
cal interpretation of the approximation of the security property. Moreover, the
different role played by variables in imperative and constraint programming hin-
ders a direct translation of previous formalisation of noninterference based on the
imperative paradigm into the PCCP setting, where a more appropriate notion
must consider process identity rather than variables values.

Then (Sect. 3), we introduce a process algebraic framework for approximating
probabilistic noninterference [ABGO03]. The basic calculus integrates the charac-
teristics of the classical CCS [Mil89] and CSP [Hoa85] and employs the prob-
abilistic model introduced in [BAO3], which is a mixture of the reactive and
generative models of probability [GSS95]. Such an approach permits the mod-
eler to specify both nondeterministic behaviour and probabilistic information
in the same system model. The behavioural equivalence of process expressions
is defined in terms of weak probabilistic bisimulation [BH97], a probabilistic
extension of the classical weak bisimulation by Milner [Mil89]. Moreover, the
behavioural similarity among processes is defined in terms of a relation called
weak probabilistic bisimulation with e-precision, an approximated version of the
weak probabilistic bisimulation, where & provides information on “how much”
two behaviours differ from each other.

Finally (Sect. 4), some conclusions and comments about related work termi-
nate the paper.



Two Formal Approaches for Approximating Noninterference Properties 5

2 Language-Based Approach to Noninterference

2.1 Probabilistic Concurrent Constraint Programming

Probabilistic Concurrent Constraint Programming (PCCP) [DW98a,DW98b)]
is a probabilistic version of the Concurrent Constraint Programming (CCP)
paradigm [SRP91,SR90]. This can be seen as a kind of process algebra enhanced
with a notion of computational state. More precisely, CCP as well as PCCP
are based on the notion of a generic constraint system C, defined as a cylindric
algebraic complete partial order (see [SRP91,dDP95] for more details), which
encodes the information ordering. This is referred to as the entailment relation
F and is sometimes denoted by J. A cylindric constraint system includes con-
straints of the form I ¢ (cylindric elements) to model hiding of local variables,
and constraints of the form d, (diagonal elements) to model parameter passing.
The axioms of the constraint system include laws from the theory of cylindric
algebras [HMT71] which model the cylindrification operators 3, as a kind of
first-order existential quantifiers, and the diagonal elements d,, as the equality
between z and y.

Table 1. The Syntax of PCCP Agents

A = tell(c) adding a constraint
o ask(c) = pi: A probabilistic choice

lley g: : As prioritised parallelism

3. A hiding, local variables

p(z) procedure call, recursion

In PCCP probability is introduced via a probabilistic choice and a form
of probabilistic parallelism. The former replaces the nondeterministic choice of
CCP, while the latter replaces the pure nondeterminism in the interleaving se-
mantics of CCP by introducing a probabilistic scheduling. This allows us to
implement mechanisms for differentiating the relative advancing speed of a set
of agents running in parallel.

The concrete syntax of a PCCP agent A is given in Table 1, where ¢ and ¢;
are finite constraints in C, and p; and g; are real numbers representing proba-
bilities. Note that at the syntactic level no restrictions are needed on the values
of the numbers p; and ¢;; as explained in the next section, they will be turned
into probability distributions by a normalisation process occurring during the
computation. The meaning of p(z) is given by a procedure declaration of the
form p(y): —A, where y is the formal parameter. We will assume that for each
procedure name there is at most one definition in a fixed set of declarations (or
program) P.
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2.2 Operational Semantics

The operational model of PCCP can be intuitively described as follows. All
processes share a common store consisting of the least upper bound, denoted by
U, (with respect to the inverse C of the entailment relation) of all the constraints
established up to that moment by means of tell actions. These actions allow
for communication. Synchronisation is achieved via an ask guard which tests
whether the store entails a given constraint. The probabilistic choice construct
allows for a random selection of one of the different possible synchronisations
making the program similar to a random walk-like stochastic process. Parts of
the store can be made local by means of a hiding operator corresponding to a
logical existential quantifier.

The operational semantics of PCCP is formally defined in terms of a proba-
bilistic transition system, (Conf, —,), where Conf is the set of configurations
(A, d) representing the state of the system at a certain moment and the transi-
tion relation —, is defined in Table 2. The state of the system is described by
the agent A which has still to be executed, and the common store d. The index D
in the transition relation indicates the probability of the transition to take place.
In order to describe all possible stages of the evolution of agents, in Table 2 we
use an extended syntax by introducing an agent stop which represents successful
termination, and an agent 32A which represents the evolution of an agent of the
form 3, B where d is the local information on z produced during this evolution.
The agent 3, B can then be seen as the particular case where the local store is
empty, that is d = true. In the following we will identify all agents of the form
%=1 ¢: : stop and 3¢stop with the agent stop as they all indicate a successful
termination.

The rules of Table 2 are closely related to the ones for nondeterministic CCP,
and we refer to [dDP95] for a detailed description. The rules for probabilistic
choice and prioritised parallelism involve a normalisation process needed to re-
distribute the probabilities among those agents A; which can actually be chosen
for execution. Such agents must be enabled (i.e. the corresponding guards ask(c;)
succeed) or active (i.e. able to make a transition). This means that we have to
re-define the probability distribution so that only enabled /active agents have
non-zero probabilities and the sum of these probabilities is one. The probability
after normalisation is denoted by p;. For example, in rule R2 the normalised
transition probability can be defined for all enabled agents by

= pi
T = =
Zl-c]- pj

where the sum El_c p; is over all enabled agents. When there are no enabled
agents normalisation is not necessary. We treat a zero probability in the same
way as a non-entailed guard, i.e. agents with zero probability are not enabled;
this guarantees that normalisation never involves a division by a zero value.
Analogous considerations apply to the normalisation of active agents in R3.
It might be interesting to note that there are alternative ways to deal with
the situation where Z,_Cj p; = 0 (all enabled agents have probability zero). In
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[DWO00] normalisation is defined in this case as the assignment of a uniform
distribution on the enabled agents; such a normalisation procedure allows, for
example, to introduce a quasi-sequential composition.

The meaning of rule R4 is intuitively explained by saying that the agent J2A
behaves “almost” like A, with the difference that the variable z which is possibly
present in A must be considered local, and that the information present in d has
to be taken into account. Thus, if the store which is visible at the external level
is ¢, then the store which is visible internally by A is dU (3.¢). Now, if A is able
to make a step, thus reducing itself to A’ and transforming the local store into d’,
what we see from the external point of view is that the agent is transformed into
EIg’A’ , and that the information 3,d present in the global store is transformed
into 3,d’.

The semantics of a procedure call p(z), modelled by Rule R5, consists in the
execution of the agent A defining p(z) with a parameter passing mechanism sim-
ilar to call-by-reference: the formal parameter z is linked to the actual parameter
y in such a way that y inherits the constraints established on z and vice-versa.
This is realised in a way to avoid clashes between the formal parameter and
occurrences of y in the agent via the operator A7 defined by:

eq_ JAVAifs £y
AyA_{A ifz=y.

Table 2. The Transition System for PCCP

R1 (tell(c),d) —1 (stop, cLid)
R2 ([|;_; ask(c;) — pi Ai,d) —5; (A;,d) j€[1,n] and dF ¢;

(4;,¢) —p (A45,¢)

R3 n ) ] (S 1,
(Ili=1 pi: Asyc) —pp; <”j76i=1 pi i A || pj: A;,c/> J € [L,n]
R4 —(AdU3zc) — (A, d")
<32A,c> —p (34,1 3.d')
RS (p(3),) — (454, om): AP

Observables. We will consider a notion of observables which captures the prob-
abilistic input/output behaviour of a PCCP agent. We will define the observables
O(A, d) of an agent A in store d as a probability distribution on constraints. For-
mally, this is defined as an element in the real vector space:

V() = {Z zcC

that is the free vector space obtained as the set of all formal linear combina-
tions of elements in C. The coefficients . represent the probability associated
to constraints c.

IIICGR,CEC},



