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Preface

Fast Software Encryption 2007 was the 14th annual workshop in the series, which
was sponsored by the International Association for Cryptologic Research (IACR)
for the sixth time. FSE has become a brand which attracts top research papers
on symmetric cryptology. This includes papers on fast and secure primitives for
symmetric cryptography, such as the design and analysis of block ciphers, stream
ciphers, encryption schemes, hash functions, and message authentication codes
(MACs), and on tools for analysis and evaluation. Previous editions of FSE took
place in Cambridge, Leuven, Haifa, Rome, New York, Yokohama, Lund, Delhi,
Paris, and Graz.

The Fast Software Encryption 2007 workshop was held March 26-28, 2007
in Luxembourg. It was organized by the General Chair Jean-Claude Asselborn
(University of Luxembourg) in cooperation with the research lab LACS (Labo-
ratory of Algorithms, Cryptography and Security) of the Computer Science and
Communications research unit of the University of Luxembourg. The conference
was attended by 160 registered participants from 36 different countries.

There were 104 papers submitted to FSE 2007, from which 28 were selected
for presentation. The selection of papers was a challenging task, each submission
had at least four reviewers, papers from Program Committee members having
at least five. About 450 reviews were written by the committee and the external
reviewers. The discussion phase was very fruitful, leading to more than 400 dis-
cussion comments in total, with several discussions going beyond 20 comments.
I would like to thank the Program Committee and the external reviewers, who
did an excellent job. It was a real pleasure to work with this team.

The conference program also featured an invited talk by Jean-Charles Faugére
on the topic “Groebner Bases. Applications in Cryptology.” The traditional
rump session with short informal presentations of recent results was chaired
by Joan Daemen.

We would also like to thank the following people: Thomas Baigneres and
Matthieu Finiasz as the authors of the iChair review software; Dmitry Khovra-
tovich for his help with the conference Web site and compilation of the proceed-
ings; Volker Miiller, Michel Carpentier, Christian Hutter, and SIU for video-
taping the talks and providing a wireless LAN for the participants. We would
like to thank the students of the Lycée Technique “Ecole de Commerce et de
Gestion” and our secretaries Elisa Ferreira, Ragga Eyjolfsdottir, and Mireille
Kies for their help in the organization of the workshop. We would also like to
thank IACR and in particular Helena Handschuh, Shai Halevi, and Bart Preneel
for constant support. Thanks to Britta Schliiter for the public relations work.
Finally we are grateful to our sponsors FNR -— Luxembourg National Research
Fund — and the University of Luxembourg as well as the Centre de Culture et
de Rencontre Neumiinster, Ministry of Culture, Research and Universities.

March 2007 Alex Biryukov
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Producing Collisions for PANAMA,
Instantaneously

Joan Daemen and Gilles Van Assche

STMicroelectronics, Zaventem, Belgium
gro.noekeon@noekeon.org

Abstract. We present a practical attack on the PANAMA hash function
that generates a collision in 2% evaluations of the state updating function.
Our attack improves that of Rijmen and coworkers that had a complexity
282 too high to produce a collision in practice. This improvement comes
mainly from the use of techniques to transfer conditions on the state to
message words instead of trying many message pairs and using the ones
for which the conditions are satisfied. Our attack works for any arbitrary
prefix message, followed by a pair of suffix messages with a given differ-
ence. We give an example of a collision and make the collision-generating
program available. Our attack does not affect the PANAMA stream cipher,
that is still unbroken to the best of our knowledge.

Keywords: symmetric cryptography, hash function, collision.

1 Introduction

A cryptographic hash function maps a message of arbitrary length to a fixed-
size output called a digest. One of the requirements for a cryptographic hash
function is collision-resistance: it should be infeasible to to find two different
messages that give the same digest.

PANAMA can be used both as a hash function and as a stream cipher. In the
scope of this paper, we will consider only on the hash part. Our attack does not
have impact on the security of the PANAMA stream cipher. Internally, PANAMA
has a state and a buffer, which evolve using a state updating function. For every
block of message, the state updating function transforms the state and the buffer.
We describe PANAMA in Sec. 2.

In this article, we describe a method to produce collisions for the PANAMA
hash function that refines the method of Rijmen and coworkers [2] and reduces
the workload from 282 to 2% applications of the state updating function. We
can therefore generate collisions quasi instantaneously. Furthermore, there are
many degrees of freedom in the produced messages. The attack works for any
initial value of the state. This means that one can find a collision with a pair of
messages (M;|M, M,|M*) with an arbitrary prefix M;. Here, the message parts
M and M* have a fixed difference M’ = M + M?*. Furthermore, the attacker

A. Biryukov (Ed.): FSE 2007, LNCS 4593, pp. 1-18, 2007.
© International Association for Cryptologic Research 2007



2 J. Daemen and G. Van Assche

can append an arbitrary suffix Ms to both collision messages, independently of
My, M and M*. We discuss the structure of the attack in Sec. 3.

Like in [2], we use a differential trail (called differential path in [2]) that
leads to a zero difference in state and buffer. A differential trail specifies both
the message differences and the differences in the state and in the buffer. For
a pair of messages to follow the right differences in the state, a subset of the
state bits must satisfy specific conditions. In the attack in [2], part of these
conditions were transferred to equations on message words while the remaining
ones were satisfied by trying many different message pairs and picking out those
for which these conditions happened to be satisfied. In our attack, we transfer
all conditions to equations on message bits using some simple new techniques
explained in Sec. 4. The transfer of equations has negligible workload.

Although very similar, our trail is different from that of [2]. We chose a trail
such that the conditions on the state are more easily transferable to equations
on the message bits. We describe it in Sec. 5 and all its conditions and their
transfer in Sec. 6.

2 Description of PANAMA

The internal memory of PANAMA is composed of 273 32-bit words (hereby de-
noted words) and is organized in two parts: [1]

— the state, with 17 words denoted ag through a;6, and
— the buffer, which is an array of 32 x 8 words, denoted b; ; with 0 < ¢ < 31
and 0 < j < 7. (Note that b; indicates a block of 8 words b; ¢ ...b;7.)

The + sign applied on bits denotes the exclusive or (xor) operation and on words
the bitwise xor. In subscripts of the state a, it denotes modulo-17 addition.

The message to hash is padded and divided into blocks of 8 words (i.e., 256
bits) each. It is processed as follows. First, both the state and the buffer are
initialized to 0. Then, for each message block p = (po,p1,--.,p7) (i-e., for each
round), the following operations are applied:

— the state undergoes a non-linear transformation 6 o 7 oy, with

v : a; — a; + (aiy1 +0)ai42 +0,
T @ @i + G7mod 17 3> (i +1)/2,

0 : a; < a;+ai41+ aiyq,

where the invisible multiplication indicates the bitwise and, 0 denotes the
word with 32 bits 1, and 3> cyclic right shift of the bits within a word;

— the least significant bit of ag is flipped: ag «— ag + 1;

— the message block is xored into the state:

a—a+ fis(p) © aip1 —aip1+pi, 05 < T,
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— eight words of the buffer are xored into the state:
a < a+ fos(bie) & Qivo — Git9 + b1, 0<I<T;

— the buffer undergoes a linear feedback shift register (LFSR) step:

bi «— bi—imodsz (i # 25),
bas «— bag + 7r(b31),

where the function r is defined as Y = 7(X) © Y; = X412 mod 8;
— the message block is xored into the buffer: by ; «+ bg; +p;, 0 <¢ < 7.

After all the message blocks are processed, 33 extra rounds are performed, called
blank rounds. These rounds use the state updating function, with the difference
that a part of the state (instead of a message block) is input into the buffer:
bo,i < bo,i +aip1,0<i < T.

Finally, the digest is extracted from the state after the blank rounds.

3 Structure of the Attack

The first thing to note is that the presence of the blank rounds makes it hard
to produce a collision in the digest if there is a difference in either the state or
the buffer after all the message blocks are input. Due to the invertibility of the
state updating function such a difference will not cancel out. Moreover, the lack
of external input and the propagation properties of the state updating function
give the attacker almost no control over the final difference. Therefore, our goal
is to produce a collision in both the state and the buffer before the blank rounds.

We produce a collision by following a trail. Two instances of PANAMA process
two different messages (p and p + dp), which have a given difference (dp). The
trail also specifies the differences in the state (da) and in the buffer (db) between
the two instances of PANAMA, at each round. So, not only the two messages
must have the given difference, they must also produce the right difference in
the state and in the buffer.

We shall now describe the general structure of the trail used in the scope of
this article. We will first talk about the sequence of message differences, then
about the differences in the state.

In the sequel, the round numbers are specified between brackets in superscript:
() The convention is that p(*) is the message block processed during round i,
and a(® is the value of the state after round i.

3.1 Collision in the Buffer

The buffer evolves independently from the state and is linear. As noticed in (2],
the following message difference sequence gives a collision in the buffer for any x:

dpt) =z, dp® = r(x), dp®) = z, all other differences 0. (1)
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After 32 rounds, we have dbyy = r(x) and dbs; = x. After the 33rd round, we get:

dbos «— dbog + 1(db31) = r(z) + r(z) =0,
dby «— dbz1 +dp® =z +z =0.

Thanks to the linearity of the buffer, any combination of shifted instances of
the sequence (1) results in a collision in the buffer. In [2], two such sequences
are used, one distant of two rounds from the other. In this paper, we instead use
three such sequences at three consecutive rounds. More precisely, the message
sequence is as follows (only non-zero differences are indicated):

(dp™,dp® dp®)) = (dV,d?,d®),
(dp®),dp®,dp(19) = (r(dM), r(d?),r(d®),
(dp®3), dpBY  dp35)) = (dV),d?),d®)),

3.2 Collision in the State

The state is influenced both by the message blocks and by the buffer words in
b1g. Let us summarize the sequence of differences that are xored into the state,
both from the message block and from bie:

I Rounds r =i+ O: State gets difference dp(™ =d®
II Rounds r = i + 7: State gets difference dp(") =r(d®)

III Rounds r = i + 17: State gets difference dbgg) = dp(r—17) = 49
IV Rounds r = 7 + 24: State gets difference dbgg) = dpr1") = r(d®)

V Rounds r = i + 32: State gets difference dp(") =d®

with 1 <1 < 3.

After the three rounds in each of the five sequences described above, we will
make sure that we have a collision in the state. These are called subcollisions.
After the last subcollision, we have both a collision in the state and in the buffer,
and we are thus guaranteed to obtain the same digest after the blank rounds.

Before we explain how to obtain a subcollision, we need to detail the properties
of the difference propagation in <, the only non-linear operation of the state
updating function.

3.3 Difference Propagation Through ~

Since v is composed only of bitwise operations, we will only talk about ~ as if
it operates on 17 bits in this current subsection. The actual v on words can be
seen as 32 such operations in parallel.

Assume that the input of one instance of 7 is a, while the input of the other
instance is a + da. For a given input difference da, not all output differences
are possible. The output difference dc = (dco,...,dcig) is determined by the
following equation:

de; = vi(da) + dait1ai+2 + daip2ai41 + 1,
where v;(a) = a; + (a;i+1 + 1)a;+2 + 1 denotes a particular output bit of .
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Hence, we can obtain an output difference dc from a given input difference da
only if a satisfies some conditions. These are as follows:

If da;+1 =1 and da;;+2 = 0, then a;+o = de; + vi(da) + 1; (2)
If da;+1 =0 and da;4+2 = 1, then a;+1 = de; + vi(da) + 1; (3)
If da;+1 =1 and da;+2 = 1, then a;4+1 + a;42 = de; + vi(da) + 1. (4)

We call conditions of type (2) and (3) simple conditions and conditions of type
(4) two-bit parity conditions. We call a differential (da, dc) for which the set of
conditions has a solution a possible differential.

Note that the input difference da fully determines the positions of the state
bits a; that are subject to conditions. Assume that we have n consecutive 1s
in the pattern da, i.e., we have da; = da;+n,+1 = 0 and in between da;+; = 1
(1 <1 < n). Then there are simple conditions on a; and on a;1n+1, and n — 1
two-bit parity conditions on a;; + a;+1+1 (1 <1 < n). This can be applied to
all such patterns in da.

From this follows that the number of conditions is equal to the Hamming
weight of da plus the number of 001 patterns in da. (For the particular case of
da = 11111111111111111, there are 16 independent two-bit parity conditions.)
We denote by w(da) the number of conditions due to da.

3.4 Specifying the Trail

For our attack to work, we wish to determine equations on the message bits that
imply the five subcollisions. In the previous subsection we have shown that given
a possible differential (da, dc) over 7, we obtain conditions on input bits of .

Consider now subcollision I. Before the first round, there is no difference
in the state, hence da® = 0. At the input of the second round, the message
difference appears in the state: da() = fims(dV)). This determines the input
difference of 7 in round 2. We now need to specify the output of v in the second
round, but we can equivalently specify da(?, as the other operations are linear.
After the third round, the fact that we have a collision in the state imposes
that da® = 0, yielding at the output of the third round a difference equal
to fis(d®). Hence a value for da® must be chosen such that differentials
(fims(dD), 771007 (da@ + fi_s(d?®))) and (da®, 710071 (fi—s(d®))) over v
are possible. For a given message difference sequence d(!), d(®), d®) there may be
several, one or none such values of da(®. Note that the first differential imposes
conditions on a!) and the second one on a(?.

As 0 and 7 are linear, it follows that a possible differential over the state-
updating function imposes conditions on bits of the state a(?). Doing this for
differentials over more rounds is more difficult and we avoid it in out attack.
Therefore, for each round in which there is non-zero input difference in the
state, we need to know the output difference.

For subcollisions II to V, applying the same reasoning leads to following round
differentials, which we write as differentials over € o o v for compactness:



