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Preface

The 2006 edition of the Eurocrypt conference was held in St. Petersburg, Russia
from May 28 to June 1, 2006. It was the 25th Eurocrypt conference. Eurocrypt
is sponsored by the International Association for Cryptologic Research (IACR).
Eurocrypt 2006 was chaired by Anatoly Lebedev, and I had the privilege to chair
the Program Committee.

Eurocrypt collected 198 submissions on November 21, 2005. The Program
Committee carried out a thorough review process. In total, 863 review reports
were written by renowned experts, Program Committee members as well as
external referees. Online discussions led to 1,114 additional discussion messages
and about 1,000 emails. The review process was run using e-mail and the iChair
software by Thomas Baignéres and Matthieu Finiasz. Every submitted paper
received at least three review reports. The Program Committee had a meeting
in Lausanne on February 4, 2006. We selected 33 papers, notified acceptance or
rejection to the authors, and had a cheese fondue. Authors were then invited to
revise their submission. The present proceedings include all the revised papers.
Due to time constraints the revised versions could not be reviewed again.

We delivered a “Eurocrypt Best Paper Award.” The purpose of the award
is to formally acknowledge authors of outstanding papers and to recognize ex-
cellence in the cryptographic research fields. Committee members were invited
to nominate papers for this award. A poll then yielded a clear majority. This
year, we were pleased to deliver the Eurocrypt Best Paper Award to Phong Q.
Nguyen and Oded Regev for their brilliant paper “Learning a Parallelepiped:
Cryptanalysis of GGH and NTRU Signatures.”

The Program Committee invited two speakers: David Naccache and Kevin
McCurley. The current proceedings include papers about their presentation.

I would like to thank Anatoly Lebedev for organizing the conference. I would
like to thank the IACR Board for honoring me by asking me to chair the Program
Committee. The Program Committee and external reviewers worked extremely
hard. I deeply thank them for this volunteer work. Acknowledgments also go to
the authors of submitted papers, the speakers, and the invited speakers. I am
grateful to Thomas Baigneres and Matthieu Finiasz for their hard work developing
the iChair software and constantly adding features. I also thank Shai Halevi and
Amr Youssef, who participated in the software testing. Finally, I heartily thank
Christine and Emilien, my family, for letting me spend some time on Eurocrypt.

This year, we celebrated the 30th anniversary of the publication of the Diffie-
Hellman seminal paper “New Directions in Cryptography.” As cryptography was
becoming a new academic research area, this pioneer paper invented public-key
cryptography. My wish is that research in cryptography will lead us to 30 more
years of fun.

March 2006 Serge Vaudenay
Lausanne
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Abstract. Let g be an element of prime order p in an abelian group and
a € Zp. We show that if g, g%, and g"‘d are given for a positive divisor d
of p— 1, we can compute the secret o in O(logp - (v/p/d + V/d)) group
operations using O(max{+/p/d, Vd}) memory. If ¢g*' (i=0,1,2,...,d)
are provided for a positive divisor d of p + 1, & can be computed in
O(logp- (1/p/d + d)) group operations using O(max{+/p/d,/d}) mem-
ory. This implies that the strong Diffie-Hellman problem and its related
problems have computational complexity reduced by O(v/d) from that
of the discrete logarithm problem for such primes.

Further we apply this algorithm to the schemes based on the Diffie-
Hellman problem on an abelian group of prime order p. As a result, we re-
duce the complexity of recovering the secret key from O(y/p) to O(\/p/d)
for Boldyreva’s blind signature and the original ElGamal scheme when
p — 1 (resp. p+ 1) has a divisor d < p'/? (resp. d < p'/®) and d signature
or decryption queries are allowed.

Keywords: Discrete logarithm, Diffie-Hellman, strong Diffie-Hellman,
ElGamal encryption, blind signature.

1 Introduction

Let g be an element of prime order p in an abelian group and o € Z,. The
¢-Strong Diffie-Hellman (¢-SDH) problem asks to find g"‘Hl given g, g%, ..., go‘[.
Recently, many cryptographic schemes including encryption, signature, and key
management schemes are proposed on the basis of the Strong Diffie-Hellman
(SDH) problem [MSK02, BB04e, BBO04s], or its variants such as the Bilinear
Diffie-Hellman problem [BBS04, DY05] and the Bilinear Diffie-Hellman Expo-
nent (BDHE) problem [BBG05, BGWO05]. A lower bound on the computational
complexity of the SDH problem or its variants for generic groups are known in
the sense of Shoup [Sho97], but it does not guarantee the security for specific
parameters.

In this paper, we analyze the security of the SDH problem. More precisely,
we show that if g, g% and go‘d are given for a positive divisor d of p — 1, the
secret « € Zp can be computed in O(logp- (1/p/d+ V/d)) group operations using

O(max{+/p/d, \/E}) memory. If g@' (i=0,1,2,...,d) are provided for a positive
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divisor d of p+ 1, it can be computed in O(logp - (1/p/d + d)) group operations
using the same size of memory. This implies that the strong Diffie-Hellman prob-
lem and its related problems have computational complexity reduced by O( \/E)
from that of the discrete logarithm problem for such primes. Hence it is neces-
sary to increase by the size of d the key size of the cryptographic schemes based
on the ¢-SDH problem or its variants if the base group has such a prime as its
order.

We investigate some known elliptic curve parameters and find that either p—1
or p + 1 has many small divisors for the largest prime divisor p of its order for
each elliptic curve in [NIST, BLS01, KM05, MIRACL]. For example, if we use
the curve Et over GF(3'5°) [BLSO01] for the broadcast encryption [BGWO05], the
secret key can be computed in O(25%) exponentiations (resp. O(24?) exponenti-
ations) when the number of users is 232 (resp. 264), rather than O(27%) group
operations.

Moreover, we apply this algorithm to the schemes based on the Diffie-Hellman
problem on an abelian group of prime order p. As a result, we show the com-
plexity of recovering the secret key is reduced from O(\/p) to O(y/p/d) for
Boldyreva’s blind signatures [Bol03] when d signature or decryption queries are
allowed and p — 1 has a divisor d < p/? or p + 1 has a divisor d < p'/3. Similar
results hold for the original El1Gamal scheme [E1G85] with decryption oracles and
the conference keying protocol by Burmester-Desmedt [BD94] with key issuing
oracles.

The rest of the paper is organized as follows: In Section 2, we introduce the
SDH related problems and some schemes based on them. In Section 3, we present
our algorithms. In Section 4, we exploit our algorithms to attack several protocols
based on the Diffie-Hellman problem. In Section 5, we investigate some known
elliptic curve parameters in order to check if our algorithms are applicable for
these parameters. We conclude in Section 6.

2 Strong Diffie-Hellman Problems and Their Variants

Let G be an abelian group of prime order p and g a generator of G. The Discrete
Logarithm (DL) Problem in G asks to find a € Z, given g and ¢ in G. Many
cryptosystems are designed on the basis of the DL problem, but most of them
have the security equivalent to a weaker variant of the DL problem rather than
the DL problem itself. Two most important weaker variants are as follows:

The Computation Diffie-Hellman (CDH) Problem. Given (g, g%, g),
compute g*.

The Decisional Diffie-Hellman (DDH) Problem. Given (g, g%, g, 9¢),
decide whether ¢ = ab in Z,,.

Recently, some weakened variants of the CDH problem are introduced and
being used to construct cryptosystems for various functionalities or security
without random oracles. One characteristic of these problems is to disclose
g,9% ... ,g“g for the secret a and some integer £.



