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Preface

It was a pleasure to take part in the 2005 European Workshop on Security and
Privacy in Ad Hoc and Sensor Networks (ESAS 2005), held on July 13-14 in
Visegrad (Hungary) in conjunction with the First International Conference on
Wireless Internet (WICON) <http://www.wicon.org/>.

As Program Co-chairs, we are very happy with the outcome of this year’s
ESAS workshop. It clearly demonstrates the continued importance, popularity
and timeliness of the workshop’s topic: security and privacy in ad hoc and sensor
networks. A total of 51 full papers were submitted. Each submission was reviewed
by at least three expert referees. After a short period of intense discussions and
deliberations, the Program Committee selected 17 papers for presentation and
subsequent publication in the workshop proceedings. This corresponds to an
acceptance rate of 33% — a respectable rate by any measure.

First and foremost, we thank the authors of ALL submitted papers. Your
confidence in this venue is much appreciated. We hope that you will continue
patronizing ESAS as authors and attendees. We are also very grateful to our
colleagues in the research community who served on the ESAS Program Com-
mittee. Your selfless dedication is what makes the workshop a success.

Finally, we are very grateful to the ESAS Steering Group: Levente Buttyan,
Claude Castelluccia, Dirk Westhoff and Susanne Wetzel. They had the vision
and the drive to create this workshop in the first place; they also provided many
insights and lots of help with this year’s event. We especially acknowledge and ap-
preciate the work of Levente Buttyan whose dedication (as Steering Committee
member, PC member and Local Arrangements Chair) played a very important
role in the success of the workshop.

September 2005 Refik Molva
Gene Tsudik
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Efficient Verifiable Ring Encryption for
Ad Hoc Groups

Joseph K. Liu!, Patrick P. Tsang!, and Duncan S. Wong?

! Department of Information Engineering,
The Chinese University of Hong Kong Shatin, Hong Kong
{ksliu, pktsang3}@ie.cuhk.edu.hk
2 Department of Computer Science,
City University of Hong Kong, Kowloon, Hong Kong
duncan@cityu.edu.hk

Abstract. We propose an efficient Verifiable Ring Encryption (VRE)
for ad hoc groups. VRE is a kind of verifiable encryption [16,1,4,2,8] in
which it can be publicly verified that there exists at least one user, out of
a designated group of n users, who can decrypt the encrypted message,
while the semantic security of the message and the anonymity of the ac-
tual decryptor can be maintained. This concept was first proposed in [10]
in the name of Custodian-Hiding Verifiable Encryption. However, their
construction requires the inefficient cut-and-choose methodology which
is impractical when implemented. We are the first to propose an efficient
VRE scheme that does not require the cut-and-choose methodology.

In addition, while [10] requires interaction with the encryptor when a
verifier verifies a ciphertext, our scheme is non-interactive in the following
sense: (1) an encryptor does not need to communicate with the users in
order to generate a ciphertext together with its validity proof; and (2)
anyone (who has the public keys of all users) can verify the ciphertext,
without the help of the encryptor or any users. This non-interactiveness
makes our scheme particularly suitable for ad hoc networks in which
nodes come and go frequently as ciphertexts can be still generated and/or
verified even if other parties are not online in the course. Qur scheme is
also proven secure in the random oracle model.

1 Introduction

A Verifiable Encryption [16,1,4,2,8] allows a prover to encrypt a message and
sends to a receiver such that the ciphertext is publicly verifiable. That is, any
verifier can ensure the ciphertext can be decrypted by the receiver yet know-
ing nothing about the plaintext. There are numerous applications of verifiable
encryption. For example, in a publicly verifiable secret sharing scheme [16], a
dealer shares a secret with several parties such that a third party can verify
that the sharing was done correctly. This can be done by verifiably encrypting
each shares under the public key of the corresponding party and proves to the
third party that the ciphertext encrypt the correct shares. Another scenario is
in a fair exchange environment [1], in which both parties want to exchange some

R. Molva, G. Tsudik, and D. Westhoff (Eds.): ESAS 2005, LNCS 3813, pp. 1-13, 2005.
© Springer-Verlag Berlin Heidelberg 2005



2 J.K. Liu, P.P. Tsang, and D.S. Wong

information such that either each party obtain the other’s data, or neither party
does. One approach is to let both parties verifiably encrypt their data to each
other under the public key of a trusted party and then to reveal their data.
If one party refuses to do so, the other can go to the trusted party to obtain
the required data. Verifiable encryption can be also applied in revokable anony-
mous credential [5]. When the administration organization issues a credential,
it verifiably encrypts enough information under the public key of the anonymity
revocation manager, so that later if the identity of the credential owner needs
to be revealed, this information can be decrypted.

In an interactive Custodian-Hiding Verifiable Encryption (CHVE) [10], an
Encryptor wants to send a public-key encrypted message to one among a group
of n users through a Verifier. The Encryptor plays the role of a Prover and
conducts an interactive protocol with the Verifier such that, if the Verifier is
satisfied, at least one of the n possible decryptors can recover the message. At
the same time, the message is semantically secure, even against the Verifier, and
the identity of the actual decryptor is anonymous, again even to the Verifier.
Custodian-Hiding Verifiable Encryption can be found useful in the applications
of gateway system or receiver-oblivious transfer.

In ad hoc networks, nodes are highly dynamic and may switch from being on-
line and being offline frequently from time to time. The verifiability of interactive
Custodian-Hiding Verifiable Encryption schemes is virtually of no practical use if
the encryptor goes offline (or leaves the networks forever) since no one can verify
the validity of the ciphertext without the help of the encryptor. In the environment
of ad hoc networks in which most users are highly mobile, it is unreasonable to re-
quire an encryptor to be always online and available to be contacted by a verifier.
What we need is exactly a non-interactive approach to verify the ciphertext.

Let us spare a few words explaining the decision of naming our scheme as
“Verifiable Ring Encryption” over “Custodian-Hiding Verifiable Encryption”,
as suggested by [10]. The word “Ring” is borrowed from Ring signatures [15]
which is a signature scheme constructed in the structure of a ring in order to
achieve 1-out-of-n anonymity of the signer. Analogously, Verifiable Ring Encryp-
tion implies an encryption scheme constructed in the structure of a ring, in which
ciphertexts can be verified to be decryptable by some one, with the identity of
that genuine decryptor hidden among a group of n members. Our choice of “Ver-
ifiable Ring Encryption” therefore better conveys the information on what the
scheme actually does. Moreover, the non-interactiveness of our scheme suggests
that a verifier is convinced by verifying the validity of some kind of proofs. These
proofs can actually be thought of a kind of ring signatures in the sense that they
convince verifiers of the fact that some 1 out of n users can decrypt a ciphertext,
and yet hiding that decryptor’s identity.

Finally we would like to note that the notion of “Verifiable Group Encryp-
tion” (VGE) has been used by [4] to mean something related but very different:
VGE allows the prover to prove that any subset of ¢ members of a group of n
users can jointly recover the message behind a ciphertext, by making use of a
secret sharing scheme. That is, the prover divides the message into n pieces of
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shares such that any t of them are enough to reconstruct m. Then he encrypts
each share for each user using the user’s encryption function, and sends all ci-
phertexts to the verifier. It is clear that the message m can be reconstructed if
any t users decrypt their corresponding ciphertext to get the shares.

1.1 Contributions

We propose an efficient Verifiable Ring Encryption for ad hoc networks which
is the first of its kind that is without the use of the inefficient cut-and-choose
methodology. Furthermore, our proposed scheme is non-interactive. Unlike the
previous one proposed in [10], in our scheme an encryptor does not need to
communicate with the users in order to generate a ciphertext together with its
validity proof. Also anyone who has got the public keys of all users can verify
the ciphertext without the help of the encryptor or any users. Note that being
non-interactive makes our scheme well-suited for ad hoc networks in which nodes
are highly mobile. Ciphertexts can be still generated and/or verified even if other
parties are not online in the course. We also prove the security of our proposed
scheme in the random oracle model [3].

Organization: The rest of the paper is organized as follows. We give security
definitions in Sec. 2. The details of our proposed scheme is presented in Sec. 3.
Its security is analyzed in Sec. 4. We conclude the paper in Sec. 5.

2 Security Definition

2.1 Notations

Let a be a real number. We denote by |a] the largest integer b < a, by [a] the
smallest integer b > a, and by [a] the largest integer b < a + 1/2. For positive
real numbers a and b, let [a] denote the set {0,1...,|a] — 1} and [a, ] the set
{lal,...,|b]} and [—a,b] denote the set {—|a],..., |b]}.

By neg()) we denote a negligible function, i.e., a function f such that f(\) <
1/p(A) holds for all polynomials p()\) and all sufficiently large .

We also use the shorthand notation {PK}y and {SK}n, N € N, to mean the
sets {PKy, ..., PKy} and {SKj, ..., SKn} respectively.

2.2 A High Level Description

Before giving a formal definition of verifiable ring encryption, we begin with a
high level discussion of this notion in order to let readers understand more easily.

We start by the description of an ordinary verifiable encryption. A verifiable
encryption scheme proves that a ciphertext encrypts a plaintext satisfying a
certain relation R. The relation R is defined by a generator algorithm G’ which
on input a security parameter A outputs a binary relation W x A. For § € A, an
element w € W such that (w,d) € R is called a witness for §. The encryptor will
be given a value d, a witness w for 4, then encrypts w to generate a ciphertext
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1. Later, the encryptor may prove to another party that v decrypts to a witness
for 4. In this system, the honest verifier will output accept or reject. If the system
is sound, the verifier accepts a proof means that with overwhelming probability
the ciphertext 1 can be decrypted to a witness for 4.

We extend this concept into a group of N designated receivers. In a verifiable
ring encryption scheme, a prover proves that a ciphertext encrypts a plaintext
satisfying one of the certain relation R which is corresponding to one of the
receiver. The idea is that the encryptor will be given a value w, which is a
witness for § where (w,d) € R, and randomly generates other N — 1 witnesses
and the corresponding group elements.

Note that for an interactive proof system, both the prover and the verifier are
required to interact in order to have the verifier convinced. If the proof system is
non-interactive, the proof is carried out in a non-interactive fashion — the prover
(or the encryptor) generates a proof transcript that can be used to convince a
verifier at any later time that one (out of N) of the receivers can decrypt the
corresponding witness of that group element §. However, the verifier still cannot
compute the identity of the actual decryptor.

2.3 Defining Verifiable Ring Encryption

A Verifiable Ring Encryption (VRE) scheme is actually a group encryption
scheme with add-on Verifiability. A group encryption scheme is a generalization
of a public key encryption scheme. Entities involved in such a scheme include an
encryptor and a group of N users. The encryptor has a secret message m which
he wants to send to a certain designated one out of the N users in the group,
so that the secret message can be decrypted only by the designated member.
In other words, a VRE scheme, apart from allowing a secret message to be en-
crypted to some designated members, provides with the encryptor the ability to
prove that a ciphertext encrypts a plaintext satisfying certain relation R.

The relation R is defined by a generator algorithm G’ which on input 1*
outputs a description ¥ = W[R, W, A] of a binary relation R on W x A. We
require that the sets R, W, and A are easy to recognize (given ¥). For § € A,
an element w € W such that (w,d) € R is called a witness for 6. The idea is
that the encryptor will be given a value 4, a witness w for § , and a label L, and
then encrypts w under L, yielding a ciphertext 1. After this, the encryptor may
prove to another party that ¢ decrypts under L to a witness for 8. In carrying
out the proof, the encryptor will need to make use of the random coins that were
used by the encryption algorithm.

Now, a Ver-Gp-Enc scheme is a tuple of (8,G6,€,D,P,V) defined as follows:

— param + S(1%), the probabilistic polytime (PPT) Setup algorithm that on
input security parameter 1*, A € N, outputs and publishes a set of system’s
parameters param that also includes the security parameter 1%, and a de-
scription ¥[R, W, 4] « G'(1*).

— (PK;, SK;) «— G(param, 1%), the PPT Key Generation algorithm that on in-
put the set of system’s parameters param and security parameter 1%, \; € N \
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where \; > ), outputs a public-key/private key pair (PK;, SK;). PK; includes
also the security parameter 1.

— ¢ « &E(param, N, {PK}y,m,w,6,L), the PPT Encryption algorithm that
takes as input the set of system’s parameters param, the group size N € N
of size polynomial in ), a set of N public keys {PK}y , an index 7 € [1, N],
a message w € W which is the witness of § € A, and a label L € {0,1}*,
and outputs a ciphertext 1. We denote by &’(param, N, {PK}y,m, w,d, L)
the pair (v, coins), where 1 is the output of £(param, N, {PK}n, 7, w,d, L)
and coins are the random coins used by £ to compute .

— m/L « D(param, N, {PK} N, m,SKy, %, L), the polynomial-time Decryption
algorithm that takes as input the set of system’s parameters param, the group
size n € N of size polynomial in ), a set {PK}y of N public keys, an index
m € [1, N], a private key SK;, a ciphertext 9, and a label L € {0,1}*, and
outputs either a message m € M, or a special symbol L. The output of the
algorithm implicitly defines the domain of m, that we denote by M.

— proof « P(param, N, {PK}n, 7, w,§, L, v, coins), the PPT Proof algorithm
that takes as input the tuple (param, N, {PK}n, 7, w, 8, L, 9, coins) such that
(1, coins) is the output of some £'(param, N, {PK} y, 7, w, §, L), and outputs
a proof proof.

— 0/1 « V(param, N, {PK}n, L, ¥, proof), the polynomial-time Verification al-
gorithm that takes as input the tuple (param, N, {PK}y,m, L,) such that
1 is the output of some £(param, N, {PK}y, 7, w,§, L) for some 7 € [1, N],
w € M and § € A, and outputs either 0 or 1, indicating accept or reject
respectively.

Here we take a more relaxed approach in order to make it to be more conve-
nient and adequate for practical applications. Instead of requiring the ciphertext
to be decrypted to a witness, we only require that a witness can be easily recon-
structed from the plaintext using some efficient reconstruction algorithm recon.
We believe that this definition is more suitable for many applications.

Definition 1. The above Ver-Gp-Enc scheme is a Verifiable Group Encryption
scheme, if it is (1) correct, (2) sound, (3) zero-knowledge and (4) anonymous,
as defined in the following.

Correctness: A Ver-Gp-Enc is correct if it satisfies both Verification Correctness
and Decryption Correctness defined below.
— (Verification Correctness.) For all param «— S(1*), for all N € N of size
polynomial in \, for all \; > X, i € [1, NJ, for all (PK;, SK;) « G(param, 1%),
i € [1,N], for all (w,d) € R, for all L € {0,1}*, for all ® € [1,N], for all
(v, coins) — E'(param, N,{PK} N, m,w,$, L), for all
proof « P(param, N,{PK} N, ,w, §, L, v, coins),

Pr[z < V(param, N,{PK}n, L, 9, proof) : z = 1] = 1 — neg(}\).
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— (Decryption Correctness.) For all param «— S(1*), for all N € N of size
polynomial in A, for all \; > A, i € [1, N], for all (PK;, SK;) — G(param,1*+),
i € [1, N], for all w € [1, N], for all w € M, for all L € {0,1}*, for all

Y « E(param, N, {PK} N, m,w, 6, L),
Pr[m « D(param, N, {PK} y,, SKr, %, L) : m = 1m] = 1 — neg(\).

Soundness: For all PPT adversaries A1, Az, and some reconstruction PPT

algorithm recon,

Pr[ param — S(1*);
(N, A1, ..o, AN) — Ajp(param),
where N has a size polynomial in A\ and \; > \ for alli € 1, NJ;
(PK;, SK;) — G(param,1*), for alli € [1,N];
(6,%, L, proof) + Aa(param, N, {PK}n, {SK}nN);
z « V(param, N,{PK}n, L,, proof);
m; < D(param, N, {PK}n, j, SK;j,, L}), for all j € [1, NJ;
wj « recon(param, N, {PK} n, 6, m;), forall j € [1,N]:
= 1A(Y) € [1,N))((u;,0) ¢ R) )
= neg(\).

Simply speaking, the definition of soundness above means that if a ciphertext
is verified by a verifier to be valid, then there exists one user who can decrypt
the ciphertext to the witness of &, with overwhelming probability.

Zero knowledge: There erists a PPT simulator Sim, such that for all PPT

adversaries Ay, As, A3, we have

Pr[ param « S(1*);
(N)Al’ s ”\N) — Al(param)a
where N has a size polynomial in \ and Ai > A for alli € 1, NJ;
(PK;, SK;) — G(param,1*), for all i € [1, N];
(w,d,L, ) « Ag(param, N, {PK}n,{SK}nN),
where (w,0) € R, L € {0,1}* and 7 € [1, N];
(¥, coins) « &'(param, N, {PK}n,m,w,6,L);
b — {0, 1}
ifb=0
then proof «— P(param, N, {PK}n,m,w,68,L, 1, coins)
else proof «— Sim(param, N, {PK}n,6,9, L);
b e—kAg(param, N, {PK}n,{SK}n,w,6, L, , Y, proof) :
b=b
= 1/2 + neg(\). ]

The definition above means that an adversary cannot distinguish a simulated
proof from a proof generated from real execution of algorithms. In other words,
the proof is zero-knowledge to a verifier.
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Anonymity: For all PPT adversaries A;, Az, As,

Pr[ param «— S(1*);

(N, A1,...,AN) « Ai(param,¥),

where N has a size polynomial in A and \; > X for all i € [1, N];

(PK;, SK;) «— G(param,1*i), for all i € [1, N];

('LU, 4, L, mo, 7!'1) = AZ(paramv N, {P’(}N)v

where (w,d) € R and my, ™1 € [1, N] are distinct,

b« {0,1};

(1, coins) « E'(param, N, {PK}n,m,w, 6, L);

proof «— P(param, N, {PK} N, m, w, L, 9, coins);

b As(param, N, {PK}n,w, 8, L, mo, m1, {SKili € [1,n]\{m0, m1}},%, proof);

b=b ]

=1/2 + neg()).

The definition of anonymity above means that an adversary cannot decide
better than random guessing, given a ciphertext together with a correspond-
ing proof transcript, who among the 2 possible designated members is actually
designated, even he has corrupted all of the other (N — 2) members.

3 The Proposed Scheme

3.1 Key Generation

For each user, select two random ¢-bit Sophie Germain primes p’ and ¢, with
p' # ¢', and compute p = (2p’ + 1),q = (2¢' + 1) and n = pq, where £ = £()) is
a security parameter which is a polynomial in A. Choose random z;, 3,3 €Egr
[n?/4], choose a random g’ €g Z,, and compute g = (¢')*", y1 = g™, y2 = g™
and y3 = g*3.

Let I' be a cyclic group of order p generated by y. We assume p and 7
are publicly known, and that p is prime. Let W = [p] and A = I', and let
R={(w,8) e Wx A:~y"¥ =4}

Choose two other [-bit primes p’, q' and compute p = 2p’ +1, g = 29’ + 1 and
n = pq, and choose g, h as two generators of &, C Z}, where n’ = p’q’ and G,
is the subgroup of Z? of order n’, and [ = [(A\) which is a polynomial in A.

The public key of this user is (n,g,y1,Yy2,Y3,n,9,0,h,p,v) and the secret
key is (z1,22,73,p,q) where h = (1 + nmod n?) € Z?,. We further define
H :{0,1}* — {0,1}* be a collision resistant hash function and abs : Z*; — Z*,
maps (a mod n?), where 0 < a < n?, to (n? — a mod n?) if a > n2/2, and to
(a mod n?), otherwise.

For a list of NV users, we denote PK;, the public key of user i be (n;, g5, ¥1,, Y2,
Y3,» M, 84, bi, Ra, pi, 7:) and the corresponding secret key SK; is (z1,%2,,22,,Di, ¢:)-
For simplicity, we let L denote the list of the public keys of N users.

3.2 Encryption and Ciphertext Validity Proof

The prover sends an encrypted message to one of the N receivers such that only
one of them can decrypt the message. At the same time, any verifier having the



