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Preface

The fifth International Conference on Cryptology and Network Security (CANS
2006) was held in Suzhou, Jiangsu, China, December 8-10, 2006. The conference
was organized in cooperation with the International Association for Cryptologic
Research (IACR) and the National Nature Science Foundation of China (NSFC).

The 1st International Workshop on Cryptology and Network Security was
held in Taipei, Taiwan, 2001. The second one was in San Francisco, Califor-
nia, USA, September 26-28, 2002, the third in Miami, Florida, USA, September
24-26, 2003, and the fourth in Xiamen, Fujian Province, China, December 14-16,
2005. CANS 2005 was the first CANS with proceedings published in the Lecture
Notes in Computer Science series by Springer and granted the success of last
year and this year, CANS 2006 was also published in the same series. The Pro-
gram Committee received 148 submissions, and accepted 26 papers, all included
in the proceedings.

The reviewing process, which took eight weeks, was run using the iChair
software, written by Thomas Baigneres and Matthieu Finiasz (EPFL, Switzer-
land). Each paper was carefully evaluated by at least three members from
the Program Committee. We appreciate the hard work of the members of the
Program Committee and external referees who gave many hours of their valuable
time.

Note that these proceedings contain the revised versions of the selected papers.
Since the revisions were not checked again before publication, the authors (and
not the committee) bear full responsibility of the contents of their papers.

In addition to the contributed papers, there were two invited talks: Moni Naor
and Xiaoyun Wang.

We would like to thank all the people involved in organizing this confer-
ence. In particular we would like to thank the General Chair, Kefei Chen, the
Co-chairs of the Organizing Committee Dong Zheng and Weidong Qiu, and peo-
ple from the Shanghai Jaotong University for their time and efforts.

Finally, we wish to thank all the authors who submitted papers, and the
authors of accepted papers for sending their final versions on time.

December 2006 David Pointcheval
Yi Mu
Kefei Chen
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Concrete Chosen-Ciphertext Secure Encryption
from Subgroup Membership Problems

Jaimee Brown, Juan Manuel Gonzalez Nieto, and Colin Boyd

Information Security Institute
Queensland University of Technology
Brisbane, Australia
{j2.brown, j.gonzaleznieto, c.boyd}@qut.edu.au

Abstract. Using three previously studied subgroup membership prob-
lems, we obtain new concrete encryption schemes secure against adaptive
chosen-ciphertext attack in the standard model, from the Cramer-Shoup
and Kurosawa-Desmedt constructions. The schemes obtained are quite
efficient. In fact, the Cramer-Shoup derived schemes are more efficient
than the previous schemes from this construction, including the Cramer-
Shoup cryptosystem, when long messages are considered. The hybrid
variants are even more efficient, with a smaller number of exponentia-
tions and a shorter ciphertext than the Kurosawa-Desmedt Decisional
Diffie-Hellman based scheme.

Keywords: public key encryption, chosen ciphertext security, Cramer-
Shoup framework, subgroup membership problems, hybrid encryption.

1 Introduction

The underlying security goal for a public key encryption scheme is to guar-
antee that no partial information about a plaintext message is revealed from
its ciphertext, a notion often called indistinguishability of encryptions. Indis-
tinguishability against adaptive chosen ciphertext attack (IND-CCA), where an
adversary is given the capability to decrypt ciphertexts of his choice, with the
exception of a target ciphertext, is considered to be the correct notion of secu-
rity for general-purpose public key encryption schemes. We shall refer to schemes
that achieve this level of security as CCA-secure schemes.

We present several practical, concrete encryption schemes that are proven
CCA-secure in the standard model each based on the difficulty of a particular
subgroup membership problem. Several of these schemes are more efficient than
previous CCA-secure schemes, and all schemes rely on different problems than
have previously been used for CCA-schemes. We have used three subgroup mem-
bership problems previously studied in the literature: the subgroup membership
problem discussed by Gonzéalez-Nieto, Boyd and Dawson [6], the r-th residue
problem [8], and Okamoto and Uchiyama’s [9] p-subgroup problem.

Cramer and Shoup [1] proposed the first encryption scheme that was si-
multaneously practical and CCA-secure under standard intractability assump-
tions. Cramer and Shoup [3] later generalised their encryption scheme to give a

D. Pointcheval, Y. Mu, and K. Chen (Eds.): CANS 2006, LNCS 4301, pp. 1-18, 2006.
(© Springer-Verlag Berlin Heidelberg 2006



2 J. Brown, J.M. Gonzdlez Nieto, and C. Boyd

framework for constructing CCA-secure encryption schemes from general sub-
group membership problems and hash proof systems (HPS). Accompanying their
framework, Cramer and Shoup also described three instantiations of the frame-
work using three subgroup membership problems, namely Decisional Diffie-
Hellman, Decisional Composite Residuosity [10] and the classical Quadratic
Residuosity problem. Kurosawa and Desmedt [7] later presented an efficient hy-
brid encryption scheme based on the Cramer-Shoup cryptosystem, as well as
a generalised construction of CCA-secure hybrid encryption schemes from the
HPS primitive introduced by Cramer and Shoup.

Motivation and Contribution. The Cramer-Shoup construction is an important
development in the area of chosen-ciphertext security for public key encryption.
However, their general construction is quite complicated, and developing schemes
requires a strong understanding of how the construction works, and the steps
involved applying it concretely. We believe that understanding in this case is best
achieved through example, and our hope is that by applying the construction to
a number of different subgroup membership problems, and detailing the steps
taken, the process of deriving new schemes will become clearer.

Of independent interest are the actual schemes obtained by applying both
the Cramer-Shoup and Kurosawa-Desmedt to the three previously proposed
subgroup membership problems. For the Cramer-Shoup construction, the re-
sulting encryption schemes are in fact more efficient than the schemes presented
by Cramer and Shoup, including the Cramer-Shoup cryptosystem, when the
encryption of long messages is considered. The hybrid schemes obtained by ap-
plying the Kurosawa-Desmedt construction to the same subgroup membership
problems, are even more efficient. In fact, the number of exponentiations and the
size of the ciphertexts are smaller than the previous DDH-based hybrid scheme.

Related Work. Gjgsteen [5] discussed symmetric subgroup membership (SSM)
problems and described an instantiation of the Cramer-Shoup framework spe-
cific for such problems. A symmetric subgroup membership problem considers a
group X and non-trivial subgroups L and L such that X = LL, LN L = {1}.
It is said to be hard if distinguishing elements of L from elements of X\L, and
elements of L from elements of X\L are both hard problems. Gjgsteen also
showed that the decisional Diffie-Hellman (DDH) problem and the symmetric
subgroup membership problem are related such that SSM is not harder than
DDH. In other words, the difficulty of SSM implies the difficulty of DDH. Al-
though Gjgsteen showed the general encryption scheme for SSMs, we analyse
instances of subgroup membership problems and the resulting concrete schemes
obtained.

2 Preliminaries

If « is an integer, we denote the bit length of = as |z|. For a set .S, we denote the
order of .S as |S|. We denote by = € S the act of sampling z from S uniformly
at random. The notation G, is used to denote a group of order «.
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We say that two distributions X and Y on a set S are (3-close if the distance
between them is at most (3. The distance between distributions X and Y is
defined as

Dist(X,Y) = Z |PriX PrlY = s]|.
565

3 Chosen-Ciphertext Security

3.1 The Cramer-Shoup Construction

Cramer and Shoup introduced the notions of universal projective hash families
and universal hash proof systems. Let us now summarise the main notions and
definitions from Cramer and Shoup’s work. For further details, we refer the
reader to the full version of their paper [2].

A hash proof system relies on a finite set X, or more formally a distribution on
sets, a subset L C X with an associated witness set W and a relation R € X xW.
A pair (z,w) € R allows one to show that an element z € X is also in L. We
say that w € W is a witness for x € L. The underlying assumption is that it is
infeasible to distinguish between a random element in L and a random element
in X\ L. This is called the subset membership problem.

The hash proof system associates an instance of a subset membership problem
with a family of keyed hash functions H that operate on X, called a projective
hash family. 1t is required that given a hash key k£ and an element z € X,
the value of the function Hy(x) can be computed. It is also required that this
family of functions be projective, that is, given only an additional key a(k) and
a subgroup element € L, the value Hy(z) is uniquely determined. Moreover,
it is a requirement that given a(k) and a pair (z,w) € R, that Hyg(z) can
be computed efficiently (without k). The hash proof system also requires that
hash keys and witness elements can be efficiently sampled uniformly (or close to
uniformly) from the hash key set K and the witness set W, respectively.

Let H= (H,K,X,L,II, S, a) be such a projective hash family, where K, IT
and S are finite sets, and X and L are also finite sets as defined above. The
functions H and « are defined such that Hyeg : X — Il and o : K — S.

A projective hash family is e-universal if given the projection key s = a(k),
even though Hy(z) is completely determined for € L, for any € X\L, one
can guess Hy(x) with probability at most € (without knowledge of k).

A projective hash family is e-universals if given s = «(k) and Hy(z*) for
some z* € X\ L, even though Hy(z) is completely determined for z € L, for any
x € X\L, one can guess Hy(z) with probability at most ¢ (without knowledge
of k).

A projective hash family is e-srmooth if the distributions U = (z,s,7'), V =
(z,s,7), where © €p X\L, s = a(k) for k €egp K,n’ €r II,m = Hy(x), are
e-close.

It is also useful to describe an extended hash proof system, which associates
the subset membership problem with a projective hash family H-= (H,K, X x
E.L x E 11,5, «) for a finite set E.
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A hash proof system is strongly universal (respectively, universals, smooth) if
the associated projective hash family is also e-universal (respectively, e-universals,
e-smooth) for negligible €, or more formally €(¢) is a negligible function in security
parameter /.

The Cramer-Shoup framework constructs a CCA-secure encryption scheme
given a e-smooth hash proof system P with associated projective hash family
H = (H,K,X,L,II,S,«a), and a éuniversal, extended hash proof system P
with associated projective hash family H=(HK,XxILxIIIS, &) for
the subset membership problem (X, L, W, R), where € and ¢ are negligible (or
more formally, negligible functions of the security parameter). The construction
requires that II is an abelian group, which we will notate additively in the
encryption scheme below. Note also that the message space is I1.

Key Generation Encryption of m € IT Decryption of (z,e,7)

1. k €r K,k €er 1. (z,w) €Er R 1. = H; 2z e) € IT given
K 2. # = Hi(x) € II given (r k)

2. s=a(k)es (s, z,w) 2. if # # 7’ then halt

3. s=a(k)e s 3.e=m+mwell 3. 7 = Hi(z) € II given

4. pk = (s,8). 4. # = H; iz, e) € II given (z, k)

5. sk:(k,fc). (s,aze) 4 m=e—mwell

5. ciphertext is (x, e, )

Cramer and Shoup show that if there exists an adversary that has non-
negligible advantage in an adaptive chosen ciphertext attack, then a distinguisher
for L that has non-negligible advantage can be constructed. In other words, they
show that the above scheme is secure against adaptive chosen ciphertext attack
provided that the underlying subset membership problem is hard.

3.2 The Kurosawa-Desmedt Hybrid Construction

Kurosawa and Desmedt [7] showed that a hash proof system that associates
a subset membership problem with a strongly universaly projective hash fam-
ily can be used to construct efficient hybrid encryption schemes. Let P be a
hash proof system that associates the strongly universals projective hash family
H=(H K, X,L,II,S, «a) with the subset membership problem (X, L, W, R). Let
SKE = (F,D) be a semantically secure symmetric-key encryption scheme, let
M AC be a one-time secure message authentication code, and K DF a key deriva-
tion function (whose output is hard to distinguish from random). Kurosawa and
Desmedt prove that the following hybrid encryption schemes is CCA-secure.

Key Generation Encryption of m € IT Decryption of (z,x,t)
1. ker K 1. (z,w) €Er R 1. m = Hy(x) given (z,k)
2. s=alk)e s 2. m = Hy(z) € II given 2. (K',K)= KDF(m)
3. pk=s. (s,z,w) 3. If t # MACk/(x) then
4. sk =k. 3. (K',K)=KDF(r) halt
4. x = Ex(m) 4. m = Dk(x)
5. t=MACK (x)
6. ciphertext is (x. x,t)



Concrete Chosen-Ciphertext Secure Encryption 5

A concrete hybrid encryption scheme based on the HPS used to construct
the Cramer-Shoup cryptosystem was proposed and proven secure under the De-
cisional Diffie-Hellman assumption when used with information theoretic KDF
and MAC. Gennaro and Shoup [4] later showed that relying on these informa-
tion theoretic tools eliminates the efficiency gain of the hybrid scheme versus the
original Cramer-Shoup scheme, and gave a different proof that instead relies on
any computationally secure KDF and MAC.

4 Concrete CCA-Secure Schemes from Subgroup
Membership Problems

We describe concrete encryption schemes obtained by applying the Cramer-
Shoup and the Kurosawa-Desmedt constructions to three particular subgroup
membership problems which have been studied previously in the literature.

4.1 The GBD Subgroup Membership Problem

The GBD cryptosystem [6] is semantically secure based on the difficulty of the
following subgroup membership problem. Consider primes p,qo,q1 such that p =
2N + 1 where N = ¢oq1 and |qo| = |¢1| = M. The set of quadratic residues
modulo p is a cyclic subgroup of order N of the multiplicative group Zy,. Let this
group be X, and let L be the subgroup of X with order gqo. The GBD subgroup
membership problem is to distinguish elements of L from elements of X\ L. We
can also view these groups by considering that Z; can be viewed as an internal
direct product of subgroups:

T =y, Gy - T

where T' is the subgroup {—1,1}. Then X = G, - G4, and L = Gy,. Indeed this
is an instance of the symmetric subgroup membership problem as discussed by
Gjgsteen [5].

Constructing a CCA-secure Encryption Scheme. We now apply the
Cramer-Shoup construction to this subgroup membership problem, which is also
the application of the Gjgsteen’s construction [5]. To find a generator g for L,
one can select p at random from Zj, and compute g = 129 It will be a generator
with overwhelming probability. Let W, = {0, ...,qo — 1}. One can sample an el-
ement r from L with a corresponding witness w € W by choosing w at random
in W and computing ¢ = ¢g*. However, in practice qq is kept private and w must
instead be selected from W = {0,..., N — 1}.

Now, let K = {0,....N — 1} and define Hycg(x) = z* and a(k) = Hi(g).
Hence I = X and S = L. It is easy to see that H = (H,K, X, L, X, L,a) is
projective since given s = a(k) = ¢g* and o = g%, Hy(x) = 2% = s* is uniquely
determined. By Lemma 1 in [5], H is 1/¢;-smooth. Since K can be sampled
uniformly, and the required algorithms for computing Hj are available, we have
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a strongly smooth hash proof system P that associates the GBD subgroup mem-
bership problem with H when q; is large.

To obtain a strongly universal, hash proof system P, let us first suppose
that for some sufficiently large n, there is an available injective function I" :
X x X — R" for R = {0,...,2*» — 1}. Consider the extended projective hash
family H = (H, K"*!, X x X, Lx X, X, L"*', &) where for (k, k1, ..., k,) € K"t
and (1, e, Yn) = F(;c e), where we define

*fﬂmuw(xe () [Tiz, Hy, ( (z)7 = gh+Zi km
o= a(k, kla-.., kn) — (a(k), (kl), very ( n)) = (gksgkl,...,gk")

By theorem 3 in [3], H is 1/g1-universaly. It is easy to show that the required
algorithms are available for the resulting strongly universal, hash proof system
P for H. We now have what is necessary to build a CCA-secure encryption
scheme based on this problem.

Since we now have a strongly smooth HPS P, and a strong universal, HPS P,
applying the Cramer-Shoup construction will give us a CCA-secure encryption
scheme. However, to improve efficiency, we can replace the injective function
I' : X x X — R"™ by a collision resistant hash function h : X x X — {0,1}™
(such as SHA-1 where m = 160) so that the n can be much smaller. Indeed, we
can choose n = 1 and the resulting scheme will still be secure against chosen-
ciphertext attack. The resulting encryption scheme is as follows:

The CS-GBD encryption scheme. For the description below, p = 2N +1 is prime
where N = qoq; for primes qg, g1 of bit length A. Let h be a collision resistant
hash function.

Key Generation Encryption of m € X Decryption of (z,e,7)
1. Choose p = 2goq1 + 1 1. wegr {0,..,N —1} 1. # = phthiz.ek
2. pERZy 2. z=g" 2. If #+# 7', then halt
3. g = p 3w =s" 3 7= a1t
4. k,k,kERZN 4. e=mm 4. m=e/n
5 §= _ ka4 _ _k 5 ﬂ._su"h(b e)w
cs=g"8=9" 3=y -
6. pk = (p,g,s,3,35) 6. Ciphertext is (z,e,7)
7. sk = (qo‘k,ic,l;:)

Note that we are implicitly assuming that (z,e,7) € X3, so the decryption
algorithm should check that () = (%) = 1 and reject otherwise. This check
can be performed at low cost using an efficient algorithm for computing Jacobi
symbols.

Security of CS-GBD. For a probabilistic polynomial-time adversaries A, A’, let
Adv§CE_cpp be A’s advantage in an adaptive chosen ciphertext attack, and
let Advg,B D be the advantage of A’ in distinguishing subgroup elements from
non-subgroup elements. Let ) be the number of decryption queries allowed by
A. Also, let §;. be the probability of finding a collision for the hash function h
for input (z,e).
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Theorem 1. If the GBD subgroup membership problem is hard, and the hash
function h is a collision resistant hash function, the CS-GBD is secure against
adaptive chosen ciphertext attack. In particular, for all adversaries A, there ex-
ists a probabilistic polynomial-time algorithm A’ such that

Adv§Gs_cpp < Adv§PP + (Q +1)/q1 + Ster (1)

Proof. We consider a simulator A’ that interacts with a chosen-ciphertext ad-
versary A against CS-GBD in the following way.

Given input (p, g) and target element z* € X.
Run the Key Generation algorithm to get (pk, sk) and gives the pk to A
Answer A’s decryption queries (z, e, 7) by running decryption algorithm

Ll o

When A outputs messages mg, my:

(a) Flip coin b € {0,1}
(b) Compute 7* = Hy(z*)
(c) Compute e* = 7*m
(d) Compute #* = Hy(z*,e*)

(e) Give A challenge ciphertext (z*,e*,7*)

5. Answer A’s decryption queries (z,e,7) # (z*,e*,7*) by running decryption
algorithm
6. When A output guess bit ', output 1 if b = &’. Otherwise output 0.

We want to consider the behaviour this simulator in two different cases: when
x* € L and when z* ¢ L. Let T' be the event that the simulator outputs 1 in
the former case, and let T’ be the event that it outputs 1 in the latter case. The
advantage that A’ has in distinguishing the subgroup membership of z* is

Adv§PP = | Pr(T] — Pr[T]| (2)

Let Adug%i‘g_g pp be the adversary’s advantage in an adaptive chosen ciphertext
attack against CS-GBD. Our goal is to show that if Adv§PP is negligible, then
Advg%“s_GBD will also be negligible.

When z* € L, the simulation provided by the simulator to the adversary is
perfect. Therefore, we have

Adv§TE_cpp < |Pr[T'] —1/2 (3)

When z* ¢ L, we must analyse the behaviour more closely. To do so, we de-
scribe a sequence of simulators that contain modifications of the previous simu-
lators. In the following analysis, we denote T; as the event that the simulator i
outputs a 1.



