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PREFACE

The CRYPTO ’93 conference was sponsored by the International Association
for Cryptologic Research (IACR) and Bell-Northern Research (a subsidiary of
Northern Telecom), in co-operation with the IEEE Computer Society Technical
Committee. It took place at the University of California, Santa Barbara, from
August 22-26, 1993. This was the thirteenth annual CRYPTO conference, all of
which have been held at UCSB. The conference was very enjoyable and ran very
smoothly, largely due to the efforts of the General Chair, Paul Van Oorschot.
It was a pleasure working with Paul throughout the months leading up to the
conference.

There were 136 submitted papers which were considered by the Program
Committee. Of these, 38 were selected for presentation at the conference. There
was also one invited talk at the conference, presented by Miles Smid, the title of
which was “A Status Report On the Federal Government Key Escrow System.”

The conference also included the customary Rump Session, which was presided
over by Whit Diffie in his usual inimitable fashion. Thanks again to Whit for
organizing and running the Rump session. This year, the Rump Session included
an interesting and lively panel discussion on issues pertaining to key escrowing.
Those taking part were W. Diffie, J. Gilmore, S. Goldwasser, M. Hellman, A.
Herzberg, S. Micali, R. Rueppel, G. Simmons and D. Weitzner.

These proceedings contain revised versions of the 38 contributed talks, as
well as two talks from the Rump Session. Please remember that these papers
are unrefereed, and many of them represent work in progress. Some authors will
write final versions of their papers for publication in refereed journals at a later
time. Of course, the authors bear full responsibility for the contents of their
papers.

I am very grateful to the members of the Program Committee for their hard
work and dedication in the difficult task of selecting less than 30% of the sub-
mitted papers for presentation at the conference. The members of the program
committee were as follows:

Mihir Bellare (IBM T. J. Watson)

Eli Biham (Technion, Israel)

Ernie Brickell (Sandia Laboratories)

Joan Feigenbaum (AT&T Bell Laboratories)
Russell Impagliazzo (UCSD)

Andrew Odlyzko (AT&T Bell Laboratories)
Tatsuaki Okamoto (NTT, Japan)

Birgit Pfitzmann (Hildesheim, Germany)
Rainer Rueppel (R3, Switzerland)

Scott Vanstone (Waterloo, Canada)

As has been done since 1989, submissions to CRYPTO ’93 were required to
be anonymous. As well, we followed recent tradition which dictates that Program



Vi

Committee members could be an author or co-author of at most one accepted
paper. Papers submitted by members of the Program Committee underwent
the normal reviewing process (and, of course, no Program Committee member
reviewed his or her own paper).

Thanks to Jimmy Upton for help with the pre-proceedings that were dis-
tributed at the conference (incidentally, this is the last year that CRYPTO will
have both pre-proceedings and proceedings — starting in 1994, the proceedings
will be available at the conference). Thanks also to Gus Simmons and Carol
Patterson, who helped out with registration at the conference. And I would also
like to convey my gratitude to Deb Heckens and my student, K. Gopalakrishnan,
for their assistance.

Finally, I would like to thank everyone who submitted talks for CRYPTO ’93.
It goes without saying that the success of the conference depends ultimately on
the quality of the submissions — CRYPTO has been and remains a leading con-
ference in the discipline due the the high quality of the papers. I am also grateful
to the authors for sending me final versions of their papers for publication in
these proceedings in a timely fashion.

Douglas Stinson

Program Chair, CRYPTO ’93
University of Nebraska
November, 1993
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Efficient Signature Schemes Based on
Birational Permutations

Adi Shamir

Dept. Computer Science, The Weizmann Institute of Science, Rehovot 76100, Israel

Abstract: Many public key cryptographic schemes (such as cubic RSA)
are based on low degree polynomials whose inverses are high degree poly-
nomials. These functions are very easy to compute but time consuming
to invert even by their legitimate users. To overcome this problem, it is
natural to consider the class of birational permutations f over k-tuples
of numbers, in which both f and f~! are low degree rational functions.
In this paper we develop two new families of birational permutations,
and discuss their cryptographic applications.

Remark: At the rump session of CRYPTO 93, Coppersmith Stern and Vau-
denay presented two elegant and powerful attacks on the two signature schemes
suggested in this paper. The attacks are quite specific, and thus it is conceiv-
able that other signature schemes based on birational permutations will not be
affected. The reader is thus encouraged to study the underlying mathemati-
cal structure of the schemes and the attacks, but to excercise great caution in
implementing the ideas in practice.

1 Introduction

The original proposal for public key cryptography (Diffie and Hellman [1976] was
based on the notion of trapdoor permutations, i.e., invertible functions which
are easy to compute but apparently difficult to invert, unless some trapdoor
information (which makes the inversion easy) is known. The best known imple-
mentation of this idea is the RSA scheme (Rivest, Shamir and Adleman [1978]),
which can solve in a unified way the problems of key management, secure trans-
mission, user identification, message authentication, and digital signatures. In
one of the variants of this scheme, the encryption function is the low degree
polynomial f(z) = z3 (mod n), which can be efficiently computed with two



modular multiplications. Unfortunately, its inverse f~1(v) = v¢ (mod n) is a
very high degree polynomial, and thus its evaluation is quite slow (especially in
software implementations).

In spite of extensive research in the last 16 years, there had been no funda-
mentally new constructions of trapdoor permutations which are faster than the
RSA scheme. To overcome this difficulty, researchers have developed specialized
solutions to various cryptographic needs which are not based on this unifying
notion. For example, Diffie and Hellman [1976] proposed a key management
scheme which is based on the one-way permutation of exponentiation modulo a
prime. Since this function cannot be efficiently inverted, it is neither an encryp-
tion nor a signature scheme. The cryptosystem of Merkle and Hellman [1978]
is invertible, but its mapping is not onto and thus it can not generate digital
signatures. The Fiat-Shamir [1986] and DSS [1991] signature schemes are not
one-to-one mappings, and thus they can not be used as cryptosystems.

A natural approach to this problem is to search for low degree algebraic mappings
(polynomials or rational functions) whose inverses are also low degree algebraic
mappings. Such mappings are called birational functions. We are particularly
interested in multivariate mappings f(z1,...,z;) = (v1,...,vk) in which the z;
and the v; are numbers modulo a large n = pq, since the solution of general
algebraic equations of this type is at least as hard as the factorization of the
modulus. In this context, we say that a polynomial modulo n is low degree if its
degree is a constant which does not grow with n, and a rational function is low
degree if it is the ratio of two low degree polynomials. For example, in the case
of cubic RSA, the function is considered low degree, but its inverse is not. Non-
linear algebraic mappings do not usually have unique inverses, when they do have
inverses they usually cannot be written in closed form, and when the closed forms
exist they are usually based on root extractions (radicals) or exponentiations
whose computation modulo a large n is very slow. The construction of non-
linear birational mappings is thus a non-trivial task.

One attempt to construct birational permutations, due to Fell and Diffie (85],
used the following DES-like idea. Let (z1,z2,...,2%) be an initial k-vector
of variables, and let g be a secret nonlinear multivariate polynomial. Alter-
nately replace the current k-vector of multivariate polynomials (p1,p2,.-.,Pk)
by (p1 + g9(p2,...,Pk),P2,--.,Pk), and rotate the k-vector to the right. After
sufficiently many iterations, expand and publish the resultant k-vector of mul-
tivariate polynomials as your public key. When the trapdoor information gis
known, the inverse of f can be computed by undoing the transformations (i.e.,
by alternately subtracting p; and rotating the k-vector to the left). Unfortu-
nately, even when g is a quadratic function, the degree (and thus the size of the
public key) grows exponentially with the number of iterations, which cannot be
too small for security reasons. As the authors themselves conclude, “there seems



to be no way to build such a system that is both secure and has a public key of
practical size”.

The problem is not accidental, due to the following generic attack: If f is known,
the cryptanalyst can prepare a large number of input-output pairs for this func-
tion. Since f is invertible, these pairs (in reverse order) can be used to interpolate
the unknown low-degree function f~! by solving a small number of linear equa-
tions relating its coefficients. We do not know how to solve this problem in
the context of public key cryptosystems. However, in the context of public key
signature schemes there is a simple way to avoid this specific attack with the
following modification:

Key Generation: Each user in the system chooses a particular birational per-
mutation f(z1,...,z)=(v1,...,vs) consisting of k rational functions fi(z, ...,
z)) = v;, discards the first s > 0 of these f; functions, describes the other k — s
Ji functions in his public key, and keeps the inverse of f as his private key.

Signature Generation: Given a digital message m, the signer chooses v; = r;
fori = 1,...,s, and computes v; = h(m,i) for i = s+ 1,...,k, where r; are
newly chosen secret random values, and h is a publicly known cryptographic hash
function. He then uses his knowledge of the secret f~1 to compute a signature

(z1,-..,zx) satisfying f(z1,...,zx) = (v1,...,v%).

Signature Verification: The verifier checks that f;(z;,...,zx) = h(m, i) for
t=s+1,...,k, where the f;’s are taken from the signer’s public key.

This modified scheme can no longer be used as a cryptosystem, since the cleartext
(21, .., zk) cannot be uniquely recovered from the shorter ciphertext (Vst1,-- -
vg)- It can be used as a signature scheme, since messages can have multiple sig-
natures. The cryptanalyst cannot interpolate f~1 since it is not uniquely defined
by the public key: He cannot generate complete input-output pairs for f~! by
himself, and cannot use input-output pairs generated by the legitimate signer
since each one of them is based on new unknown values r;. The recommended
choice of s is 1, which makes the verification condition hardest to satisfy.

The security of this scheme depends on the choice of birational permutations.
In Section 2 we introduce a simple family of birational permutations based on
sequentially linearized equations, and in Section 3 we introduce a more sophisti-
cated family of birational permutations based on algebraic bases in polynomial
rings. Both families yield signature schemes with very low computational com-
plexity. Unfortunately, both families also turn out to be breakable by the new
attacks of Coppersmith Stern and Vaudenay[1993]. The reader is encouraged to
look for other families of birational permutations and to study their efficiency
and security.



2 A Birational Permutation Based on Sequentially Lin-
earized Equations

Let n be the public product of two large secret primes p and ¢. verify Con-
sider the triangular birational permutation g(y1,...,yx) = (w1,...,wt) (mod
n) in which the i-th output depends only on the first i inputs via the mapping
9i(y1, .., %) = w; (mod n), where g; is a low degree polynomial which is linear
in its last input y; (the other inputs can and should occur non-linearly). Given
the values of inputs y, ..., yx, we can easily compute the values of the outputs
wy, ..., w; by evaluating k low degree polynomials. Given the values of the
outputs wy, ..., wg, we can easily recover the values of the inputs y;,...,y; by
solving a series of linear equations: First we solve for y; in ¢g1(y1) = w1 (mod n).
Then we substitute the computed value of y; into its (non-linear) occurrences
in g2(y1,y2) = wz (mod n), and solve the remaining linear equation in y,. We
proceed in this order until we compute the last y;. Each y; is thus a low degree
rational function of the w;’s, which is easy to compute with a small number of
arithmetic operations modulo n.

To hide the easy solvability of the g¢;’s, the user has to transform them into
more random looking polynomials before publishing them as his public key. We
recommend the following two transformations:

1. Let A be a randomly chosen invertible k£ x k matrix, and consider the
variable transformation Y = AX, where Y is the column vector of orig-
inal variables (y1,...,¥yx)! and X is a column vector of new variables
(21,...,2k). When the resultant polynomials are expanded, they con-
tain all the variables in a non-linear way.

2. Let B be a randomly chosen invertible k£ x k¥ matrix, and consider
the mixing transformation F = BG, where G is the column vector of
polynomials (g1, ...,9x)* and F is a column vector of new polynomials
(f1,.--,fr)t. Each f; is thus a polynomial whose coefficients are ran-
dom linear combinations of the corresponding coefficients of the given

91, -, 9k-

When A and B are known, it is easy to solve the resultant system of equations
fi(z1,...,zx) = v; (mod n) for i = 1,...,k by inverting these transformations.
of them change be To minimize the size of the public key, we recommend using
g;’s which are homogeneous quadratic expressions of the form:

gi(y, - ) =L, ¥%i-1) ¥ +¢i(v1, .- ., %i-1) (mod n)

where I; is a randomly chosen linear function of its inputs and g¢; is a randomly
chosen homogeneous quadratic function of its inputs. The only exception is g;
in which /1 and ¢; have no inputs. Since the coefficients of the linear g; cannot



be mixed with the coefficients of the quadratic g, ..., gx, and since we have to
eliminate at least one of the polynomials in order to overcome the interpolation
attack, we recommend the elimination of g; from the user’s public key.

Without loss of generality, we can assume that g1(y1) = y1 and g2(y1,y2) =
y1y2 (since they can always be brought to this form by linear transformations).
The case k¥ = 2 is thus equivalent to the OSS scheme (Ong, Schnorr, Shamir
[STOCB83]), where the variable transformation A is y; = z; +azg, y2 = z1 —az2
and the mixing transformation B is the identity (all the arithmetic operations
are carried out modulo a composite n). solves the signature The OSS scheme was
successfully attacked by Pollard [1984], who showed that one quadratic equation
in two variables can be solved even when the factorization of the modulus is
unknown. A typical example of the extended signature scheme for k£ = 3 with
the toy modulus n = 101 is:

Example: Consider the following sequentially linearized system of equations:

y1 =w; (mod 101)
y1y2 = w2 (mod 101)

(29y1 + 43y2)ys + (T1yf + 5343 + 89132) = w3 (mod 101).

Apply the linear change of variables:

1 = 21 + 2522 + 7323 (mod 101)
y2 = 21 + 4722 + 1123  (mod 101)
y3 =21 +83z2+ 1723 (mod 101)

to obtain the new expressions:

Ty + 2529+ 7323 = w; (mod 101)
22 + 6422 + 9622 + 722122 + 842123 + T0z223 = wy  (mod 101)
83z% + 5523 + 1623 + 28122 + 972123 + T4zoz3 = w3  (mod 101).

Mix these three expressions g;, g2, and g3 by computing: f; = g; (mod 101),
f2 = (3992 + 82¢3) (mod 101), f3 = (9392 + 51¢3) (mod 101). The resultant
expressions are:

z1 + 2522 + 73z3 = v1  (mod 101)
78z% + 3723 + 623 + b4zy25 + 192123 + 112923 = vz (mod 101)
8427 + 71z} + 4822 + 44z, 22 + 332123 + 832223 = vz (mod 101).



