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Preface

Recent developments in computer, communication, and information technolo-
gies, along with increasingly interconnected networks and mobility have estab-
lished new emerging technologies, such as ubiquitous computing and ambient
intelligence, as a very important and unavoidable part of everyday life. However,
this development has greatly influenced people’s security concerns. As data is
accessible anytime from anywhere, according to these new concepts, it becomes
much easier to get unauthorized data access. As another consequence, the use
of new technologies has brought some privacy concerns. It becomes simpler to
collect, store, and search personal information and endanger people’s privacy.
Therefore, research in the area of secure data management is of growing impor-
tance, attracting the attention of both the data management and security re-
search communities. The interesting problems range from traditional ones such
as access control (with all variations, like role-based and/or context-aware), data-
base security, operations on encrypted data, and privacy preserving data mining
to cryptographic protocols.

The call for papers attracted 33 papers both from universities and indus-
try. The program committee selected 13 research papers for presentation at the
workshop. These papers are also collected in this volume, which we hope will
serve you as useful research and reference material.

The volume is divided roughly into four major sections. The first section
focuses on privacy protection addressing the topics of indistinguishability, sov-
ereign information sharing, data anonymization, and privacy protection in ubig-
uitous environments. The second section changes slightly the focal point to pri-
vacy preserving data management. The papers in this section deal with search
on encrypted data and privacy preserving clustering. The third section focuses
on access control which remains an important area of interest. The papers cover
role-based access control, XML access control and conflict resolution. The last
section addresses database security topics.

Finally, let us acknowledge the work of Richard Brinkman, who helped in the
technical preparation of these proceedings.

July 2006 Willem Jonker and Milan Petkovié
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Indistinguishability: The Other Aspect of
Privacy™
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Abstract. Uncertainty and indistinguishability are two independent
aspects of privacy. Uncertainty refers to the property that the attacker
cannot tell which private value, among a group of values, an individ-
ual actually has, and indistinguishability refers to the property that
the attacker cannot see the difference among a group of individuals.
While uncertainty has been well studied and applied to many scenarios,
to date, the only effort in providing indistinguishability has been the
well-known notion of k-anonymity. However, k-anonymity only applies
to anonymized tables. This paper defines indistinguishability for general
situations based on the symmetry among the possible private values as-
sociated with individuals. The paper then discusses computational com-
plexities of and provides practical algorithms for checking whether a set
of database views provides enough indistinguishability.

1 Introduction

In many data applications, it’s necessary to measure privacy disclosure in re-
leased data to protect individual privacy while satisfying application require-
ments. The measurement metrics used in prior work have mainly been based
on uncertainty of private property values, i.e., the uncertainty what private
value an individual has. These metrics can be classified into two categories:
non-probabilistic and probabilistic. The non-probabilistic metrics are based on
whether the private value of an individual can be uniquely inferred from the
released data [1,20,7,17,5,16] or whether the cardinality of the set of possible
private values inferred for an individual is large enough [26,27]. The probabilis-
tic metrics are based on some characteristics of the probability distribution of
the possible private values inferred from the released data [3,2,10,9,15,4] (see
Section 4 for more details).

* The work was partially supported by the NSF grants 11S-0430402, 1IS-0430165, and
11S-0242237.

** Part of work of this author was done while visiting the University of Vermont.

W. Jonker and M. Petkovic (Eds.): SDM 2006, LNCS 4165, pp. 1-17, 2006.
© Springer-Verlag Berlin Heidelberg 2006



2 C. Yao et al.

However, uncertainty is only one aspect of privacy and it alone does not
provide adequate protection. For example, we may reveal employee John'’s salary
to be in a large interval (say, 100K to 300K annually). There may be enough
uncertainty. However, if we also reveal that the salaries of all other employees
are in ranges that are totally different from John’s range (say, all are subranges
of 50K to 100K), then John’s privacy may still be violated. As another example,
suppose from the released data we can infer that all patients in a hospital may
only have Cold or SARS except that John may have Cold or AIDS. Even
though the uncertainty of John’s sickness has the same “magnitude” as that of
the other patients, John may still feel his privacy is violated, since he is the only
one who possibly has AIDS.

To adequately protect privacy, we need to consider the other aspect, namely,
indistinguishability. Indeed, the privacy breach in the above examples can be
viewed as due to the fact that from the released data, an individual is different
from all other individuals in terms of their possible private values. In other words,
the examples violate a privacy requirement, namely, the “protection from being
brought to the attention of others” [11]. What we need is to have each individual
belong to a group of individuals who are indistinguishable from each other in
terms of their possible private values derived from the released data. In this
way, an individual is hidden in a crowd that consists of individuals who have
similar /same possible private values. For instance, in the above salary example,
to protect John’s privacy, we may want to make sure that attackers can only
derive from the released data that a large group of employees have the same
range as John’s for their possible salaries.

Uncertainty and indistinguishability are two independent aspects for provid-
ing privacy; one does not imply the other. From the above examples, we can see
that uncertainty cannot ensure good indistinguishability. Likewise, good indis-
tinguishability cannot ensure enough uncertainty. For instance, if in the released
data many employees have the same single possible salary value, then these em-
ployees are indistinguishable from each other in terms of their salaries, but there
is not enough uncertainty to protect their privacy (all their salaries are the same
and revealed!).

Our idea of indistinguishability is inspired by the notion of k-anonymization
[24,25,21,14,18] as it can be viewed as a generalization of anonymization. The
idea of k-anonymization is to recode, mostly by generalization, publicly available
quasi-IDs in a single released table, so that at least k individuals will have the
same recoded quasi-IDs. (Quasi-IDs are values on a combination of attributes
that can be used to identify individuals through external sources [24,25].) In
our view, this is an effort to provide indistinguishability among & individuals,
since the recoding makes the individuals indistinguishable from each other. (As
noted above, indistinguishability does not guarantee uncertainty. This is also true
for k-anonymization, which is illustrated by the improvement reported in (19].
The authors impose an additional requirement on anonymization, namely, by
requiring diverse private values among the tuples with the same recoded quasi-
ID, in order to achieve, in our view, both indistinguishability and uncertainty.)
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While k-anonymity is an interesting notion, ii only applies to anonymized
tables. In this paper, we define two kinds of indistinguishability, and the corre-
sponding privacy metrics, that can be applied to general situations, including
anonymized tables and relational views. We show that k-anonymization is a
special case of one kind of .ndistinguishability under a certain assumption (see
Section 2.u).

Both notions of indistinguishability introduced in this paper are based on cer-
tain symmetry between individuals and their private values in the released data.
More specifically, the first definition requires symmetry for all possible private
values while the second definition bases on symmetry referring only to certain
subsets of possible private values. With the two kinds of indistinguishability de-
fined, we turn to study the problem of deciding whether a set of database views
provides enough :ndistinguishability. We study the computational complexity as
well as practical algorithms. We focus on checking for indistinguishability since
checking for uncertainty has been extensively studied [1,7,17,5,26,16,27].

We summarize the contributions of this paper as follows. (1) We identify in-
distinguishability as a requirement for privacy in addition to uncertainty, provide
formal definitions of different kinds of indistinguishability, and study their prop-
erties. (2) We analyze the computational complexity and introduce practical
checking methods for deciding whether a set of database views provides enough
indistinguishability.

The rest of paper is organized as follows. We give formal lefinitions of in-
distinguishability and privacy metrics in Section 2. We then focus on checking
database views against these privacy metrics in Section 3. In Section 4 we review
the related work. Finally, we conclude with a summary in Section 5.

2 Indistinguishability
2.1 Preliminaries

In this paper, we consider releasing data from a single private table T'bl with
schema D. The attributes in D are partitioned into two sets, B and P. The
set B consists of the public attributes; P consists of the private attributes. For
simplicity and without loss of generality, we assume P only has one attribute.

We assume that the projection on B, I1g(T'bl), is publicly known. In the salary
example, this means that the list of employees is publicly known. We believe this
assumption is realistic in many situations. In other situations where this is not
true, we may view our approach as providing a conservative privacy measure.

Given a relation 75 on B, we will use ZB to denote the set {I|IIg(I) = rB},
i.e., the set of the relations on D whose B-projection coincides with rp. The
domain of P is denoted by Dom(P). A tuple of an instance in Z? is denoted by
t or (b,p), where b is in II5(Tbl) and p is in Dom(P). The set ZIB corresponds
to all possible private table instances by only knowing ITp(Tbl).

Furthermore, we assume B is a key in D, which means that each composite
value on B appears at most once in the private table. We also assume B is
a quasi-ID, and hence, the tuples in Tbl describe associations of the private
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attribute values with individuals. (Recall that a quasi-ID is a combination of
attribute values that can be used to identify an individual.) Such associations
are the private information to be protected.

In Figure 1, our running example is shown. The public attributes in B are
Zip, Age, Race, Gender, and Charge. We use t1, ..., 11 to denote the tuples in
the table. By the assumption that B is a quasi-ID, ¢;[B] identifies a particular
individual for each 7. In the sequel, we use t; [B] and the individual identified
by t;[B] interchangeably. The private attribute is Problem. Here, Problem is
drawn from a finite discrete domain. (In general the private attribute also can
be drawn from an infinite or a continuous domain; but it should not be difficult
to extend our study to infinite discrete or continuous domains).

We assume that the data in Tl are being released with a publicly-known
function M. We also use v to denote the result of M () on the private table, i.e.,
v = M(Tbl). Examples of function M() include an anonymization procedure,
and a set of queries (views) on a single table on D.

Zip Age|Race [Gender|Charge|Problem
t) |22030[39 |White|Male 1K Cold
to |22030[50 |White|Male 12K AIDS
t3 |22030[38 |White|Male 5K Obesity
ty |22030[53 |Black [Male 5K AIDS
ts [22031|28 |Black |Female [8K Chest Pain
tg |22031|37 |White|Female |[10K Hypertension
t7 [22031[49 |Black |Female [1K Obesity
tg |22031[52 |White|Male 8K Cold Zip_[Problem
tg |22032[30 |Asian [Male 10K Hypertension tg [22082|Hypertension
t10[22032[40 [Asian |Male 9K Chest Pain t10 [22032 | Chest Pain
t11[22033]30 |[White|Male 10K Hypertension t11 [22033|Hypertension
t12]22033[40 | White|Male 9K Chest _Pain t12 [22033]Chest Pain
Fig.1. A patient table (Tbl) Fig. 2. A released

view I zip, Problem (Tdl)

0 Zip="22032' or'22033' (T'bl)
provides 2-SIND

2.2 Symmetric Indistinguishability

As v = M(T®bl) is released, we denote by " the subset of possible instances in
75 that yield v. We introduce the definition of indistinguishability based on Zv.

Definition 1. (Symmetric Indistinguishability ) Given a released data v
and two tuples b; and b; in IT B(Tbl), we say b; and b; are symmetrically In-
distinguishable w.r.t. v if the following condition is satisfied: for each instance I
in 1Y containing (b;,p;) and (bj,p;), there exists another instance I’ n IV such

that I' = (I — {(bi, p:), (b;,p;)}) U {(bi, p;), (bj, p:)}.

We abbreviate Symmetric Indistinguishability as SIND. This definition requires
that for each possible instance in 7%, if two symmetrically indistinguishable
B tuples swap their private values while keeping other tuples unchanged, the
resulting new instance can still yield v. In the sequel, we say two B tuples t1[B]
and t3[B] can swap their private values in an instance, or simply t1[B] swaps
with t2[B], if the resulting instance can still yield v.
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Note that such a swap is required for all the instances yielding v, hence this
definition is in terms of v, not the current table Thl (although we used the
projection ITp(Thl) in the definition, this projection is not T'bl itself and is
assumed publicly known). In other words, to be SIND is to be able to swap their
private values in all the possible instances, including T'bl.

For example, consider the released view v in Figure 2 on the table in Fig-
ure 1. The two B tuples tg[B] and t10[B] are SIND, because they can swap their
Problem values in any instance that yields v while still yielding the same v. Simi-
larly, the two B tuples t11[B] and t,2[B] are also SIND. However, tg[B] and t11[B]
are not SIND, even though they have the same Problem value Hypertension
in the current private table. To show this, consider an instance obtained by
swapping the Problem values of tg and t19 in Tl (while other tuples remain
unchanged). So now tg has ChestPain while ti;o has Hypertension. Denote
the new instance Thl’. Clearly, Thl' also yields the view v. However, in Tbl’,
if we swap the Problem values of tg (i.e., ChestPain) with that of t11 (i.e.,
Hypertension), then both tg and t19 will have Hypertension. Therefore, the
new instance obtained from Tbl’ does not yield v, and hence t9 and t;; are not
SIND.

The definition of SIND requires a complete symmetry between two B tuples
in terms of their private values. The sets of possible private values of the SIND
tuples are the same, because in each possible instance two SIND B tuples can
swap their private values without changing the views. Furthermore, the definition
based on swapping makes SIND between two B tuples independent on other B
tuples. That is, even if attackers can guess the private values of all other B
tuples, they still cannot distinguish between these two B tuples because the two
B tuples still can swap their private values without affecting the views.

We can also use a probability model to illustrate the indistinguishability by
SIND. If we assume each B tuple has the same and independent a priori distrib-
ution over its private values, then we can easily prove that the two B tuples have
the same a posteriori distribution over their private values after data released,
due to complete symmetry in terms of their private values.

The binary relation SIND is reflezive, symmetric and transitive. That is, SIND
is an equivalence relation. It is easy to see that it is reflexive and symmetric. We
prove the transitivity as follows. If a B tuple b; can swap with another B tuple
by and by can swap with bz, then b; can swap with b3 by the following steps: by
swaps with by; by swaps with bs; by swaps with b1; by the definition of SIND,
the final instance still yields v.

Thus, all the B tuples that are indistinguishable from each other form a
partition of the B tuples. Each set in the partition, which we call a SIND set, is
the “crowd” that provides individual privacy. The sizes of these crowds reflect
how much protection they give to the individuals in the crowd. So we have the
following metric.

Definition 2. (k-SIND) Given a released data v, if each SIND set has a car-
dinality of at least k, we then say v provides k-SIND.
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2.3 Relationship with k-Anonymity

In this subsection, we discuss the relationship between k-SIND and k-anonymity.
In the k-anonymity literature (e.g., [24,25,21,14,18]), the released data is an
anonymized table. Anonymization is a function from quasi-IDs to recoded quasi-
IDs, and the anonymization process (the function M in Section 2.1) is to replace
quasi-IDs with recoded quasi-IDs. We assume that the anonymization algorithm
and the input quasi-IDs are known. In fact, we make a stronger assumption,
called “mapping assumption”, which says that (1) each quasi-ID maps to one
recoded quasi-ID and (2) given a recoded quasi-ID, attackers know which set of
quasi-IDs map to it.

As an example, there is a table and an anonymized table as the following,
respectively. The tuples on (Zip, Race) are quasi-IDs. Under the mapping as-
sumption, attackers know which quasi-ID maps to which recoded quasi-ID. For
instance, (22031, White) maps to (2203%, %) but not (220, White). (In con-
trast, without the mapping assumption, only from the anonymized table, (22031,
W hite) may map to either (2203, %) or (220xx, W hite).)

Zip |Race|Problem Zip |Race|Problem]

22021 WhitgCold 220 Whitd Cold
22031 WhitqObesity 2204 Whitg Obesity
22032 Whitg AIDS 2203+ * AIDS

22033 Black [Headache 2203 * Headache

Under the above assumption, we have the following conclusion about the
relationship between k-SIND and k-anonymity. Here the attributes of quasi-IDs
are assumed to be exactly the public attributes B.

Proposition 1. Under the mapping assumption, if an anonymized table v pro-
vides k-anonymity, where k > 2, then v provides k-SIND.

Intuitively, if v provides k-anonymity, then at least k quasi-IDs map to each
recoded quasi-ID in v. In any instance yielding v, suppose two quasi-IDs b; and
bz map to the same recoded quasi-ID. Then swapping the private values of b,
and b2 in the original table gives an instance yielding the same v. Therefore, v
provides k-SIND.

By definition, k-anonymity is applicable only to a single anonymized table,
but not to other kinds of released data such as multiple database views.

2.4 Restricted Symmetric Indistinguishability

Since SIND requires symmetry in terms of all possible private values, it is a
rather strict metric. We define another metric based on the Symimetry in terms
of not all possible private values but only a subset that includes the actual private
values in the current private table. If B tuples are symmetric in terms of this
subset of private values, even though they are not symmetric in terms of other
values, we may still take them as indistinguishable. The intuition here is that
we intend to provide more protection on the actual private values.



