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Preface

The 2005 Australasian Conference on Information Security and Privacy was the
tenth in the annual series that started in 1996. Over the years ACISP has grown
from a relatively small conference with a large proportion of papers coming from
Australia into a truly international conference with an established reputation.
ACISP 2005 was held at Queensland University of Technology in Brisbane, dur-
ing July 4-6, 2005.

This year there were 185 paper submissions and from these 45 papers were
accepted. Accepted papers came from 13 countries, with the largest proportions
coming from Australia (12), China (8) and Japan (6). India and Korea both
contributed 2 papers and one came from Singapore. There were also 11 papers
from European countries and 3 from North America. We would like to extend
our sincere thanks to all authors who submitted papers to ACISP 2005.

The contributed papers were supplemented by four invited talks from emi-
nent researchers in information security. The father-and-son team of Prof. and
Dr. Bob Blakley (Texas A&M University and IBM) gave a talk entitled “All
Sail, No Anchor III,” following up on a theme started at their ACISP 2000 in-
vited talk. Adrian McCullagh (Phillips Fox Lawyers and QUT) talked on the
benefit and perils of Internet banking. Ted Dunstone (Biometix) enlightened us
on multimodal biometric systems. Yvo Desmedt (University College London)
elucidated the growing gap between theory and practice in information security.

We were fortunate to have an energetic team of experts who formed the
Program Committee. Their names may be found overleaf, and we thank them
warmly for their considerable efforts. This team was helped by an even larger
number of individuals who reviewed papers in their particular areas of expertise.
A list of these names is also provided; we hope it is complete.

We are delighted to acknowledge the generous financial sponsorship of
ACISP 2005 by Eracom Technologies and RNSA (a research network funded by
the Australian Research Council). The conference was hosted by the Information
Security Institute at Queensland University of Technology who provided first-
class facilities and material support. The excellent Local Organizing Committee
was led by the ACISP 2005 General Chair, Ed Dawson, and included Lauren
May, Elizabeth Hansford and Christine Orme. We made use of electronic sub-
mission and reviewing software expertly written and supported by Andrew Clark
from the Information Security Institute at QUT; this software was invaluable in
easing our administrative tasks.

July 2005 Colin Boyd
Juan M. Gonzailez Nieto
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Abstract. This paper explains why protection mechanisms which distribute
even the protected forms of information assets lead to increased risks. It
describes a mechanism (called a "lethal secret sharing system") which enables
the imposition of "forgetfulness" by an asset owner on the receiver of a
protected asset. This forgetfulness, or "lethe", is enforced by allowing the asset
owner to give information about a piece of knowledge to the asset receiver in
such a way that the receiver can be prevented at a future time from using the
knowledge to recover the information.

1 Introduction

All Sail, No Anchor I: Cryptography, Risk, and e-Commerce [1] examined how the
passage of time creates risk in electronic information systems.

This paper will extend the discussion to consider how re-use of cryptographic and
other information protection artifacts aggregates risks and thereby makes electronic
information systems more dangerous as time passes.

When a system is designed so that a cascade of failures, or a single failure with
multiple adverse results can lead to large losses, that system is said to aggregate risks.
Many critical systems are designed to avoid risk aggregation problems by eliminating
“single points of failure”.

Risk aggregation is often thought of in spatial terms (routing hydraulics through a
single point in airliners; siting multiple telecommunications hostels in the basement of
a single building, etc...) But it can also be thought of in temporal terms - adding more
risk to a single artifact or system over time.

Information security systems often aggregate risks in poorly-understood ways, by
re-using protection mechanisms which are assumed to be very strong but whose
strength is in fact poorly understood.

C. Boyd and J.M. Gonzalez Nieto (Eds.): ACISP 2005, LNCS 3574, pp. 1-16, 2005.
© Springer-Verlag Berlin Heidelberg 2005
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2 Instantaneous Protection Decay

We consider two information protection scenarios which are common in today’s

information systems, and discuss how each of these scenarios leads to aggregation of
risk.

Encrypted Storage

Information systems often protect sensitive data against disclosure by encrypting the
data when it is stored on media.
In this scenario:

e The asset (for example, a file or database) is protected for a long time.

e The protected form of the asset is in the possession of its owner.

e Compromise of one asset does not (necessarily) diminish the protection of other
assets.

e Compromise of a single cryptographic key can devalue multiple assets — but smart
key management can help with this by ensuring that a unique key is used for each
asset, as can smart management of physical media and access thereto.

e Compromise of a mechanism (e.g. cryptosystem or block cipher mode of
operation) can devalue multiple assets, but smart management of physical media
and accesss thereto can help with this by allowing the owner to fall back to simple
physical access protections when he learns that the mechanism has been broken.

Digital Rights Management

Media distribution systems often protect valuable content against unlicensed use by
encrypting the data before it is distributed, and relying upon specialized media players
to prevent copying or other misuse of the content in violation of license terms.

In this scenario:

e The asset is protected for a long time.

e The asset (at least in its protected form) is in the possession of the enemy.

e Compromise of one asset does devalue other instances of the same asset, but does
not necessarily weaken the protection of instances of different assets.

e Compromise of a single key may devalue multiple assets, but smart key
management may be able to help with this, by ensuring that a unique key is used to
protect each asset.

e Compromise of a mechanism can devalue all assets.

3 Risk Aggregation

[1] introduced a taxonomy of asset types to facilitate discussions of the evolution of
risk over time. That paper went on to discuss risk associated with “Alice-type”



