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Preface

The First International Conference on Provable Security 2007 (ProvSec 2007)
was held in Wollongong, Australia, November 1-2, 2007. The conference was
sponsored by iCORE Information Security Laboratory and RNSA (Research
Network for a Secure Australia). We are grateful to these organizations for their
support of the conference.

The conference proceedings, representing both full papers and short papers,
were published in time for the conference in this volume of Lecture Notes in
Computer Science series by Springer. This year the program committee invited
an international keynote speaker: Colin Boyd from Queensland University of
Technology, Australia. Prof. Boyd’s talk addressed the topic of “On One-Pass
Key Establishment”.

The Program Committee received 51 submissions. Ten submissions were se-
lected for full paper presentation and seven were selected for short paper pre-
sentation. The reviewing process was run using the iChair software, written by
Thomas Baigneres and Matthieu Finiasz (EPFL, Switzerland). It took seven
weeks; each paper was carefully evaluated by at least three members of the Pro-
gram Committee. We appreciate the hard work of the members of the Program
Committee and the external referees, who gave many hours of their valuable
time.

We would like to thank all the people involved in organizing this conference.
In particular we would like to thank the General Chair Yi Mu, the Organizing
Committee Man Ho Au and Xinyi Huang and the Webmaster, Lan Zhou, for
their time and efforts.

Finally, we would like to thank all authors for submitting interesting new
research papers to ProvSec, providing us with an embarrassment of riches out of
which we could only accept a total of 17 contributed papers, even though many
more would have been worth publishing.

November 2007 Willy Susilo
Joseph K. Liu
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Stronger Security of Authenticated Key
Exchange

Brian LaMacchia!, Kristin Lauter?, and Anton Mityagin®

! Microsoft Corporation, 1 Microsoft Way, Redmond, WA
bal@microsoft.com
2 Microsoft Research, 1 Microsoft Way, Redmond, WA
klauter@microsoft.com
3 Microsoft Live Labs, 1 Microsoft Way, Redmond, WA
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Abstract. Recent work by Krawczyk [12] and Menezes [16] has high-
lighted the importance of understanding well the guarantees and limita-
tions of formal security models when using them to prove the security
of protocols. In this paper we focus on security models for authenti-
cated key exchange (AKE) protocols. We observe that there are several
classes of attacks on AKE protocols that lie outside the scope of the
Canetti-Krawczyk model. Some of these additional attacks have already
been considered by Krawczyk [12]. In an attempt to bring these attacks
within the scope of the security model we extend the Canetti-Krawczyk
model for AKE security by providing significantly greater powers to the
adversary. Our contribution is a more compact, integrated, and compre-
hensive formulation of the security model. We then introduce a new AKE
protocol called NAXOS and prove that it is secure against these stronger
adversaries.

1 Introduction

In this paper we extend the Canetti-Krawczyk [11,12] security model for au-
thenticated key exchange (AKE) to capture attacks resulting from leakage of
ephemeral and long-term secret keys. Our security model for authenticated key
exchange is defined in the spirit of Bellare and Rogaway [3] and Canetti and
Krawcezyk [11] by an experiment in which the adversary is given many corrup-
tion powers for various key exchange sessions and must solve a challenge on a
test session. We extend adversarial capabilities to the following extent: the only
corruption powers we do not give an adversary in the experiment are those that
would trivially break an AKE protocol. We also define a new AKE protocol
which is secure in our new model.

More specifically, in an authenticated key exchange protocol, two parties ex-
change information and compute a secret key as a function of at least four pieces
of secret information: their own long-term (static) and ephemeral secret keys
and the other party’s long-term and ephemeral secret keys. Of the four pieces of

W. Susilo, J.K. Liu, and Y. Mu. (Eds.): ProvSec 2007, LNCS 4784, pp. 1-16, 2007.
© Springer-Verlag Berlin Heidelberg 2007



2 B. LaMacchia, K. Lauter, and A. Mityagin

information, we allow an adversary to reveal' any subset of the four which does
not contain both the long-term and ephemeral secrets of one of the parties. To ex-
plain this more precisely, we divide AKE test sessions (sessions which are subject
to attack by an adversary) into two types. In sessions of the first type (“passive”
sessions), the adversary does not cancel or modify communications between the
two parties. In sessions of the second type (“active” sessions), the adversary
may forge the communication of the second party. Another way to phrase the
distinction, as done by Krawczyk in the analysis of the HMQV protocol [12].
is whether the adversary actively intervenes in the key exchange session or is a
passive eavesdropper.

In addition to distinguishing between passive and active sessions, we identify
which pieces of secret information the adversary can reveal without being able
to trivially break the AKE protocol (compute the session key for any AKE
protocol). In both types of sessions, if an adversary can reveal the long-term and
the ephemeral secret keys of one of the parties in the session, then the adversary
can trivially compute a session key as it has all the secret information of one of
the legitimate parties in the session.

For passive sessions, an adversary may reveal both ephemeral secret keys,
both long-term secret keys, or one of each from the two different parties without
trivially breaking the protocol. Thus security in our model implies weak Per-
fect Forward Secrecy, defined by Krawczyk to be security against revelation of
long-term secret keys after the session is completed (without active adversarial
intervention in the session establishment).

For active sessions, the adversary may forge communications from one of the
parties. Thus, if the adversary can also reveal the long-term secret key of that
same party, then the adversary can trivially compute the session key. The same
argument was used by Krawczyk to show that no 2-round AKE protocol can
achieve full perfect forward secrecy (PFS). Still, an adversary can reveal a long-
term secret key or ephemeral secret key of the other party without trivially
breaking the session. So for another example. our extension to the Canetti-
Krawczyk model also implies security against Key Compromise Impersonation
(KCI) attacks, where the adversary first reveals a long-term secret of a party
and then impersonates others to this party.

Considering attacks involving both types of sessions, it is natural to define a
single security model which captures all of them. In our model, in passive test
sessions we allow the adversary to reveal any subset of the four pieces of secret
information which does not contain both the long-term and ephemeral secrets of
one of the parties. In active test sessions, we allow the adversary to reveal only
the long-term secret or the ephemeral secret key of the party which is executing
the test session. In our security experiment, a test session is still considered clean
even if the adversary has revealed any of the allowable combinations of secret
keys of the two parties.

! We say that an adversary “reveals” a piece of secret information when that adversary
chooses to learn the value of that information by performing the corresponding key
reveal query as defined in Section 3.2.
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Security in this extended Canetti-Krawczyk model also implies security
against a number of other attacks not covered by the Canetti-Krawczyk model
(see Section 2.2). In a sense, our model is just an extension of an instance of
the Canetti-Krawczyk model, since we define the session state of a party to be
the ephemeral secret key. On the other hand, some instance of the Canetti-
Krawczyk model must be chosen when considering the security of any pro-
tocol, since the definition of the session-state reveal query must be specified,
and our model is stronger than a model which does not include the ephemeral
secret key as part of the session state for the session state reveal query. In
addition, the Canetti-Krawczyk model does not allow the adversary to attack
sessions against which a session state reveal query has been made. They con-
sider such sessions broken, while our definition covers the security of these par-
tially corrupted sessions. Krawczyk does extend the model in [12], but still some
attacks are not covered because those sessions are not considered clean. Our
model extends the notion of a clean session further, giving the adversary more
power to reveal long-term and ephemeral secret keys. Our motivation to in-
clude revelations of ephemeral secret keys in the model comes from “practical”
(i.e. engineering) considerations and scenarios such as active adversarial attacks
or compromise of the random number generator (RNG) used by one of the
parties.

We stress that our extension of the security model allows the adversary to
register arbitrary public keys for adversary-controlled parties without any checks
such as proof-of-possession done by the certificate authority. In contrast, some
of the protocols in the literature [13,14] were proved secure assuming that the
key registration is done honestly. Namely, that initially a trusted party generates
keys for all, even adversary-controlled parties.

Finally, we present a new AKE protocol, called NAXOS, which provably meets
our definition of AKE security. We prove the security of NAXOS under the
standard Gap Diffie-Hellman assumption. We also improve the concrete security
of NAXOS under the related Pairing Diffie-Hellman assumption. A version of
the NAXOS protocol with key confirmation is also possible.

In Figure 1 we compare the efficiency and security of NAXOS with four other
recent authenticated key exchange protocols: HMQV., KEA+ [15], protocol 783
by Jeong, Katz and Lee [13] and Kudla-Paterson [14]2. The second column in the
table, “Efficiency,” lists the relative efficiency of the protocol as measured by the
number of exponentiations executed by one party. (Communication costs in all of
these protocols, except for Jeong-Katz-Lee, is the same as in the original Diffie-
Hellman protocol.) Column 3, “Key Registration,” specifies whether adversary-
controlled parties can register arbitrary public keys or if honest key-registration is
assumed. The fourth column, labeled “Ephemeral,” indicates whether an adver-
sary is allowed to reveal ephemeral secret information of the parties. Column 5 lists

? Kudla and Paterson [14] define partnership via matching session identifiers (computed
by the parties), although for their protocol this appears to be equivalent to matching
conversations.
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Protocol Effic.| Key Reg.|Ephemeral|Security Assumptions

NAXOS 1 |Arbitrary yes Extended CK GDH (or PDH) + RO

HMQV 2.5 |Arbitrary yes CK + wPFS + KCI|GDH + KEA1 + RO

KEA+ 3 |Arbitrary yes CK 4+ wPFS + KCI|GDH (or PDH) + RO
Jeong-Katz-Lee| 3 Honest no BR + wPFS DDH + secure MACs
Kudla-Paterson| 3 Honest no BR + KCI GDH + RO

Fig. 1. Comparison of recent AKE protocols

the security model for each protocol®. Finally, the sixth column (“Assumptions™)
lists the security assumptions upon which each protocol depends?. We refer the
reader to Chapter 7 of [6] for a good overview of Diffie-Hellman assumptions.

We begin with a brief review in Section 2 of the Canetti-Krawczyk security
model and discuss some attacks not covered by their definition in Section 2.2. We
introduce our extension of the Canetti-Krawczyk security model in Section 3. In
Section 4 we describe the NAXOS protocol and prove its security in the extended
model.

2 Previous Models

2.1 Overview of the Canetti-Krawczyk Model

The Canetti-Krawczyk security model is among a family of security models for
authenticated key exchange that includes those of Bellare and Rogaway [3.5]
and Bellare, Pointcheval and Rogaway [2]. We refer the reader to Choo et al.
(9] for a concise summary of the differences among these various models. We
give a high-level overview of the Canetti-Krawczyk model and introduce some
notation which will be useful later in the paper. We remark that the model
we describe differs from the original definition in that we use session identifiers
defined via matching conversations. The same definition was used by Krawczyk
when analyzing the security of the HMQV protocol [12] and it is now a commonly
used variant of the Canetti-Krawczyk model.

The AKE security experiment involves multiple honest parties and an adver-
sary M connected via an unauthenticated network. The adversary selects parties
to execute key-exchange sessions and selects an order in which the sessions will
be executed. Actions the adversary is allowed to perform include taking full

3 CK denotes Canetti-Krawczyk security without perfect forward secrecy, assuming
that partnership is defined via matching conversations. BR denotes the Bellare-
Rogaway model [3], which appears to be equivalent to the Canetti-Krawczyk model
with no ephemeral reveals allowed and key-registration done honestly [9]. KCI denotes
security against key-compromise impersonation. wPFS denotes weak perfect forward
secrecy. Extended CK denotes our extension of the Canetti-Krawczyk model.

RO - random oracle model [4], DDH — Decisional Diffie-Hellman, GDH — Gap Diffie-
Hellman [17], PDH - Pairing Diffie-Hellman [15] and KEA1 ~ knowledge of exponent
assumption [1].
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control of any party (a Corrupt query), revealing the session key of any session
(a Reveal query), or revealing session-specific secret information of any session
(a Session-State Reveal query).

We stress that an AKE session is executed by a single party: since all commu-
nication is controlled by an adversary, a party executing a session cannot know
for sure with whom it is communicating. The party executing the session is called
the owner of the session and the other party is called the peer. The matching
session to an AKE session (by the owner with the peer) is the corresponding
AKE session which is supposed to be executed by the peer with the owner.
The matching session might not exist if the communications were modified by
the adversary. The session identifier of an AKE session consists of the parties’
identities concatenated with messages they exchanged in the session®. In [12], a
completed session is definied to be “clean” if the session as well as its matching
session (if it exists) is not corrupted (neither session key nor session state were
revealed by M) and if none of the participating parties were corrupted.

At some point in the experiment, the adversary is allowed to make one Test
query: it can select any clean completed session (called the test session) and it
is given a challenge which consists either of the session key for that session or a
randomly selected string. The adversary’s goal is to guess correctly which of the
cases was selected.

Additionally, the Canetti-Krawczyk [11] definition has an optional perfect for-
ward secrecy (PFS) requirement. In the variant of Canetti-Krawczyk security with
PFS, the adversary is allowed to corrupt a participant of the test session (either
owner or peer) after the test session is completed. As noted by Krawczyk [12],
the PFS requirement is not relevant for 2-round AKE protocols since no 2-round
protocol can achieve PFS. Krawczyk introduced the notion of weak perfect forward
secrecy (wPFS) which can be achieved by 2-round protocols and which he demon-
strated is achieved by HMQV [12]. Weak PFS guarantees perfect forward secrecy
only for those AKE sessions where the adversary didn’t modify communications
between the parties. (Using the above terminology, the matching session exists for
the test session and both test and matching sessions are clean.)

2.2 Attacks Not Covered by the Existing Definitions

We point out several attacks which are not captured by the previous defini-
tions and explain which components of the Canetti-Krawczyk model prohibit
these attacks from being considered. First, we observe that although the adver-
sary is allowed to reveal the session state of the parties, he is not allowed to
make Session-State Reveal queries against the session he wants to attack (the
test session). That is, existing security models do not provide any security guar-
antees for a session if the ephemeral secret key of either party has been leaked.
While Krawezyk ([12]) extends the Canetti-Krawczyk model by making a defini-
tion of clean session that allows him to consider resistance to Key Compromise

® We remark that for protocols, where participants do not have full view of the mes-
sages exchanged (for example, see [10]), it might not be possible to define such session
identifiers.
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Impersonation (KCI) attacks and achieve weak Perfect Forward Secrecy (wPFS),
this extension still does not include attacks such as revelation of both ephemeral
secret keys or both long-term secret keys. Krawczyk does consider resistance to
revelation of both ephemeral secret keys separately, and proves HMQV secure
against this attack under the stronger assumptions of GDH and KEA1.

Second, when the adversary corrupts an honest party, he takes full control over
this party and reveals all its secret information. This definition of the Corrupt
query does not allow attacks where the adversary reveals a long-term secret key
of some party prior to the time when that party executes the test session. Here
we summarize some attacks which are not allowed by the Canetti-Krawczyk
model but are permitted under our new definition:

— Key-compromise impersonation (KCI) attack [7,12]: the adversary reveals a
long-term secret key of a party and then impersonates others to this party.

— An adversary reveals the ephemeral secret key of a party and impersonates
others to this party.

— Two honest parties execute matching sessions, and the adversary reveals the
ephemeral secret keys of both of the parties and tries to learn the session
key.

— Two honest parties execute matching sessions. The adversary reveals the
ephemeral secret key of one party, the long-term secret key of the other
party and tries to learn the session key

— Two honest parties execute matching sessions. The adversary reveals the
long-term keys of both of the parties prior to the execution of the session
and tries to learn the session key.

3 Definitions

3.1 Motivation for Our Security Definition

We modify the Canetti-Krawczyk model in the definition of adversarial power
and in the notion of cleanness of the test session. Specifically, we replace the
Session-State Reveal query with an “Ephemeral Key Reveal” query which reveals
the ephemeral secret key of the party. Additionally, we give the adversary the
power to reveal a long-term secret key, by making a Long-Term Key Reveal query,
without corrupting the party. We remove the Corrupt query as it is no longer
necessary: the adversary can achieve the same result as the Corrupt query by
revealing all the secret information of the party through Long-Term Key Reveal,
Ephemeral Key Reveal and Reveal queries and by computing everything on behalf
of that party. We also modify the definition of a “clean session” by allowing the
adversary to reveal the maximum possible amount of data. We disallow only
those corruptions which allow the adversary to trivially break any AKE protocol.

We classify the test sessions as either “passive” or “active” depending on
whether the adversary is able to cancel or modify the information sent between
two honest participants. Formally, passive sessions are those where the matching



