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Preface

SAC 2001, the eighth annual workshop on selected areas in cryptography, was
held at the Fields Institute in Toronto, Ontario, Canada. Previous SAC work-
shops were held at Queen’s University in Kingston (1994, 1996, 1998, and 1999),
at Carlton University in Ottawa (1995 and 1997) and at the University of Water-
loo (2000). The conference was sponsored by the center for applied cryptographic
research (CACR) at the University of Waterloo, Certicom Corporation, Com-
munications and Information Technology Ontario (CITO), Ecole Polytechnique
Fédérale de Lausanne, Entrust Technologies, and ZeroKnowledge. We are grate-
ful to these organizations for their support of the conference.

The current SAC board includes Carlisle Adams, Doug Stinson, Ed Dawson,
Henk Meijer, Howard Heys, Michael Wiener, Serge Vaudenay, Stafford Tavares,
and Tom Cusick. We would like to thank all of them for giving us the mandate
to organize SAC 2001.

The themes for SAC 2001 workshop were:

— Design and analysis of symmetric key cryptosystems.

— Primitives for private key cryptography, including block and stream ciphers,
hash functions, and MACs.

— Efficient implementations of cryptographic systems in public and private key
cryptography.

— Cryptographic solutions for web and internet security.

There were 57 technical papers submitted to the conference from an inter-
national authorship. Every paper was refereed by at least 3 reviewers and 25
papers were accepted for presentation at the conference. We would like to thank
the authors of all the submitted papers, both those whose work is included in
these proceedings, and those whose work could not be accommodated.

In addition to these 25 papers, two invited presentations were given at the
conference: one by Moti Yung from CertCo, USA, entitled “Polynomial Recon-
struction Based Cryptography ” and the other by Phong Nguyen from the Ecole
Normale Supérieure, France, entitled “The two faces of lattices in cryptology”.
Thanks to both Moti and Phong for their excellent talks and for kindly accepting
our invitation.

The program committee for SAC 2001 consisted of the following members:
Stefan Brands, Matt Franklin, Henri Gilbert, Howard Heys, Hideki Imai, Shiho
Moriai, Kaisa Nyberg, Rich Schroeppel, Doug Stinson, Stafford Tavares, Serge
Vaudenay, Michael Wiener, Amr Youssef , and Yuliang Zheng.

On behalf of the program committee we would like to thank the following
sub-referees for their help in the reviewing process: Joonsang Baek, Guang Gong,
Ian Goldberg, Darrel Hankerson, Keiichi Iwamura, Mike Just, Masayuki Kanda,
Liam Keliher, Mira Kim, Kazukuni Kobara, Frédéric Légaré, Henk Meijer, Al-
fred John Menezes, Miodrag Mihaljevic, Ulf Méller, Dalit Naor, Daisuke No-
jiri, Mohammad Ghulam Rahman, Palash Sarkar, Akashi Satoh, Junji Shikata,
Takeshi Shimoyama, Ron Steinfeld, Anton Stiglic, Edlyn Teske, Yodai Watan-
abe, Huapeng Wu, Daichi Yamane, and Robert Zuccherato.



VI Preface

We would like to thank all the people involved in organizing the conference.
In particular we would like to thank Pascal Junod for his effort in making the
reviewing process run smoothly. Special thanks are due to Frances Hannigan
for her help in the local arrangements and for making sure that everything ran
smoothly during the workshop. Finally we would like to thank all the partici-
pants of SAC 2001.

August 2001 Serge Vaudenay and Amr Youssef
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Weaknesses in the Key Scheduling Algorithm
of RC4

Scott Fluhrer!, Itsik Mantin?, and Adi Shamir?

! Cisco Systems, Inc.,
170 West Tasman Drive, San Jose, CA 95134, USA
sfluhrer@cisco.com
2 Computer Science department, The Weizmann Institute,
Rehovot 76100, Israel
{itsik,shamir}Qwisdom.weizmann.ac.il

Abstract. In this paper we present several weaknesses in the key schedul-
ing algorithm of RC4, and describe their cryptanalytic significance. We
identify a large number of weak keys, in which knowledge of a small
number of key bits suffices to determine many state and output bits
with non-negligible probability. We use these weak keys to construct
new distinguishers for RC4, and to mount related key attacks with prac-
tical complexities. Finally, we show that RC4 is completely insecure in a
common mode of operation which is used in the widely deployed Wired
Equivalent Privacy protocol (WEP, which is part of the 802.11 standard),
in which a fixed secret key is concatenated with known IV modifiers in
order to encrypt different messages. Our new passive ciphertext-only at-
tack on this mode can recover an arbitrarily long key in a negligible
amount of time which grows only linearly with its size, both for 24 and
128 bit IV modifiers.

1 Introduction

RC4 is the most widely used stream cipher in software applications. It was
designed by Ron Rivest in 1987 and kept as a trade secret until it leaked out in
1994. RC4 has a secret internal state which is a permutation of all the N —= 27
possible n bits words, along with two indices in it. In practical applications n = 8,
and thus RC4 has a huge state of log(2®! x (28)2) & 1700 bits.

In this paper we analyze the Key Scheduling Algorithm (KSA) which derives
the initial state from a variable size key, and describe two significant weaknesses
of this process. The first weakness is the existence of large classes of weak keys,
in which a small part of the secret key determines a large number of bits of
the initial permutation (KSA output). In addition, the Pseudo Random Gen-
eration Algorithm (PRGA) translates these patterns in the initial permutation
into patterns in the prefix of the output stream, and thus RC4 has the undesir-
able property that for these weak keys its initial outputs are disproportionally
affected by a small number of key bits. These weak keys have length which is

S. Vaudenay and A. Youssef (Eds.): SAC 2001, LNCS 2259, pp. 1-24, 2001.
© Springer-Verlag Berlin Heidelberg 2001



2 Scott Fluhrer, Itsik Mantin, and Adi Shamir

divisible by some non-trivial power of two, i.e., £ = 29m for some ¢ > 0. When
RC4,, uses such a weak key of ¢ words, fixing n + gq(¢ — 1) + 1 bits of K (as a
particular pattern) determines ©(gN) bits of the initial permutation with prob-
ability of one half and determines various prefixes of the output stream with
various probabilities (depending on their length).

The second weakness is a related key vulnerability, which applies when part
of the key presented to the KSA is exposed to the attacker. It consists of the
observation that when the same secret part of the key is used with numerous
different exposed values, an attacker can rederive the secret part by analyzing
the initial word of the keystreams with relatively little work. This concatena-
tion of a long term secret part with an attacker visible part is a commonly used
mode of RC4, and in particular it is used in the WEP (Wired Equivalent Pri-
vacy) protocol, which protects many wireless networks. Our new attack on this
mode is practical for any key size and for any modifier size, including the 24 bit
recommended in the original WEP, and the 128 bit recommended in the revised
version WEP2.

The paper is organized in the following way: In Section 2 we describe RC4
and previous results about its security. In Section 3 we consider a slightly mod-
ified variant of the Key Scheduling Algorithm, called KSA*, and prove that a
particular pattern of a small number of key bits suffices to completely determine
a large number of state bits. Afterwards, we show that this weakness of KSA*,
which we denote as the invariance weakness, exists (in a weaker form) also in
the original KSA. In Section 4 we show that with high probability, the patterns
of initial states associated with these weak keys also propagate into the first
few outputs, and thus a small number of weak key bits determine a large num-
ber of bits in the output stream. In Section 5 we describe several cryptanalytic
applications of the invariance weakness, including a new type of distinguisher.
In Sections 6 and 7 we describe the second weakness, which we denote as the
IV weakness, and show that a common method of using RC4 is vulnerable to
a practical attack due to this weakness. In Section 8, we show how both these
weaknesses can separately be used in a related key attack. In the appendices, we
examine how the IV weakness can be used to attack a real system (appendix A),
how the invariance weakness can be used to construct a ciphertext-only distin-
guisher and to prove that RC4 has low sampling resistance (appendices B and
C), and how to derive the secret key from an early permutation state (appendix
D).

2 RC4 and Its Security

2.1 Description of RC4

RC4 consists of two parts (described in Figure 1): A key scheduling algorithm
KSA which turns a random key (whose typical size is 40-256 bits) into an initial

! Here and in the rest of the paper £ is the number of words of K, where each word
contains n bits.
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KSA(K) PRGA(K)
Initialization: Initialization:
Fori=0...N -1 i=0
Sli] =4 j=0
j=0 Generation loop:
Scrambling: i=1+1
Fori=0...N -1 ji=37+S[
j =3 + Sli] + Kli mod ¢ Swap(S[il, S[j])
Swap(S[i], S[j]) Output z = S[S[i] + S[4]]

Fig. 1. The Key Scheduling Algorithm and the Pseudo-Random Generation Algorithm

permutation S of {0,..., N — 1}, and an output generation part PRGA which
uses this permutation to generate a pseudo-random output sequence.

The PRGA initializes two indices 7 and j to 0, and then loops over four
simple operations which increment 7 as a counter, increment j pseudo randomly,
exchange the two values of S pointed to by ¢ and j, and output the value of S
pointed to by S[i] + S[j]?. Note that every entry of S is swapped at least once
(possibly with itself) within any N consecutive rounds, and thus the permutation
S evolves fairly rapidly during the output generation process.

The KSA consists of N loops that are similar to the PRGA round operation.
It initializes S to be the identity permutation and ¢ and j to 0, and applies the
PRGA round operation N times, stepping 7 across S, and updating j by adding
S[i] and the next word of the key (in cyclic order).

2.2 Previous Attacks on RC4

Due to the huge effective key of RC4, attacking the PRGA seems to be infea-
sible (the best known attack on this part requires time that exceeds 2799). The
only practical results related to the PRGA deal with the construction of dis-
tinguishers. Fluhrer and McGrew described in [FMO00] how to distinguish RC4
outputs from random strings with 23° data. A better distinguisher which re-
quires 2® data was described by Mantin and Shamir in [MS01]. However, this
distinguisher could only be used to mount a partial attack on RC4 in broadcast
applications.

The fact that the initialization of RC4 is very simple stimulated considerable
research on this mechanism of RC4. In particular, Roos discovered in [Ro095] a
class of weak keys that reduces their effective size by five bits, and Grosul and
Wallach showed in [GWO00] that for large keys whose size is close to N words,
RC4 is vulnerable to a related key attack.

2 Here and in the rest of the paper all the additions are carried out modulo N
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More analysis of the security of RC4 can be found in [KMP*98], [Gol97] and
[MT98].

3 The Invariance Weakness

Due to space limitations we prove here the invariance weakness only for a sim-
plified variant of the KSA, which we denote as KSA* and describe in Figure 2.
The only difference between them is that KSA* updates ¢ at the beginning of
the loop, whereas KSA updates i at the end of the loop. After formulating and
proving the existence of this weakness in KSA*, we describe the modifications
required to apply this analysis to the real KSA.

3.1 Definitions

We start the round numbering from 0, which means that both KSA and KSA*
have rounds 0, ..., N —1. We denote the indices swapped in round r by i, and j,,
and the permutation S after swapping these indices is denoted as S,.. Notice that
by using this notation, i, = r in the real KSA. However, in KSA* this notation
becomes somewhat confusing, when i, = r + 1. For the sake of completeness, we

can say that j_; = 0, S_; is the identity permutation and i_; = {51 ggﬁ* .

Definition 1. Let S be a permutation of {0,...,N — 1}, t be an indezx in S and

. . od b F . .
b be some integer. Then if S[t] = t, the permutation S is said to b-conserve

the index t. Otherwise, the permutation S is said to b-unconserve the indez t.

Definition 2. A permutation S of {0,..., N — 1} is b-conserving if I;(S) = N,
and is almost b-conserving if I,(S) > N — 2.

KSA(K)® KSA*(K)
Fori=0...N -1 Fori=0...N -1
Sl =1 S[i] =1
1=0 1=0
i=0 i=0

Repeat N times
Jj =7+ 8[i]+ K[i mod ¢
Swap(S[il, S[j))
i=1+1

Repeat N times
1=1+4+1
Jj =3+ S[] + K[i mod ¢
Swap(S[1], S[5])

* KSA is rewritten in a way which clarifies its relation to KSA*

Fig. 2. KSA vs. KSA*
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We denote the number of indices that a permutation b-conserves as [(.S). To
simplify the notation, we often write I, instead of I;(.S;).

Definition 3. Let b, ¢ be integers, and let K be an ¢ word key. Then K is called
a b-exact key if for any indexr, K[r mod ¢] = (1—7) (mod b). In case K[0] =1
and MSB(K|1]) =1, K is called a special b-exact key.

Notice that for this condition to hold, it is necessary (but not sufficient) that
b|e.

3.2 The Weakness

Theorem 1. Let ¢ < n and ¢ be integers and b 4l 94, Suppose that b | £ and
let K be a b-ezxact key of £ words. Then the permutation S = KSA*(K) is
b-conserving.

Before getting to the proof itself, we will prove an auxiliary lemma
Lemma 1. Ifi,y1 = jr41 (mod b), then I = ..

Proof. The only operation that might affect S (and maybe I) is the swapping
operation. However, when ¢ and j are equivalent ( mod b) in round r + 1, S, 4
b-conserves position i,y (jr41) if and only if S, b-conserved position j, ().
Thus the number of indices S b-conserves remains the same.

Proof. (of Theorem 1) We will prove by induction on = that for any —1 < r <
N —1, it turns out that ¢, = j, (mod b) and I,(S,) = N and . This in particular
implies that Iy_; = N, which makes the output permutation b-conserving.

For r = —1 (before the first round), the claim is trivial because i_; = j_; =0
and S_; is the identity permutation which is b-conserving for every b. Suppose
that j, =4, and S, is b-conserving. Then i,4; = i, + 1 and
r . . . mod b , . ; 3 :
Ir+1 :]r+Sr[ZT+1]+K['Lr+l mod e] = Z'r"'zr—}-l"'(1_17‘-{—1) =i, +1 =1r41
Thus, i;11 = jr41 (mod b) and by applying Lemma 1 we get I, = I, = N
and therefore S, is b-conserving.

KSA* thus transforms special patterns in the key into corresponding pat-
terns in the initial permutation. The fraction of determined permutation bits is
proportional to the fraction of fixed key bits. For example, applying this result
to RC4,-g¢=¢ and ¢ = 1, 6 out of the 48 key bits completely determine 252
out of the 1684 permutation bits (this is the number of bits encapsulated in the
LSBs).

3.3 Adjustments to KSA

The small difference between KSA* and KSA (see Figure 2) is essential in that
KSA, applied to a b-exact key, does not preserve the equivalence ( mod b) of 4
and j even after the first round. Analyzing its execution on a b-exact key gives

mod b mod b

j0=j—1+S—1[i0]+K[io]=0+S_1[0]+K[0]:K[O] =1 % 0=4

[°%
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and thus the structure described in Section 3.2 cannot be preserved by the cyclic
use of the key words. However, it is possible to adjust the invariance weakness
to the real KSA, and the proper modifications are formulated in the following

theorem:

Theorem 2. Let ¢ < n and £ be integers and b %S 99, Suppose that b | £ and let
K be a special b-ezxact key of ¢ words. Then

Prl[KSA(K) is almost b-conserving] > 2/5

where the probability is over the rest of the key bits.

Due to space limitations, the formal proof of this theorem (which is based
on a detailed case analysis) will appear only in the full version of this paper.
However, we can explain the intuition behind this theorem by concentrating on
the differences between Theorems 1 and 2, which deal with KSA* and KSA
respectively. During the first round, two deviations from KSA* execution oc-
cur. The first one is the non-equivalence of ¢ and j which is expected to cause
non-equivalent entries to be swapped during the next rounds, thus ruining the
delicate structure that was preserved so well during KSA* execution. The sec-
ond deviation is that S b-unconserves two of the indices, i = 0 and jo = K|[0].
However, we can cancel the ¢j discrepancy by forcing K[0] (and jo) to 1. In this
case, the discrepancy in S[jo] (S[1]) causes an improper value to be added to j in
round 1, thus repairing its non-equivalence to 7 during this round. At this point
there are still two unconserved indices, and this aberration is dragged across
the whole execution into the resulting permutation. Although these corrupted
entries might interfere with j updates, the pseudo-random j might reach them
before they are used to update j (i.e., before ¢ reaches them), and send them
into a region in S where they cannot affect the next values of j3. The proba-
bility of this lucky event is amplified by the fact that the corrupted entries are
iop = 0 which is not touched (by ) until the termination of the KSA due to its
distance from the current location of i, and j; = 1 + K[1] > N/2 (recall that
MSB(K[1]) = 1), that is far the position of i (i = 1), which gives j many
opportunities to reach it before i does. The probability of N/2 pseudo random
J’s to reach an arbitrary value can be bounded from below by 2/5, and extensive
experimentation indicates that this probability is actually close to one half.

4 Key-Output Correlation

In this section we will analyze the propagation of the weak key patterns into the
generated outputs. First we prove Claim 4 which deals with the highly biased
behavior of a significantly weakened variant of the PRGA (where the swaps are
avoided), applied to a b-conserving permutation. Next, we will argue that the

3 if a value is pointed to by j before the swap, it will not be used as S[i] (before the
swap) for at least N — 1 rounds, and in particular it will not affect the values of J
during these rounds.



