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Preface
ﬁ

Application security is a relatively new, yet very exciting field. It is being driven by
a number of open source, government, regulatory, and industry organizations, but
the need for application security is, sadly enough, the fact that software continues
to be developed that isn’t secure. For example, buffer overflows continue to plague
software development despite the fact that buffer overflows and the methods for
preventing them have been known for more than 20 years. The author believes
that the primary reasons that secure software hasn’t been developed lies with two
factors:

B First, software development teams have not been sufficiently trained in how to
identify vulnerabilities associated with their software development projects.

® Second, software development teams falsely believe that if perimeter security
controls are in place, then the software they develop will also be secure, or at
least will not affect the perimeter security.

The author was one of those developers who believed that as long as perimeter
security (i.e., firewalls, intrusion detection and prevention, anti-virus, etc.) was in
place, flaws in his code could not possibly affect the security of that perimeter. That
may have been the case when applications were primarily mainframe- or client/
server-based. However, the paradigm shifted with the introduction of Web-based
applications, as the author painfully discovered.

Traditional firewalls must let Web-based traffic through the perimeter in order
for Web-based applications to function. Therefore any attacker who can exploit
flaws in the code of a Web application is already within the perimeter! There are
additional controls that may be added to secure this perimeter including applica-
tion and database firewalls, but many organizations have not yet recognized the
need for such controls, as headlines sadly continue to point out. When you couple
this with the fact that organizations are often slow to adopt new security controls
because security is often seen as another expense, it becomes even more imperative
for software development teams to understand the vulnerabilities associated with
their software development efforts.
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The author believes that education is truly the key. Software development
teams, including project managers, technical analysts, business analysts, business
managers, developers, quality assurance analysts, and testers must all be aware of
the vulnerabilities that could plague any software development effort. However,
with more than 3400 new vulnerabilities discovered in the first half of 2007 alone,
this becomes an almost impossible task.

That is why the author believes in the process of assessing risks within the soft-
ware development process. Through techniques such as threat modeling, software
development teams can quickly begin to learn how to measure the risk associated
with their software development projects. Once potential risks are understood man-
agement can at least make informed decisions on how to deal with those risks.

It is the sincere hope of the author that you can improve the security of the applica-
tions that you develop by following the techniques outlined in this book.
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Chapter 1
—

Current Trends In

Application Security
T —

Information is among the most important assets in any organization. Organiza-
tions are constantly building more complex applications to help them accomplish
their mission; they are entrusting their sensitive information assets to those appli-
cations. But are those information assets secure as they are transmitted, modified,
stored, and displayed by those applications? One only has to look at today’s head-
lines to realize that information stored by organizations is not as secure as it could,

or should, be.

1.1 Recent Data Security Breaches

Let’s look at some of the recent data security breaches in the news today:

® July 27th, 2007: City Harvest, New York. Improper access to systems that
contained donor credit card information resulted in the improper exposure of
approximately 12,000 records.

B July 26th, 2007: Names and Social Security numbers of 10,554 U.S. Marines
were found through the Google Internet search engine.

B July 25th, 2007: The private medical information, including Social Security
numbers and treatment details of 25 people who sought medical assistance
from the county was posted on the Hidalgo County, Texas Web site.
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B July 24ch, 2007: A security lapse compromised names, addresses, and Social
Security numbers of more than 51,000 employees and patients of St. Vin-
cent’s Hospital in Indianapolis, Indiana.

® July 23rd, 2007: A security hole on a Fox News Web server exposed sensitive
content to the public, including log-in information that allowed hackers to
access names, phone numbers, and e-mail addresses of at least 1.5 million
people.

® July 21st, 2007: University of Michigan databases were hacked. More
than 5500 names, addresses, Social Security numbers, birth dates, and in
some cases, the school districts where former students were teaching were
exposed.

B July 20th, 2007: A Pentagon contractor may have compromised personal
information, such as names, addresses, birth dates, Social Security numbers,
and health information about 580,000 military personnel and their relatives
because it did not encrypt data transmitted online.

These incidents represent just one week’s worth of recent incidents reported by
the Privacy Rights Clearinghouse (PRC) (http://www.privacyrights.org/) with a
grand total of 2,159,079 records that were potentially compromised. The PRC has
reported a total of 218,621,856 compromised records since the beginning of 2005.
In reality, the number is probably much larger, because for many of the breaches
listed by the PRC, the number of records actually compromised is unknown, and
there are many data breaches that go unreported.

By conservative estimates at least 230 million records held by private compa-
nies, private and public organizations, universities, state and local governments,
and the federal government have been compromised over the past three years.
How were these records compromised? What security controls have failed to pro-
tect this valuable resource called information? The answer is that many differ-
ent controls have failed. Some breaches are caused by the simple loss or theft of
media containing confidential information. Theft (or misplacement) of laptops,
hard drives, flash drives, backup tapes, and CD/DVD ROM account for many of
the data breaches. Still others are caused by operator error, improperly configured
or protected systems, improperly or poorly trained people, and transmission of
information in the clear or just plain ignorance. Finally, many of these record
losses can be attributed at least indirectly to poor, inconsistent, or nonexistent
application security.

What is application security? Inasmuch as this book is about secure software
development—which means that it is really all about application security—a defi-
nition is in order.



