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Preface

The 7th International Workshop on Information Security Applications (WISA
2006) was held on Jeju Island, Korea during August 28-30, 2006. The workshop
was sponsored by the Korea Institute of Information Security and Cryptology
(KIISC), the Electronics and Telecommunications Research Institute (ETRI)
and the Ministry of Information and Communication (MIC).

WISA aims at providing a forum for professionals from academia and industry
to present their work and to exchange ideas. The workshop covers all technical
aspects of security applications, including cryptographic and non-cryptographic
techniques.

We were very pleased and honored to serve as the Program Committee
Co-chairs of WISA 2006. The Program Committee received 146 papers from
11 countries, and accepted 31 papers for the full presentation track and 18 pa-
pers for a short presentation track. The papers were selected after an extensive
and careful refereeing process in which each paper was reviewed by at least three
members of the Program Committee.

In addition to the contributed papers, the workshop had three special talks.
Moti Yung gave a tutorial talk, entitled “Phishing and Authentication in Banks.”
Sushil Jajodia and Seong G. Kong gave invited talks in the full presentation
track, entitled “Topological Analysis of Network Attack Vulnerability” and
“Imaging Beyond the Visible Spectrum for Personal Identification and Threat
Detection,” respectively. '

Many people deserve our gratitude for their generous contributions to the
success of the workshop. We would like to thank all the people involved in the
technical program and in organizing the workshop. We are very grateful to the
Program Committee members and the external referees for their time and efforts
in reviewing the submissions and selecting the accepted papers. We also express
our special thanks to the Organizing Committee members for their hard work
in organizing the workshop.

Last but not least, on behalf of all those involved in organizing the workshop,
we would like to thank all the authors who submitted papers to this workshop.
Without their submissions and support, WISA could not have been a success.

December 2006 Jae-Kwang Lee
Okyeon Yi
Moti Yung
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Abstract. This paper introduces a new concept called controllable ring
signature which is ring signature with additional properties as follow. (1)
Anonymous identification: by an anonymous identification protocol, the
real signer can anonymously prove his authorship of the ring signature
to the verifier. And this proof is non-transferable. (2) Linkable signature:
the real signer can generate an anonymous signature such that every one
can verify whether both this anonymous signature and the ring signature
are generated by the same anonymous signer. (3) Convertibility: the real
signer can convert a ring signature into an ordinary signature by reveal-
ing the secret information about the ring signature. These additional
properties can fully ensure the interests of the real signer. Especially,
compared with a standard ring signature, a controllable ring signature is
more suitable for the classic application of leaking secrets. We construct
a controllable ring signature scheme which is provably secure according
to the formal definition.

1 Introduction

The concept of ring signature was introduced by Rivest, Shamir and Tauman
in [17]. It enables any individual to spontaneously conscript arbitrarily n — 1
entities and generate a publicly verifiable 1-out-of-n signature on behalf of the
whole group (called a ring), yet the actual signer remains anonymous. Many
extensions of a standard ring signature, such as linkable ring signature [12],
convertible ring signature [10], separable ring signature [2,11], threshold ring
signature [3], ID-based ring signature [4], have been proposed in the litera-
ture. Ring signature and its variants have been used in many applications such
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as leaking secrets [17], designated verifier signature [17], anonymous identifica-
tion/authentication for ad hoc groups [3], e-voting [12], e-cash and attestation
in [18] and so on.

For the motivation of our new concept, we revisit the classic application of ring
signatures in leaking secrets. Suppose that Bob (also known as “Deep Throat”)
is a member of the cabinet of Lower Kryptonia, and that Bob wishes to leak
a juicy fact to a journalist about the escapades of the Prime Minister, in such
a way that Bob remains anonymous, yet such that the journalist is convinced
that the leak was indeed from a cabinet member. At a glance, it seems that a
standard ring signature can help Bob to perfectly complete this task: he signs the
message using a ring signature scheme on behalf of the whole cabinet. However,
the following cases will show that a standard ring signature is not enough for
leaking secrets in the real world.

(1) Suppose that another cabinet member Charlie is a good friend of the Prime
Minister. To help the Prime Minister, Charlie generates a ring signature on
an announcement. It states that he is the leaker and the previous published
story about the Prime Minister is not true but a political joke. Of course,
Bob’s ring signature and Charlie’s ring signature use the same “ring” — the
whole cabinet. Now, how can Bob prevent this impersonation?

(2) Suppose that the journalist is very interested in these leaked secrets and
wants to communicate with the real signer in order to discuss more details.
So the journalist publishes his telephone number and wants the real sign-
erto contact him through an anonymous phone call. How can Bob convince
the journalist that the anonymous call is from the real signer through a
untransferable proof?

(3) Suppose that Bob needs to publish further proofs for the escapades of the
Prime Minister. How can Bob make people believe that both the previous
secrets and these further proofs are leaked by the same anonymous cabinet
member?

(4) After the disgraced Prime Minister is disposed, Bob maybe wants to remove
the anonymity of the ring signature. In other words, how can Bob convert
the ring signature into a standard digital signature?

Roughly speaking, (2) motivate the topic of secure anonymous identification; (3)
can be captured by the notion of the linkability of anonymous signatures; (4)
can be formalized as the notion of convertibility of a ring signature.

1.1 Related Work

Some extensions of a standard ring signature can only partially solve the above
mentioned problems. In fact, the above problems were not so comprehensively
pointed out in existing literature. Now we briefly review these related work.
Linkable ring signatures proposed in [12] have some limitations for leaking
secrets. First, the schemes in [12] are not unconditionally but computationally
anonymous. Secondly, every one can deny a ring signature if he is not the real
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signer. Thirdly, the real signer can’t deny the ring signature generated by him-
self. In fact, in [12], the linkability of a ring signature was proposed mainly for
restricting the real signer. For example, a linkable ring signature can prevent a
ring member from generating two ring signatures on the message in the applica-
tions such as E-cash and E-voting. On the contrary, in the application of leaking
secrets, the attention should be focused on how to fully ensure the interests of
the real signer.

The convertible ring signature scheme proposed in [10] is the extension of a
ring signature scheme proposed in [17]. It deals with only the convertibility of the
ring signature scheme. And their construction cannot be trivially extended to
deal with the linkability and anonymous identification. Additionally, the authors
did not formalize the security model for the convertibility of ring signatures and
their analysis is too simple.

The modified ring signature in [17] can guarantee only the computational
anonymity. The proposed way can be used to show that a non-signer is not the
real signer. A similar way can be used to show who is the real signer. In fact, they
proposed a way to convert a ring signature to an ordinary signature. However,
it seems difficult to extend their way to deal with the properties of linkability
and anonymous authorship of a ring signature.

1.2 Contributions

Our contributions are twofold, as listed below. On the one hand, we revisit the
classic application of ring signatures in leaking secrets and point out a list of
practical problems unsolved by a standard ring signature. Motivated by these
problems, we formalize the new notion of controllable ring signature. It is a
useful cryptographic primitive which can fully ensure the interests of the real
signer and rightly restrict him as follows.

(1) The real signer remains unconditionally anonymous only if he himself
exposes his identity.

(2) Despite the unconditional anonymity, the real signer has enough powers to
control his signature in the sense that he can anonymously prove his authorship,
generate a linkable signature, and convert the controllable ring signature.

(3) Despite the full power to control his signature, the real signer is rightly
restricted since he is not able to generate a controllable ring signature and then
convince a third party that it is generated by others.

(4) Despite the unconditional anonymity, any other party (non-signer) cannot
abuse the anonymity. For example, there is no way for him to present the proof
that the ring signature is (or not) due to him.

On the other hand, we propose an efficient construction of a controllable ring
signature, which is based on the standard ring signature of Abe et al.[2]. And
the underlying paradigm may also be used to transform other standard ring
signatures to controllable ones.



