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Preface

The 4th International Conference on Cryptology and Network Security (CANS
2005) was held in Xiamen, Fujian Province, China, December 14-16, 2005. The
conference was sponsored by the Fujian Normal University and Fujian Digital
Certificate Authority Co. Ltd and was organized in cooperation with the Inter-
national Association for Cryptologic Research (IACR).

The first International Workshop on Cryptology and Network Security was
in Taipei, Taiwan, 2001. The second one was in San Francisco, California, USA,
September 26-28, 2002, and the third in Miami, Florida, USA, September
24-26, 2003. CANS 2005 was the first CANS with proceedings published in
the Lecture Notes in Computer Science series by Springer.

The Program Committee received 118 submissions, and accepted 28 papers
from which 1 withdrew and thus 27 papers were included in the proceedings.
The reviewing process took eight weeks, each paper was carefully evaluated by
at least three members from the Program Committee. We appreciate the hard
work of the members of the Program Committee and external referees who gave
many hours of their valuable time. Thanks to Carl Ellison, Goce Jakimoski, Bart
Preneel, Yongge Wang, Christopher Wolf and Shouhuai Xu, who acted as the
shepherds of 6 papers included in the proceedings.

In addition to the contributed papers, there were two invited talks:
Wenbo Mao spoke on “Research Issues in Network Security” — a practical
viewpoint; and Matt Franklin on “Research Issues in Network Security” — a
foundations viewpoint.

The best paper award was given to Hongbo Yu, Gaoli Wang, Guoyan Zhang
and Xiaoyun Wang for their joint paper: The Second-Preimage Attack on MD4.

We would like to thank all the people involved in organizing this confer-
ence. In particular we would like to thank the Chair of the Organizing Commit-
tee, Xu Li, and people from the School of Mathematics and Computer Science,
Fujian Normal University, for their time and efforts, as well as Vijayakrishnan
Pasupathinathan and Qingsong Ye for their excellent work on maintaining the
submission/reviewing software.

December 2005 Yvo Desmedt
Huaxiong Wang

Yi Mu

Yongqing Li
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The Second-Preimage Attack on MD4

Hongbo Yu, Gaoli Wang, Guoyan Zhang, and Xiaoyun Wang*

School of Mathematics and System Sciences,
Shandong University, Jinan 250100, China
yhb@mail.sdu.edu.cn, xywang@sdu.edu.cn

Abstract. In Eurocrypt’05, Wang et al. presented new techniques to
find collisions of Hash function MD4. The techniques are not only effi-
cient to search for collisions, but also applicable to explore the second-
preimage of MD4. About the second-preimage attack, they showed that
a random message was a weak message with probability 27!2? and it
only needed a one-time MD4 computation to find the second-preimage
corresponding to the weak message. A weak message means that there
exits a more efficient attack than the brute force attack to find its second-
preimage. In this paper, we find another new collision differential path
which can be used to find the second-preimage for more weak messages.
For any random message, it is a weak message with probability 2756,
and it can be converted into a weak message by message modification
techniques with about 22" MD4 computations. Furthermore, the original
message is close to the resulting message (weak message), i.e, the Ham-
ming weight of the difference for two messages is about 44.

Keywords: Hash function, collision differential path, second-preimage,
weak message.

1 Introduction

In 1990[1], Rivest introduced the hash function MD4 which is the first dedicated
hash function. After MD4, many hash functions such as MD5|2], HAVAL(3],
RIPEMD [4], SHA-0[5], SHA-1[6], SHA-256(7] were designed subsequently.

For a hash function h with inputs z, 2’ and outputs ¥, ¥, three potential
security properties should be satisfied:

1. Preimage resistance: for any pre-specified output Yy, it is computationally
infeasible to find an input z such that h(z) = y.

2. Second-preimage resistance: for any input z, it is computationally in-
feasible to find another input z’ such that h(z) = h(z')

3. Collision resistance: it is computationally infeasible to find any two dis-
tinct inputs z, 2’ with the same output, i.e., h(z) = h(z').

* Supported by the National Natural Science Foundation of China(NSFC Grant
No.90304009) and 973 Project( No.2004CB318000).

Y.G. Desmedt et al. (Eds.): CANS 2005, LNCS 3810, pp. 1-12, 2005.
© Springer-Verlag Berlin Heidelberg 2005
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The original design purpose of MD4 is that there is no better collision at-
tack than the birthday attack which should take about 26 MD4 computations
to find a collision, and no better attack than brute force attack which should
take 2128 MD4 computations to find a preimage corresponding to a pre-specified
hash-value or the second preimage corresponding to a given message. The exist-
ing attack reveals that MD4 fails to reach the designer’s goals both on collision
resistance and second-preimage resistance. In 1996, Dobbertin presented a suc-
cessful attack on MD4 which find a collision with probability 2722[8]. In 1998,
H.Doberrtin[9] showed that the first two (out of the total three) rounds of MD4
are not one-way. This means it is possible to find the preimage and the second-
preimage for the first two rounds of MD4. Wang et al. [11] described a new kind
of collision attack on the hash function MD4 and RIPEMD which is also applied
to break MD5(10], HAVAL-128(14], SHA-0[12] and SHA-1[13]. Simultaneously,
the collision attack on MD4 [11] can be used to explore the second-preimage
attack on MD4, and the main results are as follows:

1. A random message is a weak message with probability 27122, For a weak mes-
sage, it only needs a one-time MD4 computation to find a second-preimage
of the resulting hash value.

2. Any message M can be modified with the basic message modification tech-
niques. The resulting message M’ is a weak message with probability 223,
M and M’ are close and the Hamming weight of the difference for two mes-
sages is 50 on average.

3. Under the advanced message modification, any message M can be modified
into M’ which is a weak message with probability 272 to 275. However, the
Hamming weight of their difference increases quickly up to 110.

In this paper, we give a further research on the second-preimage attack on
MD4. Our results are as follows:

1. We find a new differential path which is efficient to find more weak messages.
Utilizing this path, any message M is a weak message with probability 2—56.
For a weak message, it only needs a one-time MD4 computation to find a
second-preimage.

2. For any message, we apply message modification techniques to convert it
into a weak message with 227 MD4 computations, the Hamming weight for
their difference is about 44.

The paper is organized as follows: In section 2, we describe MD4 details. In
section 3, we give some basic properties of nonlinear round functions for MD4
and some notations. Our main results are introduced in section 4. We summarize
the paper in section 5.

2 Description of MD4

The message digest algorithm MD4 takes a message of length less than 264 bits
and produces a 128-bit hash value. The input message is padded and then pro-
cessed in 512-bit blocks by Damgard/Merkle iterative structure. Each iteration
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invokes a compression function which takes a 128-bit chaining value and a 512-bit
message block and outputs another 128-bit chaining value. The initial chaining
value (called IV) is a set of fixed constants, and the final chaining value is the

hash value of the message.
MD4 has three rounds, and every round employs a round function. The three

round functions are defined as follows:

F(X,Y,Z)=(XAY)V(-X AZ)
G(X,Y,Z)=(XAY)V(XAZ)V (Y AZ)
HX)Y,Z)=XoY®Z

Here X,Y, Z are 32-bit words. The operations of three functions are all bitwise.
—X is the bitwise complement of X, A, ® and V are respectively the bitwise
AND, XOR and OR.

Each round of the compression function repeats 16 similar step operations,
and in each step, one of the four chaining variables a, b, ¢, d is updated. "< s” is
the circularly left-shift by s bit positions and ”>> s” is the circularly right-shift
by s bit positions.

po(a, b, c,d, mk, s) = ((a + F(b,c,d) + mx) mod 2%) < s
¢1(a, b, c,d, my, s) = ((a + G(b, c,d) + mi + 025a827999) mod 2°?) < s
pa2(a,b,c,d, my, s) = ((a+ H(b, c,d) + mg + 0xBed9ebal) mod 232) < s

The initial value for MD4 is defined as:
(a,b,c,d) = (0267452301, Ozefcdab89, 0x98badcfe, 0210325476)

MD4 Compression Function. For one 512-bit block M of the padded message
M, M = (mg, m1,...,m15), the compressing process is as follows:

1. Let (aa,bb,cc,dd) be input of compressing process for M. If M is the first
message block to be hashed, (aa, bb,cc,dd) is selected as the initial value.
Otherwise it is the output for compressing the previous message block. a, b,
¢, d are the chaining variables which are initialized by the initial values.

2. Perform the following 48 steps (three rounds):

For j=0, 1, 2
For i=0, 1, 2, 3

a = ¢;(a,b,c,d, wj i, sj 4i)

d = ¢;(d,a,b,c,wj4i41,8j4i41)
c=¢j(c,d,a,b,w;j 442, 8j4i+2)
b=¢;(b,c,d,a,w;4i13, S5,4i+3)

Sjaivk (K=0, 1, 2, 3) are step-dependent constants. Wj 4i+k 1S @ message
word. The details of the message order and shift positions can be referred to
Table 3.
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3. Add a, b, c and d respectively to the chaining variables in the input value.

aa = (a + aa) mod 232
bb = (b + bb) mod 232
cc = (c + cc) mod 232
dd = (d + dd) mod 232

If M is the last message block, H(M) = aa||bb||cc||dd is the hash value for
the message M. Otherwise repeat the above compression function with the next
512-bit message block and (aa, bb, cc, dd) as inputs.

3 Preliminaries

3.1 Some Basic Conclusions of the Three Nonlinear Functions

The collision differential path and its sufficient conditions are closely related to
the following properties of the three round functions.

Proposition 1. For the nonlinear function f(z,y,z) = (z Ay) V (-2 A z) in
the first round, the following properties hold:

1. f(z,y,2) = f(—=z,y,2) if and only if y = 2.
flz,y,2z) =z and f(-z,y,2) = -z if and only if y =1 and z = 0.
f(z,y,2) = -z and f(-z,y,2) =z if and only if y =0 and z = 1.

2. f(z,y,2) = f(z,~w, 2) if and only if z = 0.
f(z,y,2z) =y and f(z,—y,2) = -y if and only if z = 1.

3. f(z,y,2) = f(z,y,~z) if and only if £ = 1.
f(z,y,2) = z and f(z,y,~z) = -z if and only if z = 0.

Proposition 2. For the nonlinear function g(z,y, z) = (zAy)V(z A2)V(y A 2),
the following properties hold:

1. g9(z,y,2) = g(—z,y, 2) if and only if y = 2.
9(z,y,2) = z and g(—z,y, z) = —z if and only if y = —z.

2. g(z,y,2) = g(z,~y, 2) if and only if = 2.
g9(z,y,2) =y and g(z,~y, z) = —y if and only if z = —z.

3. 9(z,y,2) = g(z,y,—2) if and only if z = y.
9(z,y,2) = z and g(z,y, ~2) = -z if and only if z = —y.

Proposition 3. For the nonlinear function h(z,y,2) =z ®y® z , the following
properties hold:
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1. h(l‘, Y, Z) = ﬂh("fl’,y, Z) = _'h(l" Yy, Z) = _Ih(iL', Y, Z)

2. h(z,y,2) = h(~z,~y,2) = h(z,~y,~z) = h(-z,y,~2)
Here, z, y, z € {0,1} and — is the bit complement operation.

3.2 Basic Notations

1. M = (mp,m1,...,m15) and M’ = (mg, mi,...,m}s) represent two 512-bit
messages.

2. a4, d;, ci, b; respectively denote the outputs of the (4¢ — 3)-th, (4i — 2)-th,
(47 — 1)-th and 4i-th steps for compressing M, where 1 <13 < 16.

3. aj, b}, c;, d; respectively denote the outputs of the (4 — 3)-th, (47 — 2)-th,
(47 — 1)-th and 4i-th steps for compressing M’.

4. Am; = m; —m; denotes the difference of two words m; and m/. It is noted
that Am; is an modular difference and not a XOR difference.

5. a4, by j, cij, di; represent respectively the j-th bit of a;, b;, ¢;, di, where
the least significant bit is the 1-st bit, and the most significant bit is 32-nd
bit.

6. zi[j], zi[—j] (x can be a, b, ¢, d) are the resulting values by only changing
the j — th bit of the word z;. z;[j] is obtained by changing the j-th bit of z;
from 0 to 1. z;[—j] is obtained by changing the j-th bit of z; from 1 to 0.

7. z;[%j1, £J2, ..., £7i1] is the value by changing j;-th, ja-th, ..., j;-th bits of ;.
The ” +” sign means that the bit is changed from 0 to 1, and the ” —” sign
means that the bit is changed from 1 to 0.

4 The Second-Preimage Attack on MD4

In this section, we describe a second-preimage attack to find more weak messages
and the corresponding second-preimages. The collision differential path in [11]
is efficient to find collisions of MD4, but it isn’t efficient to find weak messages
and second-preimages because the path has too many conditions. Our purpose
is to find another collision differential path with fewer conditions which is easily
used to find weak messages and second-preimages.

4.1 Constructing the Specific Collision Differential Path
In order to find such a path, we select AM = M’ — M as:

M = (mo,ml,...,mls)
AM = (0,0,0,0,e2%0,...,0),where e = +1 and 0 < i < 31

We find a collision differential path when e = 1 and ¢ = 22 with 62 variable
conditions which are showed in Table 3.

The following description shows how to construct such a path. The main idea
of constructing a valid collision differential path is to cancel out the propagations
of message difference Amy = 222 which occurs in step 5, 18 and 35 respectively.
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1. In step 5, the message difference can cause the chaining variable difference
a2[26].

2. In step 18, the message difference can be cancelled out by previous chaining
variable difference or cause new difference ds[28].

3. In step 35, we select a chaining variable difference Acg = —222 to cancel out
the difference Amy = 222, so we set ¢ = cg[—23).

In order to guarantee M and M’ consist of a collision in step 35, the differences
Abs, Aag, Adg must remain zero. According to Proposition 3, the difference Acg
results in the nonzero differences Aag and Ady. In order to cancel out these two
differences, we set dg = dg[23]. From a3[26], we get two simple lines reaching
dg[23] and cg[23]. They are expressed as follows:

a2[26] bl a3[—29, 30] —> a4[32] — a5[3] - d5[8] = d6[13] s d7[18] - d8[23]

a2[26]— a3[—29]— c3[—8]— c4[—19] — c5[—28] — c6[5, —6] — c7[—14] — cg[—23]

In addition, the difference a3[26] produces a3[29], we expand a3[29] to a3
[—29, 30] by bit carry so that the bit difference a3[—29] can produce c3[—8]. Sim-
ilarly, the difference cs[—28] produces cs[—5], and we expand cg[—5] to cs[5, —6]
by bit carry so that c[—6] can offset ag[6].

Finally, the message difference Am,4 = 222 in step 18 produces d5[28] which
can be cancelled out by bit difference of c5[—28]. The whole route can be ex-
pressed in table 3 where the first column defines the operating step. The second
is the chaining variable in each step for M. The third denotes the message word
of M'. The fourth is shift rotation. The fifth is the message word difference. The
sixth is the chaining variable difference. The seventh is the chaining variable for
M’ and the last column is the sufficient condition that guarantee the differential
path to hold.

4.2 Deriving Conditions on Chaining Variable

From the differential path in Table 3, we derive a set of sufficient conditions on
chaining variables from the Boolean function properties and the bit carry. For
example,

The condition by 26 = 1,26 guarantees that the difference a2[26] results in no
bit change in d,.

The conditions dz 26 = 0 and cz 96 = 1 guarantee that a3([26] causes no bit
change in c; and b, respectively.

The conditions a3 29 = 1 and a3,30 = 0 guarantee that the difference in a3 has
1-bit carry.

Similarly, we can derive all the other conditions that are showed in the 8-th
column of Table 3. They are also listed in Table 4.

What deserves particularly to mention is that constructing the path and de-
riving the conditions go on simultaneously. On one hand, we derive the sufficient
conditions according to the differential path. On the other hand, we can adjust
the path to avoid the contradictory conditions.
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4.3 How to Verify Whether a Message Is a Weak Message

From the conditions in Table 4, we know that if M satisfies all the 62 conditions,
M’ = M + AM is the second-preimage of A(M). In fact, for every Amy = £2°,
0 < i < 31, we can find a differential path similar to Table 3 and derive the
corresponding 62 conditions which guarantee the path to hold. So any message
M is a weak message with probability about 2792 x 25x 2 = 2756, The probability
can be further improved as long as we can find better differential path with less
conditions.

4.4 Modifying Any Message into a Weak Message

Given message My, we use the basic message modification, advanced mes-
sage modification and bit searching techniques to modify My into a weak
message M.

Basic message modification. The basic message modification technique is
a kind of simple message modification used to ensure all the conditions in the
first round to hold. A condition for chaining variable from compressing My which
isn’t consistent with the condition in Table 4 is called a wrong condition. Usually
correcting a wrong condition in the first round needs about single bit message
modification.

For example, we can correct the condition a 26 = 1 to agz 26 = 0 by changing
the 23-rd bit of my, i.e,

myg — my4 @ 02400000.

This can be easily seen from the following equation:
az = (a1 + f(b1,c1,d1) + myg) < 3.

Using a similar technique, we can correct all the wrong conditions by modi-
fying their corresponding message words in the first 16 steps. If more than one
condition need to be corrected in a step, we can correct them from the lower
bit to the higher bit in order to avoid influencing the corrected conditions. For
example, in step 9, we first correct the condition by 29 = 2,29, then by 30 = 2 30.

For any random message Mp, if we only fulfil the basic message modifica-
tion, the modified message M is a weak message with probability 238, and the
Hamming weight between My and M is about 12 because there are total 24
conditions in first 16 steps.

Advanced message modification. We can correct part of conditions in round
2 by the advanced message modification which includes various technique details.

1. The correction of as 3, as s, as,19 and as,28 in Table 4.
From
as = (a4 + G(by, c4,ds) + mo + 025a827999) < 3

we know that these conditions can be corrected by modifying mg, mi, mao,
m3, m4 which consists of a partial collision from 1-5 steps which ensures
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that all the conditions in round 1 unchanged. But one condition correction
depends on at least 5 bits of these messages that will increase about 3 Ham-
ming weights for the difference. In order to keep the low Hamming weights,
we correct them by only modifying the message words mi4 and m;5 mainly.
For example, if a5 3 # 0, we correct it as follows:

by = by ® 0280000000
mys = by > 19 — bz — F(c4,ds, a4)
as = (a4 + G(b4, C4,d4) + mo + 01‘50827999) <3

Due to c432 # d4,32, from the proposition 2, we know that the change of
bs,32 will cause the change of as 3. Similarly, it’s easy to correct the other
three conditions of as. The computation of the Hamming weights is included
in the next part.
2. The correction of ds 3, ds s, ds 28, c5,3, C5.8, bs,6 and bs g.

These conditions can be corrected by the similar method. We take cs,3 for
example. If c5 3 # ds 3, we correct it by changing c4,26 and keep the conditions
in ¢4, b4, as, ds hold. The modification details are given in Table 1. The
conditions by 26 = d4,26 and as 6 = ba,26 are set in advance to ensure no-
change of a5 and ds. Indeed, there are many kinds of methods to correct a
condition and this kind of advanced message modification is very flexible.

Remark 1. The condition ¢cs,28 can’t be corrected by the method above since the
condition ¢4, 19, b4,19 and as,19 are all fixed in table 4.

Searching Conditions and Estimating Hamming Weight. There are still
27 conditions undetermined in table 4 after the correction of basic message mod-
ification and advanced message modification. We can search them exhaustively
by choosing mi4 and m;s randomly. For any couple of mi4 and m;s, we first
modify them to ensure the conditions(except cs 28) from step 15 to step 20 hold
and then check whether all the remaining 27 conditions hold. If all the conditions
hold, the resulting message is a weak message. There are 15 conditions from step
15 to step 20 of Table 4 which can be corrected and they depend on about 20
bits of m14 and mys. Therefore, there leave about a message space of 240 which
is large enough to search the remaining 27 conditions.

According to our analysis, we can estimate the Hamming weight for the dif-
ference of the original message My and the resulting message M by counting the

Table 1. The modification for correcting Cs.3

15(m14{11 Cfi =c1 P 225,d4,a4,b3 miq — Cf; >11—c3 — F(d4,a4,b3)
16/m15|19 ba,cy,ds,aq mis «— by >>19-b3-—F(cQ,d4,a4)
17 mo | 3 as, b4,CQ,d4 b4,26 = d4,26

18 ma4 |5 ds,as, b4,C£1 as,26 = b4,26

191ms |9 cs,ds,as, by




