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Preface

You hold in your hands the proceedings of ESAS 2007, the Fourth European
Workshop on Security and Privacy in Ad hoc and Sensor Networks. The work-
shop took place in Cambridge, UK, on the 2" and 3"¢ of July 2007.

The workshop was European in name and location but it was definitely
transatlantic in scope. We had a program chair from Europe and one from the
USA, and membership of our program committee was almost evenly split be-
tween those two regions. When looking at participation, the workshop was even
more global than that: the submitted papers came from 25 countries in 6 conti-
nents.

We received 87 submissions. After quick-rejecting 5 papers deemed to be
out of scope, the remaining 82 papers were each reviewed by at least three
PC members. The two program chairs, who did not submit any works, had sole
authority to decide which papers to accept and reject, based only on the directive
that quality had to be the primary criterion, in order to form a proceedings
volume of high international relevance. The number of papers to be accepted
was not set in advance: it was selected a posteriori so as to include only solid,
innovative and insightful papers. The resulting acceptance rate of about 20%,
very strict for a workshop, is a testimonial of how selective we chose to be in
accepting only high quality papers. Congratulations to the authors published in
this volume!

We arranged the accepted papers in the following sessions:

— Device Pairing

— Key Management

— Location Verification and Location Privacy
— Secure Routing and Forwarding

Physical Security

Detection of Compromise, and Revocation

I

As well as the 17 talks corresponding to the peer-reviewed papers, the work-
shop program also comprised a keynote talk by Paul Wilson and closed with
a rump session in which attendees reported on late-breaking results. Since we
went to press well ahead of the event, none of these additional talks are written
up in this volume of workshop proceedings.

We are extremely grateful to many people and institutions who helped us
make ESAS 2007 a reality. First and foremost, thank you to all the authors who
submitted papers to the workshop and to everyone who attended, whether as
a presenter or just a member of the audience. Special thanks to our keynote
speaker Paul Wilson for giving us a wider perspective on the topics discussed at
the workshop. Thanks to our sponsors, Microsoft Research, whose contribution
allowed us among other things to endow some student bursaries. Thanks to



VI Preface

the program committee members and to the additional reviewers for providing
insightful comments about all the submitted papers. On the organizational side,
thanks to publicity chair Jodo Girdo for attracting so many submissions and for
managing the workshop Web site, to Kasper Bonne Rasmussen for managing
the submission server and to Carol Speed at Cambridge for helping with the
back-end of the payment system.

In closing, we note that this fourth one in Cambridge was the last ESAS
workshop under this name. If you share our feelings, you will have noticed that
there are really too many security workshops and conferences nowadays: it’s
impossible to follow them all and it gets harder and harder to put together
a quality program. So we encourage our community to take part in a global
spring cleaning effort to reduce the number of events; from our side, we (or more
precisely our steering committee) have merged ESAS with ACM SASN (Work-
shop on Security of Ad Hoc and Sensor Networks) and ACM WiSe (Workshop
on Wireless Security) to become WiSec, the ACM Wireless Security Confer-
ence. Joining forces and avoiding duplication makes sense: having fewer but
higher-profile events will raise the quality of the submitted papers by avoiding
dilution and will make us all more likely to meet the key people in our com-
munity whenever we attend. WiSec will alternate between the US and Europe,
starting in the US in 2008. See you there!

April 2007 Frank Stajano
Cathy Meadows

Srdjan Capkun

Tyler Moore
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The Candidate Key Protocol for Generating
Secret Shared Keys from Similar Sensor Data
Streams

Rene Mayrhofer

Lancaster University, Computing Department, South Drive, Lancaster LA1 4WA, UK
rene@comp.lancs.ac.uk
http://www.comp.lancs.ac.uk/

Abstract. Secure communication over wireless channels necessitates
authentication of communication partners to prevent man-in-the-middle
attacks. For spontaneous interaction between independent, mobile de-
vices, no a priori information is available for authentication purposes.
However, traditional approaches based on manual password input or veri-
fication of key fingerprints do not scale to tens to hundreds of interactions
a day, as envisioned by future ubiquitous computing environments. One
possibility to solve this problem is authentication based on similar sensor
data: when two (or multiple) devices are in the same situation, and thus
experience the same sensor readings, this constitutes shared, (weakly)
secret information. This paper introduces the Candidate Key Protocol
(CKP) to interactively generate secret shared keys from similar sensor
data streams. It is suitable for two-party and multi-party authentication,
and supports opportunistic authentication.

Keywords: context authentication, sensor data, cryptographic hash.

1 Introduction

Secure communication over a wireless channel is a difficult problem, especially for
spontaneous interaction. Spontaneous interaction in the sense of ad-hoc commu-
nication between devices is often aimed for in ubiquitous computing [1], following
its vision of seamlessly interacting with whatever services are currently available
and useful. Moreover, many of these proposed devices are small, need to cope
with limited resources such as memory, computational power and battery life,
and do not have any conventional user interfaces such as key pads or displays.
Communication is assumed to happen over shared wireless channels that are
open to any device, which is necessary to enable transparent interoperability.
It is difficult to secure such interactions because we can not assume the in-
volved devices to have any a priori information about each other. Creating a
secure channel depends on an authentication step. If Alice (A) wants to interact
with Bob (B)! and does not know anything about Bob a priori, then she will

' In the context of this paper, we use A, B, and E for describing the devices that
interact with each other interchangeably with the established names Alice, Bob,

F. Stajano et al. (Eds.): ESAS 2007, LNCS 4572, pp. 1-15, 2007.
© Springer-Verlag Berlin Heidelberg 2007



2 R. Mayrhofer

be unable to distinguish a legitimate interaction with Bob from malicious be-
havior by Eve (E) — Eve can simply perform a valid protocol run with Alice.
Currently, there is no globally trusted public key infrastructure (PKI), and it is
doubtful if there will be any. Even if there was one that would be able to sign
trusted devices, it would not solve the problem of authenticating spontaneous
interaction: Eve could just set up a trusted device E of her own and intercept the
communication by getting A to communicate with her device instead of B. We
therefore need to individually authenticate the interaction between each com-
municating pair of devices. Such authentication essentially aims at secret key
agreement between A and B.

This problem is amplified as ubiquitous computing is expected to generate
far more frequent spontaneous interactions. When using hundreds of different
devices each day, conventional authentication methods like passwords or PINs
fail to scale. Examples of devices that communicate wirelessly with each other
are mobile phones, Bluetooth headsets, networked cameras, printers, in the near
future goggles with integrated displays, and many more. We use the practical
example of establishing a secure channel between a mobile phone and a Bluetooth
headset without loss of generality.

Our approach is to authenticate devices based on shared context, which is
manifested by similar sensor readings. Whenever two devices are in the same
situation, e.g. being worn by the same person, capturing the same audio environ-
ment, or just being close to the same object, their sensors will experience similar
time series. These time series can be used to implicitly authenticate a secure
channel between the devices. There are multiple possibilities for authentication
based on similar time series. The more conventional approach is to perform an
unauthenticated (anonymous) key agreement like Diffie-Hellman [2], exchange
the time series using the secret shared key via some commitment scheme, and
compare if they are similar enough with an appropriate metric to prevent man-
in-the-middle (MITM) attacks. However, this approach is computationally ex-
pensive and consists of two phases, which introduces an additional delay. We
present an authentication protocol, the Candidate Key Protocol (CKP), which
derives cryptographic key material directly from sensor data streams and utilizes
only hash functions as cryptographic primitives.

In Section 2, we discuss related work and motivate the need for an authenti-
cation protocol based on conventional primitives in spite of more recent research
on information theoretic security. After defining the threat scenarios that CKP is
designed to deal with in section 3, we explain the approach and detailed specifi-
cation of CKP in section 4. A first practical implementation using UDP multicast
and initial experimental results are described in sections 5 and 6, respectively.
We finish with discussing the security properties and possibilities for extending
the protocol in section 7.

and Eve of the respective users. The reason is that one of the devices might be an
infrastructure device, such as a printer or a display, that does not belong to any
single user.
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2 Related Work

Results from two research areas are relevant to the present paper: information
theoretical work in cryptography with influences from quantum cryptography,
and authentication protocols inspired by practical issues, mostly from ubiquitous
computing research.

Generating keys from noisy channels, or more generally, from (random) corre-
lated information, received some attention in theoretical cryptography research,
e.g. [3][4][5][6]. For a good introduction into the topic and for results for public,
non-authenticated channels, we refer to [7,8,9]. These publications give interest-
ing information theoretical results on key agreement, which no longer assume the
intractability of some computational problem like the discrete logarithm prob-
lem, but provide what is often called “unconditional security”. The basic concept
is that, when two legitimate communication partners either have a noisy com-
munication channel or when they have access to correlated information, then it
is possible for them to agree to a secret key even when an adversary has access
to their noisy channel or partial knowledge of their shared information. There
are two classes of such authentication protocols: interactive, e.g. [7,8,9], and non-
interactive, e.g. [6]. Non-interactive protocols have the obvious advantage that
they can be used to establish a shared secret when only one-way communica-
tion is available. This has additional practical consequences. Even when two-way
communication is possible, issues like time delays, packet loss, etc. can be han-
dled more easily with non-interactive protocols. On the other hand, interactive
protocols are necessary under the assumption of active adversaries (see e.g. |7,
section IIL.D]). Our proposed protocol is interactive.

Other results [10] seem particularly promising because they describe an au-
thentication protocol based on a weak secret key, which closely matches our real
world problem of using sensor time series as a weak secret key.

However, these theoretical results do not yet seem to have been implemented,
and practical applicability is therefore still limited. Another problem is that,
although the shared secrets may be weak, large secrets are required to guarantee
the security properties of these protocols. For small and embedded devices, it
is difficult to process large strings of secret data, and it is difficult to find good
sources of large secret strings in the first place.

In contrast, we use conventional, i.e. computational, cryptographic primitives
based on intractability assumptions which are still assumed to hold. With possi-
ble future availability of quantum computers, these assumption may need to be
revised. In this paper, we use the terminology of information theoretical cryptog-
raphy as far as appropriate because of the similar aims and assumptions. When
adding the assumption of non-reversibility of cryptographic hash functions, then
our proposed Candidate Key Protocol can be seen as an instance of a secret key
agreement based on correlated random variables.

It is not obvious how the calculus introduced in [8] for noisy channels could
be applied to the case of similar sensor time series that A and B have access
to and which E can get some knowledge about. Future work may use this or a
similar calculus to analyze the security of CKP more analytically.
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A large number of interactive protocols based on authenticated Diffie-Hellman
(DH) key exchange [11] have recently been suggested, mostly inspired by practi-
cal problems of authentication in real world applications. This is assumed to be
computationally, instead of unconditionally secure. The classical interlock pro-
tocol [12] can be seen as a predecessor of these, but it already used the notion of
committing to values before revealing them. Newer protocols are mostly based
on commitment schemes, e.g. the MANA family of protocols for manual string
input or verification [13], optimized in [14].

While the “resurrecting duckling protocol” [15] aims at long-lived pairings,
Hoepman introduced pairing protocols for short-lived interactions based on man-
ual exchange of secrets [16][17], which scales poorly from a user point of view.
The protocol proposed in [16] is very similar to MANA III [13] and seems to have
been developed independently. Vaudenay claims [18] that Hoepman’s protocol
can not be implemented securely due to the lack of known hash functions with
properties required by the protocol, and presents a protocol called SAS, which
provides the same level of security with shorter shared secrets.

Creese et al. introduce a formal model for verifying authentication protocols
that work with empirical verification [19]. They present the analysis of three
related pairing protocols and show proofs of their security under their model.

Cagalj et al. describe three other pairing protocols with similar aims, based
on short string comparison, distance bounding, and integrity codes [20]. Their
second protocol is based on distance measurement, but we suggest that their
scheme might be applicable to an interactive challenge-response scheme based
on sensor data.

CKP is related to all these protocols because it shares similar aims, but differs
in the approach. Instead of authenticating ephemeral session keys or long-term
pairings created with DH, CKP creates shared keys by using sensor streams as
input.

3 Threat Scenarios

In this section, we briefly outline the threat scenarios that are relevant to a
device authentication protocol and to CKP in particular. Typical threats for a
communication channel are eavesdropping, replaying of messages, and deletion,
insertion and modification of messages. All of these threats are subsumed in
the so-called man-in-the-middle (MITM) attack, where E is assumed to be “in
between” A and B and have complete control over their communication channel.
When an unauthenticated key agreement like Diffie-Hellman is used between
A and B, E can delete all messages between A and B and instead perform
two independent key agreements, one with A and one with B. In this paper,
we explicitly assume an active adversary, and CKP is designed to detect when a
MITM attack is being performed and fail to authenticate in this case. However, in
the general case, it is not possible to distinguish between a benign authentication
failure when the sensor values experienced by A and B are not similar enough
and a malign authentication failure caused by an attack.
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Another typical threat is denial of service (DoS). This refers to E making
communication, and in the scope of this paper, authentication impossible be-
tween A and B. When assuming an active adversary, DoS is easily possible and
will therefore not be discussed further. However, the protocol should provide
indication to the user when it can not complete, either due to benign communi-
cation error or due to a DoS attack. Distinguishing between these two cases is,
again, not possible in the general case and we therefore treat them equally.

We also point out that attacks on the involved devices themselves are out of
the scope of this paper and assume that the two devices A and B are trusted
for the purpose of the interaction. If A trusts B with some document, but B
(intentionally or due to an attack) forwards it to E, then authentication between
A and B can not prevent this.

To summarize, our main threat scenario is an active attack on the (wireless)
channel including full MITM capabilities. We assume that there is some sen-
sor data which both A and B can get with better accuracy than E. Here we
use the same argument as applied in [7, Theorem 5|: if Alice and Bob do not
share any correlated information, then “from Bob’s point of view, Alice has no
advantage compared to Eve. If Eve performs the same protocol as Alice would,
pretending to be Alice, Bob accepts with the same probability as he would ac-
cept a protocol execution with Alice”. Assuming an experiment where Alice,
Bob, and Eve can receive the same bit string over independent noisy chan-
nels, [7] concludes that “secret-key agreement against active adversaries is only
possible if Alice’s and Bob’s channels are both less noisy than Eve’s channel”.
This is to be intuitively expected, but in contrast to the results for passive
adversaries [3].

We argue that this assumption is justified because, when A and B are in a
similar context, their sensor time series should be more similar to each other
than to the sensor time series perceived by E, even if only slightly. This can be
achieved by measuring local physical phenomena which an adversary can not
reasonably influence to obtain measurements with higher accuracy than A and
B. Examples for appropriate phenomena are acceleration, sound, light, or radio
frequency signal strength.

4 The Candidate Key Protocol

The candidate key protocol interactively generates secret shared keys from sensor
streams between two (or multiple) devices. Figure 1 shows the relations between
A, B and E. All devices are assumed to have full access to a wireless communi-
cation channel, and we explicitly assume E to be capable of deleting, inserting,
and modifying messages between A and B without them being able to notice at
this level. Additionally, A and B are assumed to share aspects of their context
and have sensors that can capture these aspects. E is assumed not to share the
same context, but be able to access it with (similar or different) sensors with
inferior accuracy.



