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Foreword

The safeguarding of information traveling over wireless technology has quickly be-
come one of the most important and contentious challenges facing today’s technol-
ogy innovators. With the advent of third generation (3G) Internet technology-—a
capability that connects mobile devices to the Internet and allows users to send and
receive detailed information over wireless and fiber networks—the security mea-
sures necessary to protect critical data on these wireless networks have become
even more elusive and complex. The issues surrounding proper security in the use
of networked wireless devices have played out in a contest between individual, busi-
ness, and government interests. While protecting the privacy of individuals is of ut-
most importance, many would argue individual privacy must be balanced with the
interests of public safety and law enforcement’s ability to monitor the private com-
munications of suspected criminals. Moreover, the business costs associated with
providing the appropriate security measures are often substantial.

Current security issues are further clouded by the merging of the private and
public information infrastructure sectors, areas previously guided by separate regu-
latory measures that now exchange information and operate in a common frame-
work known as the public switched metwork (PSN). Wireless technology has
evolved to carry increasing amounts of valuable information that require higher pri-
vacy and security levels. Some refer to the PSN as the “Interstate Highway” system
for telecommunications; however, wireless increasingly serves as the “on-and-off
ramps” to this vast and global information infrastructure.

From my vantage point of a career in Naval and National Intelligence focused on
developing intelligence on the former Soviet Union and hot spots impacting U.S. na-
tional security interests, the interception of wireless communications was key to our
successful intelligence operations. This was true during World War II, throughout the
Cold War, and it continues today. Data in the form of wireless communications in the
days before digital, computer-based networks was vulnerable only during the mo-
ment of transmission. It was in that instant of transmission that the intelligence
needed to be collected, or the opportunity was lost. Intelligence officers learned to
rely on communications intelligence from wireless systems as a means of providing
invaluable strategic and tactical intelligence. Experience taught us that wireless
communications had to be protected at the precise moment that tactical, and even
critical, strategic information was being communicated. The successes of Desert
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Storm in the Gulf War further demonstrated how wireless communications could be
turned into immediate actionable intelligence unavailable from any other source.
Today, massive networking, with data created, transmitted, and stored online, has
made connected nations the world’s most vulnerable target for information attack.
These vulnerabilities include capture of information for intelligence purposes, dis-
ruption or corruption of information, or destruction of data in the network. Because
this networking capability, which has added to productivity, efficiency, and wealth
creation, carries so much vital data, such nations have significantly more to lose than
their less developed counterparts. For example, terrorists potentially could target
the monetary system, a networked infrastructure that moves and records financial
transactions. The vast majority of this wealth is stored in a database, which is vul-
nerable to disruption from a sophisticated and determined adversary.

As we expand and enhance our connectivity, our vulnerability to hostile attack
inside the homeland will only increase. Military superiority will not entirely provide
the protection we have become accustomed to in the past. Rogue states, terrorists,
and other disaffected groups have the ability to acquire cyber weapons of mass dis-
ruption, and the means of their implementation have multiplied. As the recent Hart-
Rudman Report on National Security for the 21 Century ominously predicted,
without adequate safeguards, a catastrophic event inside the U.S. will cccur. With
new digital network information technology, our borders will become more porous;
some will bend and some will break. U.S. intelligence will face more challenging ad-
versaries, and even the best intelligence measures will not prevent all surprises.
Reliance on unprotected networks carries with it the risks of loss of government ser-
vices and military failure, as well as catastrophic economic consequences.

The military is increasingly dependent on the private information infrastructure
to conduct its essential operations. This dependence is complicated by custom, cul-
ture, and statutes that focus the military on foreign operations and would restrict
any attempt to prevent or contain asymmetric attacks within borders. In the future,
collaboration and coordination between civil, military, and private sectors will be-
come essential. In time, data will have to be shared for rapid integration into infor-
mation products to be useful to operational decision makers. Likewise, government
supplied information will have to flow to the private sector to ensure appropriate
awareness and decision-making.

Increased mobility has become a key benefit to an Internet-working society.
With the past and current proliferation of mobile technologies and devices, vendors
have moved aggressively to extend the wired network through mobile pathways that
businesses and service providers can operate with confidence. The value for mobile
wireless users resides with the ability to communicate over great distances, while in
motion, at a relatively modest cost. With so much of our national wealth riding in the
networks using wireless devices for entry and exit, it is clear that more attention
needs to be paid to building in the required security features. Furthermore, a new
security culture needs to emerge across the entire Internet user community. We
must resist the glorification of the hacker ethic, in which destructiveness poses as in-
quisitiveness. In a personal vein, we need to develop a culture that emphasizes re-
sponsibility and accountability on the part of every user—from school child to CEQ.
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Proper online security habits must become second nature to protect our privacy and
the broader interests of society. These include all of the obvious things that we
should do, but often dont: changing passwords; disconnecting from the Internet
when it is not in use; running anti-virus software daily; changing the default pass-
word whenever a new device is purchased; and using appropriate security and
encryption services. In addition to personal action, corporations must understand
and adopt proper security technology to safeguard the future. Nowhere is the devel-
opment of this new security culture more important than in the wireless theater of
operations.

Wireless Security addresses these evolving security concerns by providing
deep insights in a readable and effective manner. The broad practical and academic
backgrounds of the authors have allowed them to seamlessly present the most cur-
rent state of information protection and vulnerabilities related wireless security in a
balanced, easy to understand and fully documented treatise. The cases presented
are real and topical, and flow seamlessly with the theme of the subject matter pre-
sented. The authors tell the reader the risks, examine cases where people and sys-
tems have fallen victim, and provide remedies to those who have been victimized by
these risks.

Readers will find that the authors have taken an approach of best business prac-
tices to present their material—a balanced identification of technologies combined
with a systems approach to the problem of wireless communications security. The
book is designed for readers who operate at the executive, policy, or managerial level
and who have responsibility for protecting their organization’s information assets, in-
tellectual property, and communications systems. The content presented is equally
valuable to both private sector and government managers.

Wireless Security provides a reasoned approach to making sound decisions
about how to expend scarce resources in order to achieve a balanced multidiscipli-
nary approach to wireless security. The end result is a necessary and attainable se-
curity response for organizations and government alike.

J M (Mike) McConnell, Vice Admiral, USN (Retired)
Vice President, Booz ® Allen & Hawvilton, Inc.
Former Director of the National Security Agency (NSA), 1992-1996

About J. M. (Mike) McConnell

As a Vice President at Booz-Allen & Hamilton, Inc., Mr. McConnell leads assignments
in Information Assurance for departments and agencies of the federal government
and for commercial clients. In addition, he oversees the firm’s Information
Operations assignments for the Department of Defense. From 1992 to 1996, Mr.
McConnell was Director of the National Security Agency (NSA), the U.S. agency
responsible for Signals Intelligence and all security services that protect classified
Government information. He also served as the Intelligence Officer for the
Chairman, Joint Chiefs of Staff during the dissolution of the Soviet Union and
Operation Desert Storm.
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At Booz * Allen & Hamilton, Mr. McConnell has led assignments for the
Presidential Commission on Critical Infrastructure Protection focused on security
standards in the Banking and Financial Industry. He also led work with the U.S.
Critical Infrastructure Assurance Qffice (CIAO) for the White House; his team de-
veloped the National Infrastructure Assurance Plan design and planning guidelines.
Mr. McConnell helped the Department of Justice/FBI develop the new National
Infrastructure Protection Center (NIPC) concept of operations and was instru-
mental in the Navy’s recent information assurance initiatives.
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Cellular systems have evolved through several generations characterized by analog
or digital technologies. First generation (1G) refers to analog systems, second gen-
eration (2G) to digital, and third generation (3G) to enhanced digital. Each gener-
ation moved the industry into a more advanced stage of wireless communications.

The 1G systems were an alternative when a user needed to be mobile or wired
systermns were not available. The 2G digital systems were partially competitive with
wired services in some markets and were complementary to wired in more mature
markets. The goal of today’s 3G markets is to drive the wired mature markets into
saturated ones in which mobile terminals are ubiquitous.

Williamn. Webb in his excellent text, The Future of Wireless Communications,
suggests that future sustained growth in the wireless global theater will be accom-
plished by aggregating large numbers of different kinds of networks into an enor-
mous number of virtual personal area networks. Content in these systems will be
very different from that of 3G systems. Enabling devices to talk to each other is what
allows more wireless devices to be sold and the impetus for many new products in
adaptive personal areas.!

One common evolving backbone network, which is the glue to most new wireless
applications, is the Internet. It is not a proprietary wireless infrastructure as is the
basis of 2G or 3G technologies. The Internet will continue to evolve through new fea-
tures and protocols that enhance its usability for mobility access. A complete re-
placement of real-time circuit-switched connections for all applications through IP
and packet-switching at high data rates should be technically feasible. Radio spec-
trum requirements will increase and be provided to meet increased bandwidth de-
mands posed by increased users, usage, and new wireless services. Webb predicts
that a convergence and thorough integration of mobile communications and the
Internet makes future wireless growth possible.?2 Mobile Internet usage will far sur-
pass stationary Internet access, as we know it today, through desktop PCs and
modems or PCs connected to corporate servers and routers.?

Two factors that threaten the growth of wireless systems are standards and se-
curity. Standards traditionally expand markets and lower costs by assuring equip-
ment to be interoperable, but they can be confining too. The wireless applications
protocol (WAP) proposed for secure wireless systems using the Internet backbone
is an example of a confining standard. It assumes the one terminal-for-everything
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model of traditional celiular practice. Wireless multimedia implies many different
kinds of application-specific terminals and appliances. The standardization process
must change from one that assures compatibility to a process that enables incom-
patibility such as generic digital networks and proprietary applications.?

Security will be both the enabler and inhibitor of the post-3G world. All this ex-
pected wireless growth implies a huge assumption that the telecommunications in-
dustry, regulators, and governments will accept open standards, processes, and
security features and freely share them across international borders. It is also a fact
that practically every proprietary encryption system protecting 3G networks has
been cracked. Even this interesting fact has not stopped the proliferation of security
by obscurity that is accepted practice and prevalent in today’s telecommunications
systems.

Fraud has been an enduring problem, especially for mobile radio. Much of the
impetus for the move from 1G to 2G mobile phones was the increasing fraud occur-
ring because of relative simplicity of stealing mobile identification numbers and mak-
ing illegal telephone calls. Digital cellular systems overcame these problems but
enabled a number of other fraudulent mechanisms, such as stealing a phone and set-
ting up call forwarding before the phone theft is reported and then making interna-
tional calls on the forwarded path at local rates. As the capabilities of wireless
systems increase along with the range of services offered, the opportunities for fraud
increase—and so do the attendant costs. As systems designers close off the known
loopholes (or don’t, which is the typical case), fraudsters seern to devise new
schemes to make money. Fraud will not stop the development of wireless technology
and services. It may even speed up the overall development by providing strong in-
centives to introduce new secure technologies.b

Wireless Security

A review of the research about wireless communications systems and current best
practices turned up more than 500 references in the design, technology, manage-
ment, and marketing of wireless and mobile communications systems. However,
there was not one reference devoted to wireless security. That then became the goal
of our book. We have endeavored to provide a balanced approach to wireless
security and wireless security solutions for commercial, government, and military
organizations.

Target Audience

Wireless Security is for the manager and policy maker, the designer and the project
lead. It was written for the benefit of those who must exercise due diligence in pro-
tecting the valuable wireless information assets and systems upon which their orga-
nizations depend. Among IT practitioners, it is valuable to CIOs, operations
managers, network engineers, network managers, database managers, prograra-
mers, analysts, EDI planners, and other professionals charged with applying appro-
priate INFOSEC countermeasures to secure wireless applications and devices.
Waereless Security is suitable for a first-year graduate course in wireless computer



Preface xxvil

security, for computers-in-business courses, and for Engineering/MBA programs.
There are plenty of resources in the bibliography, URL references, and textual leads
to further reading.

Structure of This Book

The goal of Wireless Security is to explore the vast array of wireless technologies,
techniques, and methodologies; to provide relevant analysis and understanding; and
to improve the thoughtfulness and longevity of implementations. Wireless Security
is divided into four parts:

e Part I: Wireless Threats presents a basic overview of wireless
communications and societal impacts of wireless, telecommunications,
cellular network, and bearer technologies. Wireless security is then
presented in terms of the model of Wireless Information Warfare. Two
chapters inspect the air-to-ground interface and vulnerabilities that are
prevalent in both telephone and satellite systems.

e Part II: Cryptographic Countermeasures covers a wide range of
encryption technologies from stream ciphers to elliptic curve
cryptography (ECC) to Rijndael, the advanced encryption standard
(AES) winner that may be applied effectively to wireless communications.
The limitations of encryption and need for robust authentication systems are
discussed. The fascinating science of speech cryptology is introduced to
balance the cryptographic countermeasures applied.

e Part [lI: Application Solutions is a practical section covering the security
principles and flaws of popular wireless technologies such as wireless LANS,
WAP, TLS, Bluetooth, and VOIP.

e Part IV: Hardware Solutions and Embedded Design focuses on hardware
considerations for end-to-end (E2E) security and optimizing real-time
wireless communications security. E2E implementations with advanced
integrated circuits; namely, using specialized field programmable gate
arrays (FPGAs) for rapid prototype development and technology validation
and very-large scale integration (VLSI) application-specific integrated
circuits (ASICs) or intellectual property (IP) cores for the solution
implementation in state-of-the-art systems-on-a-chip (SOC) are discussed.

Endnotes

IWilliam Webb, Wireless Communications, Artech House, 2001, pp. 245-246.
IIbid., p. 277.

3lbid., p. 277.

4Ibid., p. 266.

5Ibid., pp. 133-134.
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