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Foreword

he papers in these proceedings were presented at the 43rd Annual IEEE Symposium on

Foundations of Computer Science (FOCS 2002) sponsored by the IEEE Computer Society
Technical Committee on Mathematical Foundations of Computing. The conference was held in
Vancouver, Canada, November 16-19, 2002.

The program committee consisted of Dorit Aharonov (Hebrew U), Maria Luisa Bonet (UPC,
Barcelona), Bernard Chazelle (Princeton & NEC Research), Edith Cohen (AT&T Labs), Lance Fortnow
(NEC Research), Anna Gdl (UT Austin), Venkatesan Guruswami (UC Berkeley & U Washington), Piotr
Indyk (MIT), Ravi Kannan (Yale), Claire Kenyon (U Paris-Sud), Yuval Rabani (Technion), Tal Rabin
(IBM Research), Omer Reingold (AT&T Labs), Ronitt Rubinfeld (NEC Research), David B. Shmoys
(Cornell), Dan Spielman (MIT), Emo Welzl (ETH Zurich).

The program committee met on June 21-22, 2002 and selected 77 papers from 279
submitted. The submissions were reviewed as carefully as time permitted but they were not
formally refereed. It is expected that many of them will appear in a more polished and complete
form in scientific journals in the future. In addition to the regular program, we invited three
speakers to give tutorial lectures, Oded Goldreich, Eva Tardos, and Salil Vadhan.

The committee selected three papers fo receive the Best Paper Award. These were:
"Constant-Round Coin-Tossing with a Man in the Middle or Realizing the Shared Random String
Model,” by Boaz Barak, "Minimizing Congestion in General Networks,” by Harald Rdcke, and "A
Dichotomy Theorem for Constraints on a Three-Element Set,” by Andrei A. Bulatov. In addition, the
first fwo papers received the Machtey Award for best student-authored paper.

The committee wishes to thank all of those who submitted papers for consideration, as well
as those external reviewers who helped evaluate the submissions. A list of reviewers appears under
the heading "Reviewers.” The program committee also wishes to thank Joe Kilian and Steve Tate for
running the electronic submission server and Danielle Martin for the production of fhese
proceedings.

Bernard Chazelle

Program Committee Chair
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Zero-Knowledge: Abstract of a Tutorial*

Oded Goldreich
Department of Computer Science
Weizmann Institute of Science
Rehovot, ISRAEL.
Email: odede@wisdom.weizmann.ac.1il

Zero-Knowledge proofs are fascinating and extremely
useful constructs. Their fascinating nature is due to their
seemingly contradictory definition; zero-knowledge proofs
are both convincing and yet yield nothing beyond the va-
lidity of the assertion being proven. Their applicability in
the domain of cryptography is vast; they are typically used
to force malicious parties to behave according to a prede-
termined protocol. In addition to their direct applicability
in Cryptography, zero-knowledge proofs serve as a good
bench-mark for the study of various problems regarding
cryptographic protocols (e.g., “secure composition of pro-
tocols” and the “use of of the adversary’s program within
the proof of security”).

In this tutorial we will present the basic definitions and
results regarding zero-knowledge as well as some recent
developments regarding this notion.

The Basics. Loosely speaking, zero-knowledge proofs are
proots that yield nothing beyond the validity of the asser-
tion. That is, a verifier obtaining such a proof only gains
conviction in the validity of the assertion. This is formulated
by saying that anything that is-feasibly computable from a
zero-knowledge proof is also feasibly computable from the
(valid) assertion itself (by a so-called simulator). Variants
on the basic definition include:

o Consideration of auxiliary inputs.

e Universal and black-box simulations.

e Restricting attention to honest verifiers.

e The level of similarity required of the simulation.

It is well-known that zero-knowledge proofs exist for any
NP-set, provided that one-way functions exist. This result
is a powerful tool in the design of cryptographic protocols,
because it enables to force parties to behave according to a
predetermined protocol (i.e., the protocol requires parties to
provide zero-knowledge proofs of the correctness of their
secret-based actions, without revealing these secrets).

*The full version of this tutorial is available from URL

Advanced Topics. We focus on two basic problems re-
garding zero-knowledge, which actually arise also with re-
spect to the security of other cryptographic primitives. The
first question refers to the preservation of security (i.e., zero-
knowledge in our case) under various types of composition
operations. We survey the known results regarding sequen-
tial, parallel and concurrent execution of (arbitrary and/or
specific) zero-knowledge protocols. The main facts are:

e Zero-knowledge (w.r.t auxiliary inputs) is closed un-
der sequential composition.

¢ In general, zero-knowledge is not closed under par-
allel composition. Yet, some zero-knowledge proofs
(for NP) preserve their security when many copies
are executed in parallel. Furthermore, some of these
protocol use a constant number of rounds.

e Some zero-knowledge proofs (for NP) preserve their
security when many copies are executed concurrently,
but such a result is not known for constant-round pro-
tocols.

The second basic question regarding zero-knowledge refers
to. the usage of the adversary’s program within the proof
of security (i.e., demonstration of the zero-knowledge prop-
erty). For 15 years, all known proofs of security used the
adversary’s program as a black-box (i.e., a universal sim-
ulator was presented using the adversary’s program as an
oracle). Furthermore, it was believed that there is no advan-
tage in having access to the code of the adversary’s program.
Consequently it was conjectured that negative results regard-
ing black-box simulation represent an inherent limitation of
zero-knowledge. This belief has been refuted recently by a
zero-knowledge argument (for NP) that has important prop-
erties that are unachievable by black-box simulation.

Other topics treated in the full version of the tutorial (but
not in its oral presentation) include proofs of knowledge,
Non-Interactive Zero-Knowledge proofs, Statistical Zero-
Knowledge, Knowledge Complexity, and the resettability
of a party’s random-tape.

http://www.wisdom.weizmann.ac.il/~oded/zk-tut02.html
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