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Preface

Privacy in statistical databases is about finding tradeoffs to the tension between
the increasing societal and economical demand for accurate information and the
legal and ethical obligation to protect the privacy of individuals and enterprises,
which are the source of the statistical data. Statistical agencies cannot expect
to collect accurate information from individual or corporate respondents unless
these feel the privacy of their responses is guaranteed; also, recent surveys of
Web users show that a majority of these are unwilling to provide data to a Web
site unless they know that privacy protection measures are in place.

“Privacy in Statistical Databases 2004” (PSD 2004) was the final conference
of the CASC project (“Computational Aspects of Statistical Confidentiality”,
IST-2000-25069). PSD 2004 is in the style of the following conferences: “Statis-
tical Data Protection”, held in Lisbon in 1998 and with proceedings published
by the Office of Official Publications of the EC, and also the AMRADS project
SDC Workshop, held in Luxemburg in 2001 and with proceedings published by
Springer-Verlag, as LNCS Vol. 2316.

The Program Committee accepted 29 papers out of 44 submissions from 15
different countries on four continents. Each submitted paper received at least two
reviews. These proceedings contain the revised versions of the accepted papers.
These papers cover the foundations and methods of tabular data protection,
masking methods for the protection of individual data (microdata), synthetic
data generation, disclosure risk analysis, and software/case studies.

Many people deserve our gratitude. The conference and these proceedings
would not have existed without the Organization Chair, Enric Ripoll, and the
Organizing Committee (Jordi Castella, Antoni Martinez, Francesc Sebé and Julia
Urrutia). In evaluating the papers submitted we received the help of the Pro-
gram Committee and four external reviewers (Jorg Hohne, Silvia Polettini, Yosef
Rinott and Giovanni Seri).

We also thank all the authors of submitted papers and apologize for possible
omissions.

March 2004 Josep Domingo-Ferrer
Viceng Torra
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Survey on Methods for Tabular Data Protection
in ARGUS

Sarah Giessing

Federal Statistical Office of Germany, 65180 Wiesbaden
Sarah.giessing@statistik-bund.de

Abstract. The paper introduces into the methodology for disclosure limitation
offered by the software package T-ARGUS. Those methods have been applied
to the data sets of a library of close-to-real-life test instances. The paper pre-
sents results of the tests, comparing the performance of the methods with re-
spect to key issues such as practical applicability, information loss, and disclo-
sure risk. Based on these results, the paper points out which of the alternative
methods offered by the package is likely to perform best in a given situation.

1 Introduction

Data collected within government statistical systems is usually provided as to fulfil
requirements of many users differing widely in the particular interest they take in the
data. Data are published at several levels of detail in large tables, based on elaborate
hierarchical classification schemes. In many cases, cells of these tables contain infor-
mation on single, or very few respondents. In the case of establishment data, given the
meta information provided along with the cell values (typically: industry, geography,
size classes), those respondents could be easily identifiable. Therefore, measures for
protection of those data have to be put in place. The choice is between suppressing
part of the information (cell suppression), or perturbing the data.

The software T-ARGUS [13], as emerging from the European project CASC
(= Computational Aspects of Statistical Confidentiality) [12], offers methods to iden-
tify sensitive cells, a choice of algorithms to select secondary suppressions, programs
to compute interval bounds for suppressed cells (audit), and to generate synthetic
values to replace suppressed original ones in a publication. Section 2 will introduce
into the methods offered (or foreseen to be offered) by the package.

These methods have been applied to data sets of a of a library of close-to-real-life
test instances. Section 3 will present empirical results, comparing the performance of
the methods with respect to key issues concerning practical applicability, information
loss, and disclosure risk.

As a conclusion from the test results, section 4 will provide some guidelines for
users, recommending specific methods to apply in certain situations.

2 Methodological Background

T-ARGUS offers a variety of options for a disseminator to formulate protection re-
quirements which will be discussed in section 2.1. When cell suppression is used as

J. Domingo-Ferrer and V. Torra (Eds.): PSD 2004, LNCS 3050, pp. 1-13, 2004.
© Springer-Verlag Berlin Heidelberg 2004



2 Sarah Giessing

disclosure limitation technique, in a first step sensitive cells will be suppressed (pri-
mary suppressions). In a second step, other cells (so called ‘secondary’ or ‘comple-
mentary’ suppressions) must be suppressed along with these so called ‘primary sup-
pressions’ in order to prevent the possibility that users of the published table would be
able to recalculate primary suppressions. The problem of finding an optimum set of
suppressions is known as the ‘secondary cell suppression problem’. T-ARGUS offers
a choice of algorithms to select secondary suppressions as outlined in section 2.2.

By solving a set of equations implied by the additive structure of a statistical table,
and some additional constraints on cell values (such as non-negativity) it is possible to
obtain upper and lower bounds for the suppressed entries of a table. The package
offers to derive the bounds of these so called ‘feasibility intervals’ (sec. 2.3). Based
on ideas of [5], a method for controlled tabular adjustment (CTA) has been imple-
mented to supply users with synthetic values located within those intervals which
could be used to replace suppressed original values in a publication (sec. 2.4).

2.1 Formulation of Protection Requirements

T-ARGUS offers various options to formulate protection requirements. The software
can be used to prevent exact disclosure of respondent data only, or to also avoid infer-
ential disclosure to some degree.

When it is enough to prevent exact disclosure of respondent data, users of
7-ARGUS specify the parameter n of a minimum frequency rule. In that case, secon-
dary suppressions would be selected in such a way that the width of the feasibility
interval for any sensitive cell is non-zero, i.e. the interval does not contain the true
cell value only. When it is not enough to prevent exact disclosure, but the risk of
approximate disclosure must also be limited, users of T-ARGUS specify parameters of
the p%-rule, or dominance rule. The goal is to find a set of secondary suppressions
ensuring that the resulting bounds of the feasibility interval of any sensitive cell can-
not be used to deduce bounds on an individual respondent contribution that are too
close according to the sensitivity criterion employed. Results of [3,4] can be used to
compute the so called ‘protection level’. Bounds of the feasibility interval must not be
closer than the protection level. Formulas corresponding to the p %- and (n,k)-domi-
nance rule are given in table 3 of the appendix.

It should, however, be mentioned here that some problems have not yet been fully
solved in the current version of T-ARGUS: With some of the secondary cell suppres-
sion algorithms offered, it may happen that the algorithm considers a single respon-
dent cell to be properly protected even though there is only one other suppression in
the same row/column/... of the table and this suppression is another single respondent
cell. This may cause disclosure: the respondent contributing to either of the two single
respondent cells will be able to recover the value of the other single respondent. Simi-
lar problems of exact disclosure may arise with single respondent cells which are not
in the same row/columr/... of the table. Another problem still unsolved for any algo-
rithm offered by the package, is the problem of assigning protection levels in such a
way that aggregates published implicitly (so called ‘multi-cells’) in a protected table
will always be non-sensitive.
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2.2 Algorithms for Secondary Cell Suppression

The goal of secondary cell suppression is to find a valid suppression pattern satisfying
the protection requirements of the sensitive cells (see 2.1 above), while minimizing
the loss of information associated with the suppressed entries. The ‘classical’
formulation of the secondary cell suppression problem is a combinatorial optimisation
problem, which is computationally extremely hard to solve. T-ARGUS offers a variety
of algorithms to find a valid suppression pattern even for sets of large hierarchical
tables linked by linear interrelations. It is up to the user to trade-off quality vs.
quantity, that is to decide how much resources (computation time, costs for extra
software etc.) he wants to spend in order to improve the quality of the output tables
with respect to information loss. The package offers a choice basically between four
different approaches:

OPTIMAL Fischetti/Salazar methodology aims at the optimal solution of the
cell suppression problem [8]. A feasible solution is offered at an early stage of
processing, which is then optimised successively. It is up to the user to stop execu-
tion before the optimal solution has been found, and accept the solution reached so
far. The user can also choose the objective of optimisation, i.e. choose between
different measures of information loss. Note that the method relies on high per-
formance, commercial OR solvers.

MODULAR The HiTaS method [7] subdivides hierarchical tables into sets of
linked, unstructured tables. The cell suppression problem is solved for each subt-
able using Fischetti/Salazar methodology [8]. Backtracking of subtables avoids
consistency problems when cells belonging to more than one subtable are selected
as secondary suppressions.

NETWORK  The concept of an algorithm based on network flow methodology
has been outlined in [1]. Castro’s algorithm aims at a heuristic solution of the CSP
for 2-dimensional tables. Network flow heuristics are known to be highly effi-
cient. It may thus turn out that the method is able to produce high quality solutions
for large tables very quickly. T-ARGUS offers an implementation applicable to 2-
dimensional tables with hierarchical substructure in one dimension. A license for a
commercial OR solver will not be required to run the algorithm.

HYPERCUBE The hypercube algorithm GHMITER developed by R.D. Repsilber
([see 5,6]) is a fast alternative to the above three OR based methods. This heuristic
is able to provide a feasible solution even for extremely large, complex tables
without consuming much computer resources. The user, however, has to put up
with a certain tendency for over-suppression.

SINGLETON Special application of GHMITER, addressing only the protection of
single respondent cells. The method is meant to be used as preprocessing for the
OPTIMAL and NETWORK methods for which a solution for the problem with
single respondent cells mentioned in sec. 2.1 has not yet been implemented.

With respect to the hypercube and the modular method, both involving backtrack-
ing of subtables, it should be noted that such methods are not ‘global’. This causes a
certain disclosure risk (see [4] for problems related to non-global methods for secon-
dary cell suppression.).



4 Sarah Giessing

2.3 Audit: Computing the Feasibility Intervals

By solving a set of equations implied by the additive structure of a statistical table,
and some additional constraints on cell values (such as non-negativity) it is possible to
obtain upper and lower bounds for the suppressed entries of a table. These bounds are
solutions to the following linear programming problem (c.f. [8]):

Min y; ,and Max y; subjectto

Eielmijyi =b; ,jel

Ib,<y <ub, ,icPUS

yi=a; ,ig PUS
where the additive structure of the table is given by the set of linear equations
Ziermyy; =b; ,j€J (typically b; =0, and m; € {£1,01}). 1, P, and S denote
the set of all cells, of the sensitive cells, and of the secondary suppressions, respec-
tively, and ub;,lb; are constraints on the cell values g;. T-ARGUS assumes

ub, —a; = a;, —1b, = q- a; . By default, the parameter q is set to 1.

2.4 Controlled Tabular Adjustment for Tables with Suppressions

The authors of [5] suggest controlled tabular adjustment (CTA) to compute synthetic
values which could be used to replace suppressed original ones in a publication. The
idea of CTA is to determine synthetic values that are ‘as close as possible’! to the
original ones for the non-sensitive cells, but at some ‘safe’ distance for the sensitive
cells.

In the following, we consider a variant of this approach: As the idea of CTA is still
fairly new, the method not yet established as a standard for tabular data protection, we
thought it could be a natural way of familiarizing those who are used to tables pro-
tected by cell suppression with the new methodology, if it is presented as ‘just to
release some additional information’ on the suppressed entries. Therefore, while with
CTA methods suggested so far (see [5, 6, 2, 11]) all cells are candidates for adjust-
ment, in our variant adjustment is restricted to the suppressed cells of a protected
table. Synthetic values are then obtained as solution to the following LP problem:

Min 3 wy/ + X wy + Xw, (] +y,-')+W( Ty+ X y.-')
ieP* ieP” €S ieP” ieP*

subject to:

ZiePusmij(yi+ —yi—):bj _ZiePuSmijai 2JE.J

0<y/ <max,—q;, ,ie PUS

0<y, <g,—min, , ie PUS

y; 2upl, , i€ P*
y; 2lpl, ,ie P,

I Using a L1 distance.
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where max; and min; denote the solutions to the LP problem of section 2.3, w; are

weights obtained by a cost function such as w, = , Wis a very large constant,

I1+a
and upl; and Ipl; are upper and lower protection levels for the sensitive cells com-
puted according to 2.1. Synthetic values for i€ PU Sare then defined as

a+y =y
P*and P, the sets of sensitive cells which are adjusted to (or beyond) their up-

per ( P*) or lower ( P™) protection level, are determined in advance of solving the
LP problem by a simple heuristic as outlined in [5]: Considering protection level and

cell size, cells on the lowest level of the table are allocated to P* and P~ in alternat-
ing sequence. For allocation of higher level sensitive cells, we consider allocation of
corresponding lower level sensitive cells. Unfortunately, our simple heuristic tends to

give solutions where both, yi+ ,and y; are positive for a few of the sensitive cells,

i.e. where the synthetic cell value will be too close to the true cell value. For discus-
sion of this problem, and a suggestion how to solve it, see [2].

3 Application

The methods described in section 2 have been applied to data sets of a library of
close-to-real-life test instances. Section 3.1 explains the test scenario. Section 3.2.
compares the performance of the alternative cell suppression algorithms. Results of
further processing (audit and CTA) are presented in section 3.3.

3.1 Data Sets

A synthetic datafile has been constructed based on typical real-life structural business
data. The algorithm used for generating the synthetic data has been designed as to
preserve those properties of typical tabulations of the data relevant for cell suppres-
sion, i.e. structures of variables, location of sensitive and zero cells, cell sensitivity,
and number of contributions for low frequency cells. The file consists of nearly 3 mio
records. It offers three categorical (i.e. explanatory) variables, and a variety of re-
sponse variables one of which was chosen for the applications?. Of the categorical
variables, one offers a (7-level) hierarchical structure. For some of the tabulations,
only one of the non-hierarchical variables was considered. The depth of the hierarchi-
cal variable was varied. In this way six tables were generated, three 2-dimensional
and three 3-dimensional ones with size (i.e. number of cells) varying between 460 000
and 150 000 cells. A p%-rule was employed for primary suppression. See table 4 in
the appendix for details.

2 Due to technical problems with the current version of T-ARGUS the last 5 digits of the vari-
able which had up to 15 digits were dropped in advance of tabulation.
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Except for the network flow method which was not yet available for application to
hierarchical tables, all the algorithms listed in 2.2 have been applied to the six tables
described above. Unfortunately, for the largest table (table 6) only the hypercube
method ended properly. A run with the modular method could not be completed, runs
with the optimal methods were not even attempted because of the expected exhaustive
CPU usage (several days). Using CPLEX 7.5 as OR-solver, runs were carried out on a
Windows NT PC, Intel Pentium III processor, 261 MB Ram.

While for the 2-dimensional tables processing times were short enough to be of no
concern, for the 3-dimensional tables, application of Linear Programming based
methods took considerably more time than a run of the hypercube method. With in-
creasing depth of hierarchical structure, the effectiveness of the modular implementa-
tion (compared to ‘Optimal’) regarding reduction of execution time grows: for the 4-
levels table 5, execution time is reduced by 9 hours (from 12h10 to 3h11 ), while for
the 3-levels table 4 the reduction is only 21 minutes (from 1h33 to 1h12). See table 5
(appendix) for details.

As mentioned in 2.2, with method ‘Optimal’ it is up to the user to stop execution
before the optimal solution has been found, and accept the solution reached so far. It
should be noted that we actually made use of this option. Thus, not all the suppression
patterns generated by this method can be considered truly ‘optimal’.

3.2 Results of Secondary Cell Suppression

This section compares performances of the algorithms on the test tables with respect
to number and added values of the secondary suppressions. Concerning the LP-based
methods (Mod, Opt, Si/Opt), results presented in table 1 below were obtained when
using the response variable as cost function.

Table 1. Information Loss due to Secondary Suppression.

Table Hier. No Cells No Suppressions (%) Added Value of
Levels Suppressions (%)
Hyp Mod Opt Si/Opt| Hyp Mod Opt Si/Opt
2-dimensional tables
1 3 460 696 435 4.78 7.61/ 0.18 0.05 0.03 0.05
2 4 1050 1095 8.29 743 11.52| 098 0.62 058 0.71
3 6 8230 1492 1148 1536 17.97| 678 151 1.64 206
3-dimensional tables
4 3 8280 1463 10.72 1496 1644| 692 141 063 1.58
5 4 18900 17.31 1541 19.19 20.00|12.57 3.55 232 448
6 6 148140 1599 - - - 23.16 - - -

With respect to the number of secondary suppressions, method ‘Modular’ per-
formed best on all tables except for table 2, where method ‘Optimal’ suppressed 9
cells less. Except for the 2 smallest tables, ‘Optimal’ with cell value as cost function
performs even worse than the hypercube method.



