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Preface

This volume contains the proceedings of the 6th Symposium on Abstraction,
Reformulation and Approximation (SARA 2005). The symposium was held at
Airth Castle, Scotland, UK, from July 26th to 29th, 2005, just prior to the
IJCAI 2005 conference in Edinburgh. Previous SARA symposia took place at
Jackson Hole in Wyoming, USA (1994), Ville d’Estrel in Qubec, Canada (1995),
Asilomar in California, USA (1998), Horseshoe Bay, Texas, USA (2000), and
Kananaskis, Alberta, Canada (2002). This was then the first time that the sym-
posium was held in Europe. Continuing the tradition started with SARA 2000,
the proceedings have been published in the LNAI series of Springer.

Abstractions, reformulations and approximations (AR&A) have found appli-
cations in a variety of disciplines and problems, including constraint satisfaction,
design, diagnosis, machine learning, planning, qualitative reasoning, scheduling,
resource allocation and theorem proving, but are also deeply rooted in philoso-
phy and cognitive science. The papers in this volume capture a cross-section of
the various facets of the field and of its applications. One of the primary uses of
AR&A is oriented to overcome computational intractability. AR&A techniques,
however, have also proved useful for knowledge acquisition, explanation and
other applications, as papers in this volume also illustrate.

The aim of SARA is to provide a forum for intensive and friendly interaction
among researchers in all areas of Al in which an interest in the different aspects
of AR&A exist. The diverse backgrounds of participants at this and previous
meetings led to rich and lively exchanges of ideas, allowed the comparisons of
goals, techniques and paradigms, and helped identify important research issues
and engineering hurdles. SARA has always invited distinguished members of
the research community to present keynote talks. SARA 2005 was no exception
to this rule with invited talks from Rada Chirkova of the North Carolina State
University at Raleigh, USA Aristide Mingozzi of the University of Bologna, Italy,
and Robert Zimmer of Goldsmiths College, University of London and Goldsmiths
Digital Studios, London.

We would like to thank the authors of all the submitted papers and research
summaries, the referees, the invited speakers, the Program Committee members
for all their time and effort, and, of course, all the attendees. We also thank the
members of the Steering Committee for their advice along the way. In addition,
a great “merci” to the Local Chair Tan Miguel and to all those who contributed
to the organization of SARA 2005, in particular Mélanie Courtine.

Paris, May 19, 2005 Jean Daniel Zucker
Lorenza Saitta
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Verifying the Incorrectness of Programs
and Automata*

Scot Anderson and Peter Revesz

Department of Computer Science and Engineering,
University of Nebraska-Lincoln, Lincoln, NE 68588, USA

{scot, revesz}@cse.unl.edu

Abstract. Verification of the incorrectness of programs and automata
needs to be taken as seriously as the verification of correctness. However,
there are no good general methods that always terminate and prove in-
correctness. We propose one general method based on a lower bound ap-
proximation of the semantics of programs and automata. Based on the
lower-bound approximation, it becomes easy to check whether certain
error states are reached. This is in contrast to various abstract inter-
pretation techniques that make an upper bound approximation of the
semantics and test that the error states are not reached. The precision of
our lower bound approximation is controlled by a single parameter that
can be adjusted by the user of the MLPQ system in which the approxi-
mation method is implemented. As the value of the parameter decreases
the implementation results in a finer program semantics approximation
but requires a longer evaluation time. However, for all input parameter
values the program is guaranteed to terminate. We use the lower bound
approximation to verify the incorrectness of a subway train control au-
tomaton. We also use the lower bound approximation for a problem
regarding computer security via trust management programs. We pro-
pose a trust management policy language extending earlier work by Li
and Mitchell. Although, our trust management programming language
is Turing-complete, programs in this language have semantics that lend
themselves naturally to a lower-bound approximation. Namely, the lower
bound approximation is such that no unwarranted authorization is given
at any time, although some legitimate access may be denied.

1 Introduction

Testing the correctness of a program or an automaton can be done by finding
an upper approzimation of its semantics. If the upper approximation does not
contain the error states needed to be checked, then the automaton can be said to
be correct. However, if the upper approximation contains the error states, then
the actual program or automaton may still be correct.

* This research was supported in part by NSF grant EIA-0091530 and a NASA Space
and EPSCoR grant.

J.-D. Zucker and L. Saitta (Eds.): SARA 2005, LNAI 3607, pp. 1-13, 2005.
© Springer-Verlag Berlin Heidelberg 2005



2 » S. Anderson and P. Revesz

Similarly, if the lower bound approximation of the semantics contains an error
state, then we know that it is incorrect. If it does not, then the program may
still be incorrect.

Hence an upper bound may be good to verify that a program is correct, while
a lower bound may be good to verify that it is incorrect. The verification of
incorrectness is just as important in practice as the verification of correctness,
because many users are reluctant to change incorrect and expensive programs
unless those are proven incorrect. For example, if a banking system allows invalid
access to some bank accounts, then a lower bound approximation would be
needed to verify the incorrectness.

Until recently, in the verification area the focus was in verifying correctness
using abstract interpretation [8,16,22] or model checking [1,5,9, 30, 36]. In con-
trast, in this paper, we focus on verifying incorrectness.

Verifying incorrectness is needed when we suspect a program to be incorrect,
and we want to prove that it is indeed incorrect. For example, if there is an
accident with a space shuttle, then we need to find what caused it. Was it
caused by an incorrect program?

There are many reasons that a program may be suspected to be incorrect.
For example, a program that fails a verification for correctness using abstract
interpretation or model checking would be suspicious.

There are some problems that naturally lend themselves to a lower-bound
approximation. For example, the semantics of a computer security system would
contain the facts that describe who gets access to which resource at what time.
In this case a lower-bound approximation is meaningful, conservative, and safe to
use. That is, it never gives unwarranted authorizations, although some legitimate
access may be denied at certain time instances. For example, not being able
to access one’s own bank account at a particular time is frustrating, but it is
certainly less frustrating than if someone else, who should not, can access it.

We use the above idea in proposing a Turing-complete extension of the trust
management language RT [25,26,27], which is a recent approach to computer
security in a distributed environment. The latest version of the RT language uses
Datalog but with simpler constraints than we allow in this paper. We choose
the RT trust management family of languages as an ezample of how to use
constraint database approximation techniques in other areas beyond database
systems where lower-bound approximations are meaningful. (See the survey [15]
and the recent article [24] about trust management in general.)

The rest of this paper is organized as follows. Section 2 gives a brief review of
constraint database approximation theory and its implementation in the MLPQ
constraint database system [38]. Section 3 applies the approximation method to
verify the incorrectness of an automaton. Section 4 applies the approximation
method to find a safe evaluation of a trust management program. Section 5
discusses some related work. Finally, Section 6 gives some conclusions and future
work.
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2 Review of Constraint Database Approximation Theory

The constraint logic programming languages proposed by Jaffar and Lassez [17],
whose work led to CLP(R) [19], by Colmerauer [7] within Prolog III, and by
Dincbas et al. [10] within CHIP, were Turing-complete. Kanellakis, Kuper, and
Revesz [20,21] considered those to be impractical for use in database systems
and proposed less expressive constraint query languages that have nice properties
in terms of guaranteed and efficient evaluations. Many researchers advocated
extensions of those languages while trying to keep termination guaranteed. For
example, the least fixed point semantics of Datalog (Prolog without function
symbols and negation) with integer gap-order constraint programs can be always
evaluated in a finite constraint database representation [33].!

With gap-order constraints many NP-complete problems can be expressed
that cannot be expressed in Datalog without constraints. However, even Datalog
with addition constraints, which seems only a slight extension, is already Turing-
complete. Hence Revesz [35] introduced an approximate evaluation for Datalog
with addition constraints.

This approximation is different from abstract interpretation methods (for a
recent review see [8]). The main difference is that, at least in theory, in [35]
both a lower and an upper bound approximation of the least fixed point can
be arbitrarily close to the actual least fixed point with the decrease of a single
parameter towards —oo. The decrease indirectly increases the running time.

Below we focus on the definitions that are relevant to approximations. The
reader can find more details in the surveys [18,34] and the books (23,28, 37]
about constraint logic programming and constraint databases.

Definition 1. Addition constraints [37] have the form
+x+yb0b or +z6b

where z and y are integer variables and b is an integer constant, called a bound,
and 0 is either > or >.

In the following we will also use z = b as an abbreviation for the conjunction
of z > b and —z > —b. Similarly, we use z + y = b as an abbreviation for the
conjunction of z +y > b and —z —y > —b.

Each constraint database is a finite set of constraint tuples of the form:

R(fL‘l,...,fEk) = Cl,...,Cm.

where R is a k-ary relation symbol, each z; for 1 <4 < k is an integer variable or
constant, and each C; for 1 < j < m is an addition constraint over the variables.
The meaning of a constraint tuple is that each substitution of the variables by
integer constants that makes each C; on the right hand side of : — true is a
k-tuple that is in relation R.

1 A gap-order is a constraint of the form ¢ —y > ¢ or & > ¢ where = and y are
variables and c is a non-negative integer constant.
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A Datalog program consists of a finite set of constraint tuples and rules of the
form:

Ro(z1,...,z) @ — R1($1,1,---,Scl,kl),-n,Rn(mn,l,---,ﬂcn,kn), Gy 1 58 Chrps

where each R; is a relation name, and the zs are either integer variables or
constants, and each C; is an addition constraint over the zs. The meaning of the
rule is that if for some substitution of the variables by integer constants each R;
and C; on the right hand side of : — is true, then the left hand side is also true.

A model of a Datalog program is an assignment to each k-arity relation symbol
R within the program a subset of Z* where Z is the set of integers such that
each rule holds for each possible substitution. The least fized point semantics of
a Datalog program contains the intersection of all the models of the program.

It is easy to express in Datalog [37] with addition constraints a program that
will not terminate using a standard bottom-up evaluation [37]. Consider the
following Datalog with addition constraint program:

D(z,y,z) — z—y=0, z2=0.

D(z',y,2") — D(z,y,2), ' —z=1, 2/ —z=1. (1)

This expresses that the Difference of z and y is z. Further, based on (1) we
can also express a Multiplication relation as follows:

M(z,y,z) — z=0, y=0, z=0.
M(',y,2") — M(z,y,2), D(,z,y), ' —z=1. (2)
M(z,y',2") — M(z,y,2), D(z',z,z), v —y=1.

Intuitively, a standard bottom-up evaluation derives additional constraint tu-
ples until a certain saturation is reached, and the saturation state represents in
a constraint database form the least fixed point. We omit the precise definition
of bottom-up evaluation of Datalog with constraint programs, because it is not
needed for the rest of this paper. It is enough to note that the simple Data-
log program that consists of the above two sets of rules never terminates in a
standard bottom-up evaluation.

In fact, with these two relations we can express any integer polynomial equa-
tion (see Example 3). Since integer polynomial equations are unsolvable in gen-
eral [29], no algorithm would be able to evaluate precisely the least fixed point
semantics of the Datalog program. Hence the situation we face is not just a par-
ticular problem with the standard bottom-up evaluation, but a problem that is
inherent to the least fixed point semantics of Datalog with addition constraints.

Revesz [35] introduced two methods for approximating the least fixed point
evaluation by modifying the standard bottom-up evaluation.

Definition 2. Let I < 0 be any fized integer constant. We change in the con-
straint tuples the value of any bound b to be max(b,l). Given a Datalog program
P the result of a bottom-up evaluation of P using this modification is denoted P;.



