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Preface

This book is designed to meet the increasing need of audit and control professionals to understand
information technology (IT) and the controls required to manage this key resource. This book
can be used by control and audit professionals and for both introductory and advanced courses
in IT audit. This book supports the Control Objectives for Information and Related Technology
(CoBIT) model and assists in preparation for the Certified Information Systems Auditor (CISA)
exam. Exhibit 1 provides a map of this text to the CISA exam.

Exhibit 1 Mapping Text to CISA Exam

CISA Examination

Content Areas
to Model
Curriculum

(Undergraduate)

Exam

(%) Title and Description

IT Audit and

Control

IT Planning and

Organization

IT Acquisition

and
Implementation

IT Delivery and

Support
Advanced Topics

10 The IS audit process

Provides IS audit services in

accordance with IS audit

standards, guidelines, and best
practices to assist the organization
in ensuring that its IT and
business systems are protected

and controlled

15 IT governance

Provides assurance that the
organization has the structure,

policies, accountability,

mechanisms, and monitoring
practices in place to achieve
the requirements of corporate

governance of IT

(continued)
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Continued

Exam

(%)

CISA Examination
Content Areas
to Model
Curriculum
(Undergraduate)

Title and Description

IT Audit and

Control

IT Planning and

Organization

IT Acquisition

and
Implementation

IT Delivery and

Support

Advanced Topics

16

14

31

14

Systems and infrastructure life-cycle
management
Provides assurance that the
management practices for the
development/acquisition, testing,
implementation, maintenance,
and disposal of systems and
infrastructure will meet the
organization'’s objectives

IT service delivery and support
Provides assurance that the IT
service management practices
will ensure the delivery of the
level of services required to meet
the organization’s objectives

Protection of information assets
Provides assurance that the
security architecture (policies,
standards, procedures, and
controls) ensures the
confidentiality, integrity, and
availability of information assets

Business continuity and disaster
recovery
Provides assurance that in the
event of a disruption the business
continuity and disaster recovery
processes will ensure the timely
resumption of IT services while
minimizing the business impact
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