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Preface

The 10th International Conference on Theory and Practice of Public-Key Cryp-
tography (PKC 2007) was held at Tsinghua University in Beijing, China, April
16-20, 2007. PKC is the premier international conference dedicated to cryptology
focusing on all aspects of public-key cryptography. The event is sponsored by the
International Association of Cryptologic Research (IACR), and this year it was
also sponsored by the National Natural Science Foundation of China (NSFC)
and Tsinghua University.

The conference received 118 submissions, and the Program Committee se-
lected 29 of these for presentation. The Program Committee worked very hard
to evaluate the papers with respect to quality, originality, and relevance to public-
key cryptography. Each paper was anonymously reviewed by at least three Pro-
gram Committee members.

Extended abstracts of the revised versions of the accepted papers are in
these proceedings. The program also included three invited lectures by Rafail
Ostrovsky with UCLA, USA, Shige Peng with Shandong University, China and
Adi Shamir with the Weizmann Institute of Science, Israel. Two papers regarding
the invited lectures are included in these proceedings. The PKC 2007 Program
Committee had the pleasure of awarding this year’s PKC best paper award to
Xavier Boyen and Brent Waters for their paper, entitled “Full-Domain Subgroup
Hiding and Constant-Size Group Signatures.”

We are extremely grateful to the Program Committee members for their
enormous investment of time and effort in the difficult and delicate process of
review and selection. We gratefully acknowledge the help of a large number of
external reviewers who reviewed submissions in their area of expertise. We also
thank the PKC Steering Committee for their support.

Electronic submissions were made possible by the Web Review system, iChair,
developed by Thomas Baignéres and Matthieu Finiasz at EPFL, LASEC. We
would like to thank Thomas Baignéres and Matthieu Finiasz for their great
support.

We deeply thank Andrew C. Yao, the General Chair, for his effort in orga-
nizing and making this conference possible. The great scientist was the source
of the success of PKC 2007.

We are grateful to all the Organizing Committee members for their volunteer
work. In addition, we would like to thank Wei Yu for his enormous support in
installing and operating the iChair system in the review process and editing of
these proceedings.

We wish to thank all the authors, for submitting papers, and the authors of
accepted papers for their cooperation.

February 2007 Tatsuaki Okamoto
Xiaoyun Wang
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Full-Domain Subgroup Hiding and
Constant-Size Group Signatures

Xavier Boyen! and Brent Waters?*

! Voltage Inc., Palo Alto
xb@boyen.org
2 SRI International
bwaters@csl.sri.com

Abstract. We give a short constant-size group signature scheme, which
we prove fully secure under reasonable assumptions in bilinear groups, in
the standard model. We achieve this result by using a new NIZK proof
technique, related to the BGN cryptosystem and the GOS proof system,
but that allows us to hide integers from the full domain rather than
individual bits.

1 Introduction

Group signatures, introduced by Chaum and van Heyst [19], allow any mem-
ber of a certain group to sign a message on behalf of the group, but the signer
remains anonymous within the group. However, in certain extenuating circum-
stances an authority will have the ability to revoke the anonymity of a signer
and trace the signature. One of the primary motivating use scenarios of group
signatures is in anonymous attestation, which has practical applications such
as in building Trusted Platform Modules (TPMs). Group signatures have also
attracted much attention in the research community where several constructions
have been proposed (1,2,3,5,6,9,12,13,14,15,16,25,27,29].

The most efficient group signature constructions given only have a proof of
security in the random oracles model and either are based on the Strong-RSA
assumption in Z, [2,3,16] or use bilinear groups [9,11,17]. Solutions in the stan-
dard model can be derived from general assumptions as first shown by Bellare
et. al. [5].

Recently, two efficient group signature schemes were respectively proposed
both by Boyen and Waters [13] and Ateniese et al. [1] that did not use random
oracles. The two solutions took different approaches and have different features.

The Boyen-Waters construction used a two-level hierarchical signature, where
the first level corresponds to the signer’s identity and the second level is the
message to be signed. The scheme hides the actual identity in the first level by
using bilinear groups of composite order and applying a mechanism from the
recent Non-Interactive Zero-Knowledge (NIZK) result of Groth, Ostrovsky, and

* Supported by NSF CNS-0524252 and the US Army Research Office under the Cy-
berTA Grant No. W911NF-06-1-0316.

T. Okamoto and X. Wang (Eds.): PKC 2007, LNCS 4450, pp. 1-15, 2007.
© International Association for Cryptologic Research 2007



2 X. Boyen and B. Waters

Sahai [23]. The two drawbacks of the Boyen-Waters result are that the number
of group elements in the signature are logarithmic in the number of signers in the
group and that the anonymity property is only secure against chosen-plaintext
attacks, as opposed to chosen-ciphertext attacks. The need for a logarithmic
number of group elements results from the fact that a signer must prove that
the blinded first level identity was computed correctly. The authors needed to
use the model for CPA attacks because the tracing authority used the knowledge
of the factorization of the order to trace members.

The Ateniese et. al. scheme works in asymmetric bilinear groups. Their scheme
has signatures with a constant number of group elements and has chosen-
ciphertext security. However, its proofs of security rely on interactive assump-
tions where the adversary has access to an oracle; therefore, these assumptions
are inherently non-falsifiable [28]. In addition, the scheme has the drawback
that if a user’s private key is compromised then it can be used to revoke the
anonymity of that user’s past signatures. Although, it should be pointed out
that some schemes have used this property as an advantage in Verifier-Local
Group signatures [11].

Groth [21] also gave a recent group signature scheme that was proven CCA-
secure in the standard model under the decisional Linear assumption [9]. Signa-
tures in his scheme technically consist of a constant number of group elements,
however, as noted by the author the constant is too large for real systems and in
practice his constant will be much more than lg(n) for any reasonable number
of n signers. The result does though, give a feasibility result under a relatively
mild assumption.

In this paper we give a new construction of a group signature scheme that ad-
dresses some of the drawbacks of the Boyen-Waters [13] solution. Following their
scheme we use a two-level hierarchical signature as the basis for our signatures,
where the first level specifies the identity. However, we use a new signature on
the first level based off an assumption related to Strong Diffie-Hellman (SDH) (8]
that we call the Hidden Strong Diffie-Hellman, which like SDH and Strong-RSA
has the property that the adversary has flexibility in what he is allowed to return
to the challenger. The signature has the property that if the signer gives a signa-
ture on an arbitrary group element this can be used to break our assumption. We
provide efficient proofs of well-formmess that use techniques beyond those given
in [23], including proofs of encrypted Diffie-Hellman tuples. One disadvantage of
this approach is that it uses a stronger assumption for unforgeability than CDH,
which was used in the Boyen-Waters [13] scheme. However, we emphasize that
this assumption is falsifiable.

2 Preliminaries

We review a number of useful notions from the recent literature on pairing-based
cryptography, which we shall need in later sections. First, we briefly review the
properties that constitute a group signature scheme and define its security.

We take this opportunity to clarify once and for all that, in this paper, the
word “group” by default assumes its algebraic meaning, except in contexts such
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as “group signature” and “group manager” where it designates a collection of
users. There should be no ambiguity from context.

2.1 Group Signatures
A group signature scheme consists of a pentuple of PPT algorithms:

— A group setup algorithm, Setup, that takes as input a security parameter 1*
(in unary) and the size of the group, 2%, and outputs a public key PK for
verifying signatures, a master key MK for enrolling group members, and a
tracing key TK for identifying signers.

— An enrollment algorithm, Enroll, that takes the master key MK and an
identity 1D, and outputs a unique identifier s;p and a private signing key K,
which is to be given to the user.

— A signing algorithm, Sign, that takes a group member’s private signing key
K, and a message M, and outputs a signature o.

— A (usually deterministic) verification algorithm, Verify, that takes a message
M, a signature o, and a group verification key PK, and outputs either valid
or invalid.

— A (usually deterministic) tracing algorithm, Trace, that takes a valid sig-
nature o and a tracing key TK, and outputs an identifier sip or the failure
symbol L.

There are four types of entities one must consider:

— The group master, which sets up the group and issues private keys to the
users. Often, the group master is an ephemeral entity, and the master key
MK is destroyed once the group is set up. Alternatively, techniques from dis-
tributed cryptography can be used to realize the group master functionality
without any real party becoming in possession of the master key.

— The group manager, which is given the ability to identify signers using the
tracing key TK, but not to enroll users or create new signing keys.

— Regular member users, or signers, which are each given a distinct private
signing key K.

— Outsiders, or verifiers, who can only verify signatures using the public key
PK.

We require the following correctness and security properties.

Consistency. The consistency requirements are such that, whenever, (for a group
of 2% users)
(PK, MK, TK) « Setup(1*, 2%),
(sip, Kip) < Enroll(MK;,ID), o «— Sign(Kp, M),

we have, (except with negligible probability over the random bits used in Verify
and Trace)

Verify(M, o, PK) = valid, and Trace(o, TK) = sip.

The unique identifier s;p can be used to assist in determining the user ID from
the transcript of the Enroll algorithm; s;p may but need not be disclosed to the
user; it may be the same as ID.
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Security. Bellare, Micciancio, and Warinschi [5] characterize the fundamental
properties of group signatures in terms of two crucial security properties from
which a number of other properties follow. The two important properties are:

Full Anonymity which requires that no PPT adversary be able to decide (with
non-negligible probability over one half) whether a challenge signature o on
a message M emanates from user ID; or 1Dy, where ID;, ID2, and M are
chosen by the adversary. In the original definition of [5], the adversary is given
access to a tracing oracle, which it may query before and after being given
the challenge o, much in the fashion of IND-CCAZ2 security for encryption.

Boneh, Boyen, and Shacham [9] relax this definition by withholding access
to the tracing oracle, thus mirroring the notion of IND-CPA security for
encryption. We follow [9] and speak of CCA2-full anonymity and CPA-full
anonymity for the respective notions.

Full Traceability which requires that no coalition of users be able to generate,
in polynomial time, a signature that passes the Verify algorithm but fails to
trace to a member of the coalition under the Trace algorithm. According to
this notion, the adversary is allowed to ask for the private keys of any user
of its choice, adaptively, and is also given the secret key TK to be used for
tracing—but of course not the enrollment master key MK.

It is noted in [5] that this property implies that of ezculpability [4], which
is the requirement that no party should be able to frame a honest group
member as the signer of a signature he did not make, not even the group
manager. However, the model of [5] does not consider the possibility of a
(long-lived) group master, which leaves it as a potential framer. To address
this problem and achieve the notion of strong ezculpability, introduced in [2]
and formalized in [26,6], one would need an interactive enrollment protocol,
call Join, at the end of which only the user himself knows his full private
key; the same mechanism may also enable concurrent dynamic group enroll-
ment [6,27].

We refer the reader mainly to [5] for more precise definitions of these and related
notions.

2.2 Bilinear Groups of Composite Order

We review some general notions about bilinear maps and groups, with an empha-
sis on groups of composite order which will be used in most of our constructions.
We follow [10] in which composite order bilinear groups were first introduced in
cryptography.

Consider two finite cyclic groups G and Gr having the same order n, in
which the respective group operation is efficiently computable and denoted
multiplicatively. Assume that there exists an efficiently computable function
e: G x G — Gr, called a bilinear map or pairing, with the following properties:

— (Bilinearity) Yu,v € G, Va,b € Z, e(u®,v*) = e(u,v)?®, where the product
in the exponent is defined modulo n;



Full-Domain Subgroup Hiding and Constant-Size Group Signatures 5

— (Non-degeneracy) 3g € G such that e(g, g) has order n in Gr. In other words,
e(g, g) is a generator of Gr, whereas g generates G.

If such a bilinear map can be computed efficiently, the group G is called a
bilinear group. We remark that the vast majority of cryptosystems based on
pairings assume for simplicity that bilinear groups have prime order. In our
case, it is important that the pairing be defined over a group G containing
|G| = n elements, where n = pq has a (ostensibly hidden) factorization in two

large primes, p # q.

2.3 Complexity Assumptions

We make use of a few complexity assumptions: computational Diffie-Hellman
(CDH) in the prime-order bilinear subgroup G, Subgroup Decision in the group
G of composite order n = pg, and a new assumption in G, related to Strong
Diffie-Hellman (SDH) that we call HSDH.

CDH in Bilinear Groups. The CDH assumption states that there is no proba-
bilistic polynomial time (PPT) algorithm that, given a triple (g, g%, g°) € G’f’, for
random exponents a, b € Z,, computes g?® € G, with non-negligible probability.
Because of the pairing, CDH in G, implies a “Gap DH” assumption [24] and
should not be confused with the vanilla CDH assumption in usual non-pairing
groups. It is also subsumed by the HSDH assumption we describe later.

The Subgroup Decision Assumption. Our second tool is the Subgroup Decision
assumption introduced in [10]. It combines features of bilinear pairings with the
hardness of factoring, which is the reason for working with bilinear groups of
composite order.

Informally, the Subgroup Decision assumption posits that for a bilinear group
G of composite order n = pq, the uniform distribution on G is computationally
indistinguishable from the uniform distribution on a subgroup of G (say, G, the
subgroup of order ¢). The precise definition is based on the subgroup decision
problem, which we now define.

Consider an “instance generator” algorithm GG that, on input a security pa-
rameter 1%, outputs a tuple (p,q, G, Gr,e), in which p and ¢ are independent
uniform random A-bit primes, G and G are cyclic groups of order n = pq with
efficiently computable group operations (over their respective elements, which
must have a polynomial size representation in A\), and e : G x G — Gr is a
bilinear map. Let G, C G denote the subgroup of G of order q. The subgroup
decision problem is:

On input a tuple (n = pq, G, Gr,e) derived from a random execution of
Gg( 1)‘), and an element w selected at random either from G or from Gy,
decide whether w € Gy.

The advantage of an algorithm A solving the subgroup decision problem is de-
fined as A’s excess probability, beyond 1, of outputting the correct solution. The
probability is defined over the random choice of instance and the random bits
used by A.
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The HSDH Assumption. Last, we need to introduce a new assumption we call
Hidden SDH by analogy to the SDH assumption [8] from which it descends. We
present it in the next section.

3 The Hidden Strong Diffie-Hellman Assumption

We introduce a new assumption in the prime-order bilinear group G,. It is a
variant of the Strong Diffie-Hellman (SDH) assumption proposed in [8]. It is
slightly stronger, but retains the attributes of the original assumption of being
non-interactive, falsifiable, and provably true in the generic bilinear group model.

The Strong Diffie-Hellman assumption in bilinear groups states that there is
no probabilistic polynomial time (PPT) adversary that, given a (¢ + 1)-tuple
(g,g‘“,g“ﬂ,...,g“’l) € Gf,“ for a random exponent w € Zj, outputs a pair
(c, gt/ (@wt9) € Zy x G, with non-negligible probability. (The parameter £ is
defined externally.) What makes the SDH assumption useful is that it implies
the hardness of the following problem:

On input two generators g, g € Gy, and £—1 distinct pairs (c;, g*/ (W)
€ Zy, x Gy, output an additional pair (c, gt/ @te)) e Zy % Gy such that
c#ceforalli=1,...,4—1.

This argument was used by Boneh and Boyen [8] as the basis of their secure signa-
ture constructions. In particular, Boneh and Boyen’s primordial “weakly secure
signature” on a message c¢ is nothing more than the group element g!/(“+te)
Much of their paper is concerned with securing these signatures against adaptive
chosen message attacks, but for our purposes this is unnecessary.

However, an inherent trait of the general notion of signature is that verification
requires knowledge of the message. Since in our group signature the first-level
“message” is the identity of the user, we would like to keep it as hidden as
possible, since at the end of the day we need to blind it. To facilitate this task,
we build a modified version of the Boneh-Boyen “weak signature” above that
does not require knowledge of ¢ in order to verify. It is based on the Hidden
SDH assumption, a straightforward extension to the SDH assumption where the
“message” ¢ is not given in the clear.

The Hidden Strong Diffie-Hellman Problem. We first define the .-HSDH problem
as follows:

On input three generators g,h,g* € Gp, and ¢ — 1 distinct triples
(gl/(wtes) gei pei) e Gf, where ¢; € Z,, output another such triple
(g"/(@+9) g¢ h®) € G3 distinct of all the others.

Observe that the well-formedness of a triple (4,B,C) = (g'/(“te) g¢ he)
can be ascertained without knowing c by verifying that e(4,¢g*B) = e(g,g)
and that e(B, h) = e(C, g). In these verifications, the Diffie-Hellman relationship
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(g, h, g%, h¢) serves as a discrete-log NIZK proof of knowledge of c. Notice that
contrary to the SDH problem statement [8], here we allow c or some c; to be
zZero.

We define the advantage of an HSDH adversary A as its probability of out-
putting a valid triple. The probability is taken over the random choice of instance
and the random bits used by A.

Definition 1. We say that the {-HSDH assumption holds in a family of prime
order bilinear groups generated by GG, if there is no PPT algorithm that,
for sufficiently large X € N, solves the HSDH problem in the bilinear group
(p,Gp,e) «— GG(1*) with non-negligible probability. Here, ¢ may be either an
explicit parameter to the assumption, or some polynomially bounded function of
the security parameter .

It is easy to see that for any ¢ > 1, hardness of the ¢-HSDH problem implies
hardness of the /-SDH problem in the same group, which itself requires the CDH
problem to be hard in that group. To bolster our confidence in the new com-
plexity assumption, we can prove an Q(\/m) lower bound on the complexity
of solving the HSDH problem in generic bilinear groups, provided that £ < /p.
Notice that HSDH does not rely on the composite order n, so the generic group
model can apply. The proof will appear in the full paper.

4 Anonymous Hierarchical Signatures

As our first step toward short group signatures, we build a hierarchical signature
with the signer identity at the first level and the message being signed at the
second level, such that the whole signature can be verified without revealing the
identity.

In a hierarchical signature, a message is a tuple comprising several atomic
message components. The crucial property is that a signature on a message
(ma,...,m;), also acts as a restricted private key that enables the signing of any
message extension (mq,...,m;, ..., m;) of which the original message is a prefix.
In some schemes, the hierarchy has a maximum depth d, in which case we must
have ¢« < j < d. Here, we shall only consider 2-level hierarchical signatures, in
which the first level is concerned with user identities, and the second level with
messages proper. Notice that 2-level hierarchical signatures and identity-based
signatures are equivalent notions: the identity-based key is just a fancy name for
a signature on a first-level atomic component.

We use the HSDH assumption to construct a short two-level hierarchical sig-
nature that can be verified without knowing the user identity at the first level.
Our construction makes a hybrid of two schemes, one at each level.

First Level. At the first level, we devise a variant of the “primary” determinis-
tic Boneh-Boyen signatures from [8, §3.2]. Recall that Boneh-Boyen signatures
are constructed in two stages, beginning with a primary “weak” deterministic
signature, which is subsequently hardened with a sprinkle of randomness. The



