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PREFACE

The main theme of this text is the application of different method-
ologies to the surveillance of a nondigital system (or device) or
of a control system throughout its entire operating lifetime so as
to obtain a diagnosis of failures and deteriorations and increase
the operational availability. The term surveillance is meant to
include the processing of all data records (of whatever nature) -
taken during the fabrication, testing, or maintenance of the equip-
ment as well as data obtained from the monitoring of system parame-
ters during its operation. It is important to stress here that the
methods described presuppose the exclusive utilization of nonde-
structive tests or sensors which do not affect the system's func-
tioning.

A second theme of this book is the generalization of the con-
cept of failures to include classes of degraded performance. Within
the framework of continuous equipment monitoring it is generally
insufficient to characterize a breakdown by an excessive value of
Jjust a single functional or maintenance parameter. Physical fail-
ures or breakdowns may also result from the joint occurrence of
deviations of several such parameters, with all the parameters re-
maining within specified tolerance values. To the notion of auto-
matic classification of these deviation vectors one can quite natu-
rally relate concepts of equipment condition and classes of degraded
- performance.

This enables us to envisage connecting the monitoring device

to a condition indicator which activates an alarm whenever the level

iii-



iv . Prefac»

of degraded performance drops too far. The use of such indicators
complies with the requirements of on-line failure diagnosis and
leads to a notable increase in the safety and availability of the
equipment to which they are connected.

Another objective of this book is to provide tools whereby one
can systematize the process of improving the design and character-
istics of a device on the basis of quantitative and qualitative in-
formation obtained during its operational life span. As a general
rule, the manufacturer does not know the true behavior of the equip-
ment under operational conditions. Therefore this information cannot
be used for design or maintenance purposes. Reliability and main-
tenance data banks are one of the elements making up this feedback
loop. It is necessary to process their contents and to have a use-
ful and easily addressable format. Certain methods described here
will address these concerns, and provide tools and solutions.

It is important to underscore the fact that the methods de-
scribed here do not generally permit the immediate localization of
faulty components. Initially, it is usually possible only to iden-
tify or diagnose the failure or degradation modes (taking into ac-
count the operating conditions and the operational environment ).

One can then usually proceed with failure localization .once the
failure mode is known. Thé most convenient procedure for this in-
volves going through a failure search tree, complying with procedures
contained in the maintenance instruction manual pertaining to the
failure mode determined from initial analysis. A study of such
search sequences, and of questionnaires, is contained in Chapters

4 ang s.

Rather than detailing the technology of the diagnosis or test
devices, we shall stress numerical methods and diagnostic system
architectures. Most of these are Presented here for the first time.
They have wide applicability in special-purpose digital or hybrid
Processors for the monitoring and diagnosis of lowered performance
levels of nondigital equipment or control systems and in the par-

tial automation of testing and quality control. The experiments
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and practical setups designed by the author have made possible, to

a large extent, the validation of the approaches we have mentioned.
The main applications would appear to be, on the one hand, within the
domain of equipment for which the operational availability factor is
primordial (i.e., aerospace systems, nuclear power station equipment,
rotating machinery) and, on the other hand, for devices used to ac-
celerate maintenance and repair (i.e., maintenance recorders, auto-
matic test systems for mechanical or electromechanical equipment).
Prospects are also promising for partial automation of quality con-
trol and automated monitoring of industrial processes.

Close parallels between the approaches we have outlined and the
motivations behind the development of diagnostic aids and monitoring
systems in medicine have convinced us that our methods may also have
some utility in medical research.

This text incorporates practical considerations and also theo-
retical contributions from pattern recognition, reliability theory,
automatic control, and mathematical statistics. Numerous practical
and theoretical questions are discussed and should motivate further
research. This book has been designed so that the prerequisite
knowledge required includes only a general engineering background
and some notions of signal theory, probability, and automatic con-
trol. However, mathematical detail has not been spared.in certain
parts of the text. Chapter 1 covers much of the more elaborate
background material required. In Chapter 2 we define the basic no-
tions involved in failure or degradation analysis and in performance
monitoring and the constraints on the class of nondigital systems
for which the techniques to be described actually apply.

Before considering the analysis of degradation data for purposes
of failure detection or diagnosis, it seems logical to present models
for the physical and performance degradation in those classes of
nondigital equipment specified earlier. This is done in Chapter 3.

In Chapters 4 and 5 we deal with a comparison of tests from
the point of view of efficiency in failure localization and diag-
nostic performance. The latter issue is a very important one which

affects the benefits to be expected from an automated diagnosis
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system. The methods presented can be used to evaluate the tests and
signals proposed by the technicians who are most familiar with the
equipment under study. )

Contemporary concern with reducing overall maintenance costs
has given rise to many attempts to implement systems that evaluate
equipment behavior under operational conditions, either with simple
maintenance reports or with more involved forms of computerized data
(as described in Chapter 6). Note that even when the problems of
data collection, file updating, and file management have been solved,
it may still be impossible to use properly all the information avail-
able. Methods for data analysis and data display are given in Chap-
ters 7 and 8. Applications discussed in Chapter 9 show that it is
possible to obtain diagnostic information from these files which may
be used to modify the equipment or the operational conditions. An-
other important area of application of these methods is the compar-
ative study of different types of equipment in operation, including
the case of prototype evaluation.

In Chapter 10, we consider the relationship between pattern
recognition and the automation of failure or degradation diagnosis
in the static case. The procedures presented have led to operational
implementations. Attention is given mainly to the diagnosis of
failures and to follow-up procedures in a production line as well as
to the concept of quality control throughout the fabrication process.

In Chapters 11-15 we deal with performance monitoring and fail-
ure diagnosis when dynamic measurements on the system are available.
After recounting the different methodologies of internal and exter-
nal diagnosis, an effort is made to develop original methods which,
when combined with classical techniques of signal processing and
classification, enable implementation of automatic diagnosis in
important classes of nondigital equipment and control systems, such
as those discussed in Chapter 2. Chapter 13 is devoted to on-line
acoustic and vibration monitoring.

If the diagnosis can be made in an adaptive manner on a contin-

uous basis that allows compensation for natural wear and the like,
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it is then possible to implement "on-condition" maintenance proce-
dures or to modify equipment tasks so as to correspond with the ac-
tual condition of each system. This provides a notable improvement
with respect to the arbitrary approaches normally used in choosing
maintenance procedures such as periodical overhauls and random re-—
placements. Using the example of aircraft engines, we establish
methods in Chapter 15 that are appropriate for adaptive diagnosis
and that can also serve as preventive alarms warning of the probable
occurrence of certain degradation modes considered to be unaccept-
able.

In Chapters 14 and 15 we also discuss design concepts for
fault-tolerant control systems and redundancy management based on
failure diagnosis. This includes the case of sensor reconfigura-
tion and filtering-based fictive sensors, and failure localization
in the presence of feedback.

The author hereby acknowledges support from the Ministry of
Culture (France) in the preparation of this book and the assistance
of Dr. H. J. Chizeck, M.I.T., in editing the preliminary manuscript.
He is also grateful for the experience gained in teaching this mate-
rial since 1972, and the encouragement of Ecole Nationale Supérieure
de l’Aéronautique et de 1'Espace, Ecole Nationale Supérieure des
Techniques avancées, Ecole Nationale Supérieure des Té1lécommunica-
tions, Technical University of Denmark, and Massachusetts Institute
of Technology.

Ecole Nationale Supérieure L. F. Pau
des Télécommunications



NOTATION

definition equation

little different from

end of result or example

belongs to

for all

set intersection

set union

cardinal, or number of elements of a set ()
dimension of a vector or of a matrix ()
determinant value of a matrix ()
identity matrix

tensor product (matrix) of two vectors

operator, function, or matrix obtained by composing
together the operators, functions, or matrices f, g

probability

sample-~based estimate of x

Euclidean or otherwise specified norm

integer part of ()

complex variable p in the Laplace transformation
conditional statement A if B

probability density function

inverse of operator f, or inverse table look-up

interval a < x<b



FAILURE
DIAGNOSIS
AND
PERFORMANCE
MONITORING



PREFACE

NOTATION

1. BASIC THEORETICAL TOOLS

O O~ O\ FW N R

Matrix Algebra

Probability Theory

The Bayes Theorem

Stochastic Processes and Time Series
Statistical Filtering

Spectral Analysis

Reliability Theory

Statistical Tests

Distance Measures for Classification

2. INTRODUCTION TO FAILURE DIAGNOSIS AND PERFORMANCE

MONITORING

1. Definitions of the Main Components of the
Readiness Concept

2. Applications of Failure Diagnosis and
Performance Monitoring

5. Maintenance Policies for Systems under
Continuous Monitoring

4. Relations Among Reliability, Maintenance
Decisions, and the Probability of Incorrect
Diagnosis

5. Added Technical Specifications to Make Failure

Diagnosis Feasible

3. DEGRADATION PROCESSES

1.
2.

Main Classes of Failure Modes
Theory of Extremes

5.4

CONTENTS

iii

XV

[

=
O=\w -

15
20
25
30

35

35
39
4o

ks
48

51

51
o9



X
%
k.
5.
6.
7.

k. TEST
FOR
1i
D
3.
L.
e
6.
7.

The Weibull Distribution as a Deterioration
or Fracture Process

Accumulated Damage

Nonlinear Deterioration Processes Due to
Random Normal Stresses

Branching Poisson Processes

Degradation Processes and Calibration

SEQUENCING WITH A PRIORI INFORMATION
FATLURE LOCALIZATION

Introduction

Fault and Test Trees for Failure Localization
Localization of a Single Failure in Minimum
Mean Time or with Minimum Mean Cost
Comparison of Alternative Test Sequences

Test Sequencing by Dynamic Programming and
Sequential Testing

The Gamma Procedure for Determining a
Suboptimal Test Sequence

Implementation of Sequential Testing

5. COMPARATIVE EVALUATION OF TESTS

o+ W

Ts

Introduction

Generalized Neguentropy

Mutual Information Between a Test and an
Equipment Condition

Composition of Series and Parallel Tests
Comparison of Tests

Applications to Sequential and Interactive
Test Selection

Applications to Performance Monitoring and
Sequential Diagnosis of Control Systems

6. RELIABILITY AND MAINTENANCE DATA BANKS

N O

o~ O\ &

Introduction

Preliminary Design Study

Choice of the Subsystems, Components, and
Parameters to Be Monitored by the Data
Collection System

The Data Sources

The Contents of the Various- Follow-through Cards

Formats of Follow-through Cards

Results of General Statistical Analyses

A Practical Procedure for the Estimation of
Time-dependent Failure Rates of a Given Family
of Equipment

Contents

57
60

62
63

65

65
68

T
T

i
86

87
91

91
92

95
o
98
99

102

103

103
104

104
105
106
112
112

11k



Contents xi

9. Implementation Problems of Reliability and

Maintenance Data Banks 121
10. Examples of Reliability and Maintenance
Data Banks 124
T. FAILURE AND MAINTENANCE DATA ANALYSIS 125
1. Links Between Data Analysis and Failure Diagnosis 125
2. Set, Statistical, and Probability Correspondences 127
5. Contingency Table Associated with a Random
Correspondence 129
L. Explicit Format for the Data Representation k(I,J) 131
5. Implicit Format for the Data Representation
k*(I,J%) 133
6. Normalized Principal Components Analysis 136
T. Example: An Application of Principal Components
Analysis to Potentiometer Tests 140
8. Discriminant Analysis 1k
9. Canonical Analysis 17
10. Dynamic Clusters Method 150
11. Sequential Use of Data Analysis Methods
for Diagnostic Purposes 153
8. CORRESPONDENCE ANALYSIS FOR FAILURE ANALYSIS 155
1. Introduction 155
2. Descriptive Presentation of Correspondence
Analysis 157
3. The x2 Metric and Distributional Equivalence 168
L. Theory of Correspondence Analysis 170
5. Interpretation Procedure 175
6. Tests of Validity 181
9. APPLICATIONS OF FAILURE ANALYSIS METHODS: EXAMPLES 187
1. Failure Analysis and Diagnosis from Statistical
Information 187
2. TFuel Pump Failures: Diagnosis and Modifications 192
3. Radio Compass: Equipment Availability and
Coding of Maintenance Follow-through Cards 193
4. Communications Systems: Differential Analysis
of the Maintenance of the Various Subsystems 197

5. Approximate Plotting of the Reliability Curve

of a Device Based on Correspondence Analysis

of an Tmplicit Table 200
6. Experimental Study of the Existence of a

Statistical Dependence Between the Failures of

Separate Devices: Application to Aircraft Safety

Studies 206



xii Contents

T. Ordinary and High-stability Resistors:

Component Tests and Manufacturer Selection 212
8. Crack Analysis and Structural Reliability:

Other Applications in Metallurgy 213
9. Other Applications to Failure Analysis 21k

10. AUTOMATED FAILURE DIAGNOSIS BY PATTERN RECOGNITION 221

1. Principles of Automated Diagnosis from Static

Measurements 221
2. Basic Notions in Pattern Recognition 223
3. The Processing of Learning Patterns and Data

Compression 226
4. Classification Methods in Pattern Recognition 229
5. Automated Diagnosis by the Nearest Neighbor

Classification Rule 234
6. Application of Automated Diagnosis to Quality

Control in a Discrete Parts Manufacturing Line

Using Process Measurements 239
T. Automated Diasgnosis of Overall Ship Conditions 24k
8. Application of Automated Diagnosis to Accelerated

Life Testing 247
9. Other Applications of Automated Diagnosis from

Static Measurements 250

11. AUTOMATED DIAGNOSIS FROM TIME-DEPENDENT MEASUREMENTS 253

1. Methodologies for Automated Disgnosis and

Signature Analysis 255
2. Diagnostic Procedures: External and Internal

Diagnosis 255
3. Example: Internal Diagnosis of an Electrical

dc Motor 257
L. Hardware Requirements for Automatic Diagnosis

from Dynamic Measurements 259
5. Closed-loop Calibration of Stimuli Signals 260

12. EXTERNAL DIAGNOSIS FOR CONTROL SYSTEMS AND OTHER

EQUIPMENT 263
1. Experimental Methods of External Diagnosis:

Use of the Frequency Response 263
2. Signature Analysis 267
3. Distance Measure D Between Line Patterns

Representing Signatures 272

L. Classification of Responses s(+) to Test
Signals e(-) 275



Contents xiii

5. Adaptive Degradation Diagnosis via Histograms
of the Fluctuations of the (e(+),s(+))

Signatures 276
6. On-line External Diagnosis of Some Control
Systems 280

T. Diagnosis of Control System Condition by a
Bench of Parallel Multivariable Observers

or Filters 289
8. Diagnosis in a Noisy Control System
with Sensor Failures 290
9. Applications 292
1%. ACOUSTIC AND VIBRATION MONITORING 295
1. Time Domain Averaging for Quasi-periodic Signals 295
2. Cepstrum Techniques and Homomorphic Filtering 299
3. Narrow Band Analysis 309
4. Spectral Moment Features 312
5. Interpretation of the Results of Acoustic or
Vibration Monitoring 313
14. INTERNAL DIAGNOSIS 315
1. Model Identification Using a Second-order
Gradient Algorithm 315
2. Internal Diagnosis Using the Identified Model 318
3. Testing by Detection of Harmonic Distortion
in the Signature 320
L. Fault Detection in Hybrid Control Systems 321
5. Examples of Application 322

15. ADAPTIVE FAILURE DIAGNOSIS AND PERFORMANCE

MONITORING 327
1. Trend Analysis 328
2. Diagnosis from Recursive Kalman Filter State

or Parameter Estimates 330

5. Diagnosis from the Recursive Estimation of an
Autoregressive Model of the Measurement
Residuals: The Adaptive Signal Classification

Procedure (C) 33k
k. Adaptive Identification of an Autoregressive

Process 341
5. Application of (C) to Engine Monitoring 349
6. Tolerance to Sensor Failures and Reconfiguration

of Monitoring Systems 362
T. Other Methods and Applications 366

APPENDIX 1 DEFINITIONS USED IN FAILURE DIAGNOSIS 369



