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Preface

It is our great pleasure to welcome you to the Eighth International Conference
on Information and Communications Security (ICICS 2006), held in Raleigh,
North Carolina, USA, December 4-7, 2006. The ICICS conference series is an
established forum that brings together researchers and scholars involved in mul-
tiple disciplines of Information and Communications Security in order to foster
exchange of ideas. The past seven ICICS conferences were held in Beijing, China
(ICICS 1997); Sydney, Australia (ICICS 1999); Xi’an China (ICICS 2001); Sin-
gapore (ICICS 2002); Hohhot City, China (ICICS 2003); Malaga, Spain (ICICS
2004); and Beijing, China (ICICS 2005). The conference proceedings of the past
seven events have been published by Springer in the Lecture Notes in Computer
Science series, in LNCS 1334, LNCS 1726, LNCS 2229, LNCS 2513, LNCS 2836,
LNCS 3269, and LNCS 3783, respectively.

This year we received a total of 119 submissions on various aspects of ad-
hoc and sensor network security. The Program Committee selected 22 regular
papers and 17 short papers that cover a variety of topics, including security
protocols, applied cryptography and cryptanalysis, access control in distributed
systems, privacy, malicious code, network and systems security, and security
implementations.

Putting together ICICS 2006 was a team effort. First of all, we would like to
thank the authors of every paper, whether accepted or not, for submitting their
papers to ICICS 2006. We would like to express our gratitude to the Program
Committee members and the external reviewers, who worked very hard in re-
viewing the papers and providing suggestions for their improvements. We would
also like to thank the Organizing Committee members, who did a wonderful job
in organizing the conference. We would like to thank our sponsor, North Carolina
State University (NCSU)/Duke University Center for Advanced Computing and
Communications (CACC), for supporting the conference. Finally, we would like
to express our gratitude to the US Army Research Office and the US National
Science Foundation for the generous financial support of this conference. Their
grants provided travel supports for graduate students to attend the conference.

We hope that you will find these proceedings interesting and thought-
provoking.

September 2006 Peng Ning and Sihan Qing
Program Chairs, ICICS 2006
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Abstract. RFID technology arouses great interests from both its advo-
cates and opponents because of the promising but privacy-threatening
nature of low-cost RFID tags. A main privacy concern in RFID systems
results from clandestine scanning through which an adversary could con-
duct silent tracking and inventorying of persons carrying tagged objects.
Thus, the most important security requirement in designing RFID pro-
tocols is to ensure untraceability of RFID tags by unauthorized parties
(even with knowledge of a tag secret due to no physical security of low-
cost RFID tags). Previous work in this direction mainly focuses on back-
ward untraceability, requiring that compromise of a tag secret should not
help identify the tag from past communication transcripts. However, in
this paper, we argue that forward untraceability, i.e., untraceability of
future events even with knowledge of a current tag secret, should be con-
sidered as an equally or even more important security property in RFID
protocol designs. Furthermore, RFID tags may often change hands dur-
ing their lifetime and thus the problem of tag ownership transfer should
be dealt with as another key issue in RFID privacy problems; once owner-
ship of a tag is transferred to another party, the old owner should not be
able to read the tag any more. It is rather obvious that complete transfer
of tag ownership is possible only if some degree of forward untraceability
is provided. We propose a strong and robust RFID authentication pro-
tocol satisfying both forward and backward untraceability and enabling
complete transfer of tag ownership.

1 Introduction

Radio Frequency Identification (RFID) is an automated identification technol-
ogy in which a small transponder, attached to a real world object, receives and
responds to radio-frequency queries from a transceiver. The transponder is usu-
ally called an RFID tag while the transceiver is an RFID reader. The RFID
tag incorporates silicon chips with radio antennas for electronic operations and
wireless data transmissions. It tends to have extremely limited capabilities in
every aspect of computation, communication, and storage for economic viabil-
ity. Passive tags are not equipped with an internal power source, contrary to
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semi-passive or active tags with built-in batteries. They store authentic data
and respond for identification and authentication, with neither physical nor vi-
sual contact. The RFID reader communicates with tags and cooperates with a
backend database which contains information on the tagged objects.

In fact, this technology is not fundamentally new; rather it has been around
since the late 1960s and is being used in the public domain [11]. Recently, RFID
has aroused a great interest from various communities due to the promising
nature of small low-cost RFID tags in future smart applications. Rapid RFID
progress has already been made in retail sectors, such as Wal-Mart and Procter
& Gamble, as well as in government sectors, such as U.S. DoD and Postal Ser-
vice [14]. The U.S. government also has mandated adoption by Oct 26, 2006 of
e-passports (biometrically-enabled RFID tags) by the 27 countries in the Visa-
Waiver Program [16]. It is widely believed that RFID tags will more rapidly
spread over and its cost will go down fast in the near future.

RFID systems however raise a lot of privacy concerns, mainly due to the
possibility of clandestine tracking and inventorying of tags [27,30,24,5,15,16,14].
For example, adversarial parties equipped with commodity RFID readers may
trace a person carrying a tagged item by recognizing the same tag in differ-
ent places at different times. This traceability problem is considered as the
biggest security challenge to general acceptability and wide-scale deployment
of RFID technology. Actually the boycott movement from those fearing pri-
vacy infringement made companies like Benetton and Gillette drop or recon-
sider their RFID-tagging plans [7,29]. Fortunately, a number of studies have
also been done for handling such security and privacy issues in RFID systems
[17,24,10,13,19,4,8,23]. The approaches taken in these studies vary, from schemes
based on weak but realistic models to strong cryptographic techniques, and each
approach may have its own merit and demerit.

In this paper, we are more interested in a stronger security model, assuming
that tag secrets may be read by an adversary, since most low-cost RFID tags
have no protection capability of the tag memory. Since reading the tag memory
content endows the adversary with full capability of the tag from the moment, it
Is very important to see how the past and the future transactions of the tag are
related with the current internal state of the tag at the time of memory break-
in. This observation brings us the security notions of backward (resp. forward)
untraceability, meaning that knowledge of a tag’s current internal state must not
help identify the tag’s past (resp. future) interactions.! Most previous studies
focus on backward untraceability and, as far as we know, no attention has been
paid explicitly to forward untraceability yet. In this paper, we would like to call
our attention to the importance of forward untraceability and related issues.

We argue that forward untraceability is even more important than backward
untraceability in RFID systems. Suppose that compromise of tag secrets results
in complete loss of control over the tags. Then, it may be catastrophic if tag
secrets are compromised in some point of tag deployment or during their cir-

! Note that we used the terms ‘forward’ and ‘backward’ opposite to usual definitions.
See Section 2 for our justification.
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culation within supply chains; then it would be much easier to trace the tags
and reproduce cloned tags. Another important related issue is the problem of
ownership transfer. Since tags may change hands frequently during their life-
time, it is certainly necessary to provide some means of ownership transfer of
a tag from one party to another. Ownership of a tag means the ability to read
the tag and thus ownership transfer should guarantee that once ownership of
a tag is transferred, the tag should be able to be read only by the new owner
but never by the old owner. Such a complete transfer of tag ownership would
be impossible unless some degree of forward untraceability is provided, since the
old owner would have already owned all the information necessary to control the
tag. Note that we are talking about perfect ownership transfer between users,
contrary to Molnar et al.’s temporary ownership transfer or time-limited access
delegation [23] (See Section 4 for more details).

Our Contribution. As discussed above, there is of no doubt on the importance
of forward untraceability, in addition to traditional backward untraceability, in
designing RFID authentication protocols. Backward untraceability is easy to
achieve by updating tag secrets based on a one-way key chain and has been
widely studied in the literature. However, it is never easy to achieve forward
untraceability using cryptographic techniques in low-cost RFID tags, due to the
very limited resources available in such tags. The mobility of tagged items is
our primary finding as a means of achieving forward untraceability with little
increase of complexity. That is, even if an adversary learns the tag secret of a
particular person’s belonging, he will not be able to physically track the target
item all the way from the moment of tag break-in. Thus, assuming that it is not
possible for the adversary to eavesdrop all the interactions of the target tag af-
terwards, we will be able to completely refresh the tag secret in synchronization
with the backend database by injecting into the tag secret the shared random-
ness involved in every successful authentication. In this paper, we first bring the
notion of forward untraceability explicitly and rigorously in the design of RFID
authentication protocols and propose such a protocol achieving both require-
ments of forward and backward untraceability. Furthermore, we show that our
protocol enables perfect transfer of tag ownership between users. This feature
will be essential in trading tagged objects in the real world. We also show that
this feature can be used to delegate access to tags to potentially untrustworthy
readers for distributed processing of a central database and may help thwart tag
cloning by refreshing the tag secret whenever necessary.

2 RFID Systems and Security

2.1 The Communication Model

An RFID system consists of three main entities such as RFID tags, RFID readers,
and a backend database server, along with communication channels between
them. Figure 1 depicts the high-level view of the communication and security
model for conducting RFID authentication in general. The channels between the



