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Preface

The International Workshop on Security (IWSEC 2007) was the second in the
annual series that started in 2006. IWSEC 2007 was held at the New Public Hall
in Nara, Japan, during October 29-31, 2007.

This year there were 112 paper submissions, and from these 30 papers were
accepted. Accepted papers came from 27 different countries, with the largest
proportion coming from Japan (12). Estonia, China, Korea, Spain, Taiwan and
the USA contributed 2 papers each and Canada, Germany, Greece, Poland,
Turkey and Vietnam contributed 1 paper each. We would like to thank all of the
authors who submitted papers to IWSEC 2007.

The contributed papers were supplemented by one invited talk from the em-
inent researcher Prof. Doug Tygar (UC Berkeley) in information security.

We were fortunate to have an energetic team of experts who formed the
Program Committee. Their names may be found overleaf, and we are sincerely
grateful for all their great efforts. This team was supported by an even larger
number of individuals who reviewed papers in their particular areas of expertise.
A list of these names is also provided; we hope it is complete.

We are delighted to acknowledge the generous financial sponsorship of IWSEC
2007 by Carnegie Mellon CyLab Japan, the International Communication Foun-
dation (ICF), and the National Institute of Information and Communications
Technology (NICT). The workshop was co-sponsored jointly by ISEC, a techni-
cal group on information security of IEICE (The Institute of Electronics, Infor-
mation and Communication Engineers) and CSEC, a special interest group on
computer security of IPSJ (Information Processing Society of Japan). The excel-
lent Local Organizing Committee was led by the IWSEC 2007 General Chairs,
Prof. Masakatu Morii and Dr. Masato Terada.
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Abstract. Transforming private-key encryption schemes into public-key
encryption schemes is an interesting application of program obfuscation.
The idea is that, given a private-key encryption scheme, an obfuscation
of an encryption program with a private key embedded is used as a pub-
lic key and the private key is used for decryption as it is. The security
of the resulting public-key encryption scheme would be ensured because
obfuscation is unintelligible and the public key is expected to leak no
information on the private key. This paper investigates the possibility of
general-purpose obfuscators for such a transformation, i.e., obfuscators
that can transform an arbitrary private-key encryption scheme into a
secure public-key encryption scheme. Barak et al. have shown a negative
result, which says that there is a deterministic private-key encryption
scheme that is unobfuscatable in the sense that, given any encryption
program with a private key embedded, one can efficiently compute the
private key. However, it is an open problem whether their result extends
to probabilistic encryption schemes, where we should consider a relaxed
notion of obfuscators, i.e., sampling obfuscators. Programs obfuscated by
sampling obfuscators do not necessarily compute the same function as
the original program, but produce the same distribution as the original
program. In this paper, we show that there is a probabilistic private-key
encryption scheme that can not be transformed into a secure public-key
encryption scheme by sampling obfuscators which have a special prop-
erty regarding input-output dependency of encryption programs. Our
intention is not to claim that the required special property is reasonable.
Rather, we claim that general-purpose obfuscators for the transforma-
tion, if they exist, must be a sampling obfuscator which does NOT have
the special property.

1 Introduction

1.1 Obfuscation

An obfuscator is a tool to convert a program into a new program which is
unintelligible while preserving the functionality. Several formal definitions have

A. Miyaji, H. Kikuchi, and K. Rannenberg (Eds.): IWSEC 2007, LNCS 4752, pp. 1-12, 2007.
© Springer-Verlag Berlin Heidelberg 2007



2 S. Hada and K. Sakurai

been proposed so far [13,1,17,18,10,14]. Informally, obfuscators should satisfy
the following two requirements: (1) functionality: the new program has the same
functionality as the original one and (2) virtual black-box property: whatever one
can efficiently compute given the new program can be computed given oracle
access to the functionality. The functionality requirement is a syntactic require-
ment while the virtual black-box property represents the security requirement
that the obfuscated program should be unintelligible.

As discussed in [1], obfuscators, if they exist, would have a wide variety of
cryptographic applications including software protection, homomorphic encryp-
tion, removing random oracles, and transforming private-key encryption schemes
into public-key encryption schemes. Unfortunately, the impossibility of generic
obfuscation have been shown in [1,10] (even under very weak definitions based on
the virtual black-box property). For example, as shown in [1], there exists a fam-
ily of functions F that are unobfuscatable in the sense that there is a boolean
property of functions such that, given any program that computes a function
f € F, the property of f can be efficiently computed, yet given oracle access
to a randomly selected function f € F, no efficient algorithm can compute the
property of f much better than random guessing. However, such negative results
do not rule out the possibility that there exists an obfuscator for a specific set
of programs (a specific application). Indeed, some positive results are known for
point functions [2,3,17,18,10,6,14] and re-encryption [15].

When we consider obfuscation of probabilistic algorithms (such as probabilistic
encryption algorithms), we must be careful; There are two different definitions of
the functionality requirement. We recall them informally in terms of obfuscation
of probabilistic encryption algorithms. Let Ex (M, R) be a private-key encryption
program, where K is an embedded private key, M is a plaintext, and R is a
set of random coins. Similarly, let £ (M, R) be an obfuscation of it. The first
definition is the usual one and requires that the two programs compute the
same function, i.e., for every pair (M, R), we have Ex(M,R) = £ (M, R). In
this paper, obfuscators satisfying this functionality requirement are called circuit
obfuscators'. On the other hand, the second definition requires that, for every
M, the two distributions obtained by evaluating Ex (M, R) and £ (M, R) on
independent random coins R are the same. This is a relaxed requirement, but
it would be sufficient for cryptographic applications as noted in [14,15]. We call
obfuscators satisfying this functionality requirement as sampling obfuscators as
in [1, Section 6].

1.2 Transforming Private-Key Encryption into Public-Key
Encryption

Transforming private-key encryption schemes into public-key encryption schemes
is an interesting application of obfuscation. The idea is that, given a private-key
encryption scheme, an obfuscation of an encryption program with a private key
embedded is used as a public key and the private key is used for decryption as

! In this paper, programs are defined by boolean circuits.
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it is. Let Ex (M, R) be a probabilistic private-key encryption program, where K
is an embedded private key, M is a plaintext, and R is a set of random coins.
Then we obfuscate it into a new encryption program & (M, R), which we use
as the public key. When we want to encrypt a message M by the public key,
we pick a set of random coins R and execute the public key, i.e., the obfuscated
program £y on (M, R). We expect that the public key reveals no information on
the private key because the obfuscated program is unintelligible. In this sense,
the resulting public key encryption scheme could satisfy some sort of security
requirement. As mentioned above, the generic impossibility results of [1,10] does
not rule out the possibility that we have a general-purpose obfuscator for such a
transformation. By “general-purpose obfuscators”, we mean obfuscators that can
transform an arbitrary private-key encryption scheme into a secure public-key
encryption scheme.
The transformation is very interesting for at least two reasons.

1. Impagliazzo and Rudich showed that there exists no black-box reduction
from private-key encryption schemes into public-key encryption schemes [16].
The transformation by an obfuscator can bypass their impossibility result.

2. It was an original idea suggested by Diffie and Hellman in their seminal paper
[5] to design a public-key encryption scheme (Recall that, when the paper
was published, there was no candidate public-key encryption scheme). So we
can say that it is a natural principle for the design of public-key encryption
schemes. We may be able to construct a (totally) new public-key encryption
scheme using this idea.

It is important to note that we should consider probabilistic private-key en-
cryption schemes for this transformation to make sense. When we transform a
deterministic private-key encryption scheme, the resulting candidate public-key
encryption scheme is deterministic as well. No deterministic public-key encryp-
tion scheme is secure in the usual sense [11].

Hofheinz et al. provided a formal treatment of the transformation under their
proposed definitions of the virtual black-box property [14]. They showed that
a probabilistic private-key encryption scheme secure against chosen-plaintext
attacks can be transformed into a probabilistic public-key encryption scheme se-
cure against chosen-plaintext attacks if an obfuscator for the private-key scheme
exists according to their definitions.

1.3 Motivating Question

Our motivating question is: Does such a general-purpose obfuscator exist? We al-
ready have at least two negative answers to this question. Both answers are based
on the existence of private-key encryption schemes that are “unobfuscatable” in
some sense. We need to be careful because the meaning of “unobfuscatable” is
different.

The first answer is by [1, Section 4.3]. They constructed a deterministic
private-key encryption scheme that is unobfuscatable in the sense that, given any
encryption program with a private key embedded, one can efficiently compute



