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Preface

CRYPTO 2007, the 27th Annual International Cryptology Conference, was spon-
sored by the International Association for Cryptologic Research (IACR) in co-
operation with the IEEE Computer Society Technical Committee on Security
and Privacy, and the Computer Science Department of the University of Cali-
fornia at Santa Barbara. The conference was held in Santa Barbara, California,
August 19-23 2007. CRYPTO 2007 was chaired by Markus Jakobsson, and I had
the privilege of serving as the Program Chair.

The conference received 186 submissions. Each paper was assigned at least
three reviewers, while submissions co-authored by Program Committee mem-
bers were reviewed by at least five people. After 11 weeks of discussion and
deliberation, the Program Committee, aided by reports from over 148 external
reviewers, selected 33 papers for presentation. The authors of accepted papers
had four weeks to prepare final versions for these proceedings. These revised pa-
pers were not subject to editorial review and the authors bear full responsibility
for their contents.

The Committee identified the following three papers as the best papers:
“Cryptography with Constant Input Locality” by Benny Applebaum, Yuval
Ishai and Eyal Kushilevitz; “Practical Cryptanalysis of SFLASH” by Vivien
Dubois, Pierre-Alain Fouque, Adi Shamir and Jacques Stern; and “Finding Small
Roots of Bivariate Integer Polynomial Equations: A Direct Approach” by Jean-
Sébastien Coron. The authors of these papers received invitations to submit full
versions to the Journal of Cryptology. After a close vote, the Committee se-
lected Benny Applebaum, Yuval Ishai and Eyal Kushilevitz, the authors of the
first paper, as recipients of the Best Paper Award.

The conference featured invited lectures by Ross Anderson and Paul Kocher.
Ross Anderson’s paper “Information Security Economics — And Beyond” has
been included in these proceedings.

There are many people who contributed to the success of CRYPTO 2007. 1
would like the thank the many authors from around the world for submitting
their papers. I am deeply grateful to the Program Committee for their hard
work, enthusiasm, and conscientious efforts to ensure that each paper received
a thorough and fair review. Thanks also to the external reviewers, listed on
the following pages, for contributing their time and expertise. It was a pleasure
working with Markus Jakobsson and the staff at Springer. I am grateful to Andy
Clark, Cynthia Dwork, Arjen Lenstra and Bart Preneel for their advice. Finally,
I would like to thank Dan Bernstein for organizing a lively Rump Session, and
Shai Halevi for developing and maintaining his most useful Web Submission and
Review Software.

June 2007 Alfred Menezes
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Abstract. In this paper, we present a practical attack on the signature
scheme SFLASH proposed by Patarin, Goubin and Courtois in 2001 fol-
lowing a design they had introduced in 1998. The attack only needs the
public key and requires about one second to forge a signature for any
message, after a one-time computation of several minutes. It can be ap-
plied to both SFLASH"? which was accepted by NESSIE, as well as to
SFLASH"? which is a higher security version.

1 Introduction

In the last twenty years, multivariate cryptography has emerged as a potential
alternative to RSA or DLOG [12,2] schemes. Many schemes have been proposed
whose security appears somehow related to the problem of deciding whether
or not a quadratic system of equations is solvable, which is known to be NP-
complete [5]. An attractive feature of such schemes is that they have efficient
implementations on smart cards, although the public and secret keys are rather
large. Contrary to RSA or DLOG schemes, no polynomial quantum algorithm
is known to solve this problem.

The SFLASH Scheme. SFLASH is based on the Matsumoto-Imai scheme
(MI) [7], also called the C* scheme. It uses the exponentiation x 24’41 in
a finite field Fy» of dimension n over a binary field Iy, and two affine maps
on the input and output variables. The MI scheme was broken by Patarin in
1995 [8]. However, based on an idea of Shamir [13], Patarin et al. proposed
at CT-RSA 2001 [10] to remove some equations from the MI public key and
called the resulting scheme C*~. This completely avoids the previous attack
and, although not appropriate for an encryption scheme, it is well-suited for a
signature scheme. The scheme was selected in 2003 by the NESSIE European
Consortium as one of the three recommended public key signature schemes, and
as the best known solution for low cost smart cards.

A. Menezes (Ed.): CRYPTO 2007, LNCS 4622, pp. 1-12, 2007.
© International Association for Cryptologic Research 2007
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Previous Attackson SFLASH. Thefirst versionof SFLASH, called SFLASH"?,
is a more efficient variant of C*~ using a small subfield. It has been attacked by
Gilbert and Minier in [6]. However, the later versions (SFLASH"? and SFLASH"3)
were immune to this attack.

Recently, Dubois, Fouque and Stern in [1] proposed an attack on a special
class of SFLASH-like signatures. They show that when the kernel of the linear
map T — x+ 29 is non-trivial, the C*~ scheme is not secure. The attack is very
efficient in this case, but relies on some specific properties which are not met by
the NESSIE proposals and which make the scheme look less secure.

Our Results. In this paper, we achieve a total break of the NESSIE standard
with the actual parameters suggested by the designers: given only the public
key, a signature for any message can be forged in about one second after a one
time computation of several minutes. The asymptotic running time of the attack
is O(log?(q)n®) since it only needs standard linear algebra algorithms on O(n?)
variables, and n is typically very small. As in [1], the basic strategy of the attack is
to recover additional independent equations in order to apply Patarin’s attack [8].
To this end, both attacks use the differential of the public key. However, the
attacks differ in the way the invariants related to the differential are found. The
differential of the public key, also called its polar form, is very important since
it transforms quadratic equations into linear ones. Hence, it can be used to find
some linear relations that involve the secret keys. Its cryptanalytic significance
had been demonstrated in [4].

Organization of the Paper. In section 2, we describe the SFLASH signa-
ture scheme and the practical parameters recommended by Patarin et al. and
approved by NESSIE. Then, in section 3 we present the multiplicative property
of the differential that we need. Next, in section 4 we describe how to recover
linear maps related to multiplications in the finite field from the public key. In
section 5, we show how to break the NESSIE proposal given only the public
key. In section 6, we extend the attack to cover the case when up to half of the
equations are removed, and finally in section 7, we compare our method with
the technique of [1] before we conclude.

2 Description of SFLASH

In 1988, Matsumoto and Imai [7] proposed the C* scheme for encryption and
signature. The basic idea is to hide a quadratic easily invertible mapping F' in
some large finite field Fy» by two secret invertible linear (or affine) maps U and
T which mix together the n coordinates of F' over the small field Fy:

P=ToFoU

where F(z) = 29’ +1 in 4. This particular form was chosen since its represen-
tation as a multivariate mapping over the small field is quadratic, and thus the
size of the public key is relatively small.
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The secret key consists of the maps U and T'; the public key P is formed by
the n quadratic expressions, whose inputs and outputs are mixed by U and T,
respectively. It can be seen that ' and P are invertible whenever ged(q? +1, ¢™ —
1) = 1, which implies that ¢ has to be a power of 2 since ¢ is a prime power.

This scheme was successfully attacked by Patarin [8] in 1996. To avoid this
attack and restore security Patarin et al. proposed in [11] to remove from the
public key the last  quadratic expressions (out of the initial n), and called this
variant of C* schemes, C*~. Furthermore, if the value of r is chosen such that
q" > 289, then the variant is termed C*~~. If we denote by II the projection of
n variables over F, onto the first n — r coordinates, we can represent the public
key by the composition :

Pr=IIoToFoU=TgoFol.

In the sequel, P denotes the public key of a C* scheme whereas Pr; denotes a
C*~ or C*~~ public key. In both cases the secret key consists of the two linear
maps 7" and U.

To sign a message m, the last r coordinates are chosen at random, and the
signer recovers s such that Pry(s) = m by inverting T', U and F. A signature
(m,s) can be checked by computing Prr(s) with the public key, which is ex-
tremely fast since it only involves the evaluation of a small number of quadratic
expressions over the small finite field IF,.

For the NESSIE project and in [10], Patarin et al. proposed two particular
recommended choices for the parameters of C*~~ :

— for SFLASHY? : ¢ =2", n=37,0 =11 and r = 11
— for SFLASH"? : ¢ =27, n =67, =33 and r = 11

SFLASH"3 was actually proposed to provide an even more conservative level
of security than SFLASH"2 [10]. However, the designers made clear that they
viewed SFLASH"? as providing adequate security, and no attack on these two
choices of parameters had been reported so far.

The important fact to notice here is that in both cases ged(n, 8) = 1 and thus
the attack described in [1] on a modified version of SFLASH in which ged(n, ) >
1 cannot be applied. The attack described in this paper shares with [1] the basic
observation about the multiplicative property of C*~ schemes which is described
in section 3, but proceeds in a completely different way. More discussion about
the relationships between the two attacks can be found in section 7.

3 The Multiplicative Property of the Differential

The attack uses a specific multiplicative property of the differential of the public
key of a C*~ scheme.

The differential of the internal quadratic system F'(x) = 29+l isa symmetric
bilinear function in F¢n, called DF, and it is defined for all a,z € Fgn by the
linear operator :

DF(a,z) = F(a+ ) — F(a) — F(z) + F(0).



