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Preface

The Seventh International Conference on Information and Communications Se-
curity, ICICS 2005, was held in Beijing, China, 10-13 December 2005. The ICICS
conference series is an established forum for exchanging new research ideas and
development results in the areas of information security and applied cryptog-
raphy. The first event began here in Beijing in 1997. Since then the conference
series has been interleaving its venues in China and the rest of the world: ICICS
1997 in Beijing, China; ICICS 1999 in Sydney, Australia; ICICS 2001 in Xi’an,
China; ICICS 2002 in Singapore; ICICS 2003 in Hohhot City, China; and ICICS
2004 in Malaga, Spain. The conference proceedings of the past events have al-
ways been published by Springer in the Lecture Notes in Computer Science
series, with volume numbers, respectively: LNCS 1334, LNCS 1726, LNCS 2229,
LNCS 2513, LNCS 2836, and LNCS 32609.

ICICS 2005 was sponsored by the Chinese Academy of Sciences (CAS); the
Beijing Natural Science Foundation of China under Grant No. 4052016; the
National Natural Science Foundation of China under Grants No. 60083007 and
No. 60573042; the National Grand Fundamental Research 973 Program of China
under Grant No. G1999035802, and Hewlett-Packard Laboratories, China. The
conference was organized and hosted by the Engineering Research Center for
Information Security Technology of the Chinese Academy of Sciences (ERCIST,
CAS) in co-operation with the International Communications and Information
Security Association (ICISA).

The aim of the ICICS conference series has been to offer the attendees the
opportunity to discuss the latest developments in theoretical and practical as-
pects of information and communications security. The Technical Program for
this year had three parts: (1) paper presentations, which consisted of 40 papers
selected from 235 submissions, (2) two invited speeches, one from academia by
Prof. Jean-Jacques Quisquater of the University of Louvain and one from in-
dustry by Mr. Graeme Proudler of Hewlett-Packard Laboratories, Bristol and
Chairman of the Technical Committee of the Trusted Computing Group, and (3)
Trusted Computing Technical Presentations (TCTP@ICICS 2005), which con-
sisted of Trusted Computing solutions and demo showcases presented by Trusted
Computing technology providers from industry. TC, which is defined, specified
and promoted by the industry standard body Trusted Computing Group (TCG),
is an important and pervasively progressing topic in platform security. However,
it has so far mainly been researched and developed in industry. We believe that
a closer involvement in T'C from academia will help to advance this important
area. TCTPQICICS 2005 aimed to enhance interactions between academia and
industry on the topic of TC.

We are grateful to the program committee members and external referees for
their precious time and valued contribution to the tough and time-consuming
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review process. We are also pleased to thank Dr. Guilin Wang for his great
help in publishing affairs, Dr. Jianbo He for his great contribution to website
related affairs, and Mr. Yinghe Jia, Prof. Yeping He, Prof. Xizhen Ni, and other
members of the Organizing Committee for helping with many local details.

Finally we wish to thank the authors of every paper, whether accepted or
not, the attendees of the conference and all the other people who contributed to
the conference in various ways.

September 2005 Sihan Qing
Wenbo Mao
Javier Lopez
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Abstract. Certified email is a system which enables a sender to prove
a receiver’s receipt of email. Such a system can be used for applications
related to electronic commerce on the Internet. This paper considers a
situation where a sender or a receiver wants to change his/her mind due
to the change of mail content value (e.g., stock, auction, gambling) during
the transaction. We point out that no traditional certified email systems
have been designed for such a case, thus one of the participants can be at
a disadvantage. To avoid this problem, we propose an evenhanded cer-
tified email system in which each participant can change his/her choice,
either cancel or finish the transaction, at any time during the transaction.

1 Introduction

As the Internet has become more and more popular, many contracts are being
signed online as well. A variant of the contract signing problem is certified email
in which, Alice sends a mail to Bob and wants some evidence (i.e., a receipt)
that Bob received her mail. Fairness is an important requirement for a certified
email protocol that guarantees when the protocol terminates, either both parties
have obtained their desired items, or neither acquired any useful information.

Many certified email systems have been proposed [1,2,3,4,5,6], and some
systems are commercialized. For efficiency, most of certified email systems in-
clude a trusted third party (TTP) as a mediator. This mediator is involved to
ensure the fairness of a transaction. Although protocols without TTP were also
proposed [7], they are not practical in terms of computation and communication
overheads. Hence, this paper only focuses on certified email systems that use a
TTP.

Some of existing systems introduced the concept of timeliness (i.e., any par-
ticipant can terminate a session in finite time without loss of fairness) to avoid
waiting the other’s response forever [1,2]. In order to provide timeliness, a sys-
tem proposed in [1] has two sub-protocols: cancel protocol and help protocol. By
using the cancel protocol, a sender can cancel a session if the intended receiver
ignores the sender’s request. On the other hand, by using the help protocol, a
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receiver can obtain the mail even if the sender does nothing after the receiver
responded to the sender’s request.

In addition to termination of a session in finite time, the cancel protocol can
also be used to change a sender’s decision before completing the session (i.e., she
can stop transmission of the mail). However, since the receiver cannot execute
the cancel protocol, he cannot change his mind after a particular point even
before completing the session (i.e., he cannot deny the receipt of the mail). This
difference leads to the following disadvantageous situation.

Suppose Alice sells gold to Bob at 100 dollars. The receipt of gold means
that “Alice must sell gold at 100 dollars and Bob must pay 100 dollars”.
Then, they execute the proposed certified email protocol to exchange
gold and the receipt. After Bob’s response to Alice’s request (but before
completing the protocol), someone who says “I want to buy gold at 120
dollars” might appear. In this case, she will cancel the protocol, and sell
gold to the new buyer. On the other hand, someone who says “I want to
sell gold at 80 dollars” might appear. In this case, Bob wants to cancel
the protocol and buy gold from the new seller, but he cannot.

The above situation can happen frequently in the case of a contract that the
item’s value is changeable, for example a soccer pool where the news of a player’s
sudden injury may change the betters’ choices. Since no traditional certified
email systems have been designed for such a case, one of the participants can be
at a disadvantage. In this paper, we propose an evenhanded system in which each
participant can change his/her choice anytime before a termination without loss
of fairness. We call this property “Change of Choice”. In our proposed system,
each participant has sub-processes to cope with any event in order to enjoy
the best benefit. Note that each participant always plays in a way that increases
his/her own benefit, and a participant who first acts will obtain the better benefit
(ie., first come, first served).

2 Model and Requirements

This paper considers contracts of changeable values, where a party owning a
variable item wants to sell her item to another party. Suppose the digital item
is delivered with a certified email system, and the sender can claim the payment
(as indicated in the receipt) from the receiver by proving the item has been
received by the receiver. To simplify our analysis, we assume the price offered at
the starting point of a session is the one negotiated by both participants.

Each party communicates through a network where no message is lost or
delayed, and the value of an exchanged item can change anytime. Each party
decides his/her action to make own benefit as high as possible.

A standard certified email system has the following requirements.

— Fairness: Both participants can either obtain the result each one desires, or
neither of them does.



