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PRIUFACE

With this sec
area of daiahase T Working ’5r01'p 11.2 renews its commitment ic help
society manage 2 znt the information it entrusts o dJdatabase systeins. This
volume collecis oo papors presented and discussed at the second meeting of WG 11.3,
held at Kingswi, Dnla 5.7, 1088, [t is offered Lotic to document progress
and to stimulate researci = 1o pursue Lhe challenges shis research area offers.

4 sertes :'Ppt:rting research and developinent results in the

TEUETY AR

Oelol

Waorking Group
efforte, At the
fist. This discu
that oceurred
Readers seeking -
ibe back.

to use it list of open research questions to frame its
of the meeting, progress wus reviewed against the suestion
as shmmarios of the paper presentations and discuscions
At the meeting, are recordesd in the final chapter of this volume.

“daetion to the book as & whole thus migot do well to start at

S8

Topics that gener: wed significant interest al vh: meeting included the developinent of a
proper framewocrk for stat'ng database sysiem security reguirements, and particularly
how the notion of roles could best be applicd. The application of object-oriented data-
base systems (0 snforee seenrity requirements stated in terms of role authorizations

appears a promistnyg avenue for further work. Characterization and control of the prob-
lems of aggregation and infereace were also the subject of counsiderable effort and some
progress in the past vear.

The utility of establishing 2 coremon problem framewark [or testing proposed solutions
16 database securily probiems was also recognized at the meeting. The group tentailively
agreed W we a hyporthetics! database of medical information for this purpose, since this
applicaticn can inveive complex yob intuitive requirements for secrocy, integrity, and
availabilivy. Juch a database ould requien controditeg access ss authorizations for a variety
of roles ineinding thowe of palients, doctors, Dusses, phurmacists, epidemioiogical
researchers, and insyrers.

i

I thank fu ¢ members of JF1i7 Working Group 11.3 for their contributions to the meeting
and to this book. CGlenn \Aaciu\\,- of Queen's University and David Bonyun of AIT
Corp. or-un.,‘ed the meeting, and as Program Chair, Tom Hagh of Honcywell organized
e refereeing and presentations. 1 thank them and all of the authors of the work

ported here for their dedication, hard work, and gond fellowship. They yielded a
stimulating meesing and a volume of papers that will rewar d resders. Dan Thomsen and
Tom Haigh toox the primary cesponsibility for summurizing the discussions and deserve
a special note f thanks for that effort. Queen’s Urniversity spousorui the workshop. The
Naval Research Laboratory continues to be generous in its support of my IFiD participa-
tion. Finaliy, | thank my lamily for their encouragement and support.

Cart B, Landwehr
Chairman, 'R WG 11.3
Naval Research Laboratory,
Washington, D.C.
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SECURITY MODELS AND ENTERPRISE MODELS
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Arguments are presenied that suggest that information
flow modeis of security are inappropriate for representing
the real security concerns of security problem owners.
These needs are for the representation of the "flow of
meaning” rather than the flow of information. Meaning
cannot be modelled without an understanding of the
enterprise of which the secure system is but a part. A
melnod is presented of modelling an enterprise so that the
security-relevant features of actions, information, and the
roles of agents cap be described and analysed, and which
permits organisational securuy policies to be stated.
Some applications of the enierprise modelling technique to
securily issues are briefly outlined.

1. INTRODUCTION

1.1. Background and Cbjectives

There have beca a number of important and influential milesiones in
the development of secure systems processing classified data. We will
locsely refer to this application domain as military security. One of the
most important milestones has been the realisation that it is possible to pro-
duce security models which are applicable to a wide class of secure systems.
The seminal work in this area is that of Bell and LaPadula [5].
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Bell and LaPadula showed that it was possible to give a fairly simple
state-based formalisation of security in terms of the passive objects (e.g. files
and directories) held in a computer, and the subjects (e.g. programs and
processes) which act upon them. Haviug proeduced an abstract model of the
state of a computer system, Bell and LaPadula idextified classes of operation
which changed the system state, then specified the security policy in terms
of changes to that state. This gave rise to the well-known simple security
property that a subject cannot read an object abovz its clearance, and the
star (*) property that a subject may not write to an object below its clear-
ance. Bell and LaPadula gave both an abstract definition of the model and
showed how to interpret the model for real computer systems, e.g. Multics
[51.

Most military secure systems developed since the late 1970's have been
designed and built to the spirit of the ell and LaPadula model, if not to the
letter. The Bell and LaPaduia modzl has been beneficial in a number of
ways. It has given a very clear requirement for system developers and
evaluators. It has had a positive influence in ensuring that experience
gained from developing one system could te applied to another. It has facil-
itated the development of formal tools for assessing security, and so on.
However there have been problems with systems based on the Bell and
LaPadula model, not the least of these being the discovery, in many sup-
posedly secure computer systems, of covert channels, that is means of vom-
munication which violate the security policy but were not foreseen in the
security specification. In effect, the security specification was unable to sup-
port the stated security policy. This has not, hitherto, caused the feunda-
tion of the model to be challenged, but it has caused werk to be undertaken
on refining the model.

Since the original papers by Bell and LaPadula there have been a
number of attempts to produce more general models which take intc account
system properties such as covert channels. Twec well known examples are
the non-interference model of Goguen and Meseguer [10] and Sutherland’s
work based on "possible world" semantics [18]. We can summarise both
models by saying that they try to take into account information flow
between two subjects no matter how it arises, whereas the Bell and LaPa-
dula model is confined to constraints expressed in terms of components of
the system state, such as files or directories. Nevertheless, despite the
undoubted progress made by Goguen & Meseguer, Sutherland, and athers,
there still are considerable problems ia building secure systems and verify-
ing that they satisfy some stated security medel. The aims of this paper
are:

+  to show that these problems are inherent in the nature of the models so
far chosen;

+  to show that the problems can only be overcome by choosing more
appropriate bases for the models;

-
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* to outline & more appropriate {enterprise-oriented) basis for security
models. .

1.2. The Characteristics of our Apgprosch

We believe that a fundamental problem with these information flow
models is that they take a “"machine-oriented"” view whereas we believe that
it is anly possiblz to articulate the mesring of security in the context of a
vomputer system by including its operzticnal and threut environrent in tre
security model. Much of ovr paper is devcted to Justifying this view, but it
is helpful {0 draw cut some of the issucs which arise when one takes this
approach to security,

First, we can give a simple definitior. of security:

"A sysiem is secure if it prevenis individuals from achieving unau-

thorised access to information".t

Tue suress on individuals is essential — there are currently no laws that
state that it is an offence for vnauthorised computers or otaer machines to
starn or process classified information. More pragmatically we are only con-
cerned with access of information by individuals as it is individuals whe are
responsible for initiating 2ctions based on the information, and who are
liable for the consaquences of those acti I118,

Secord, it is important to stress that what we have stated is the funda-
mentcl raquirement -~ other issues wuch as esntrol over information flow,
auditing, etc. are censequential. They derive from a deeper analysis of the
meaning of seourity concepts, from a ¢onsideration of implementation iagues,
and {rom recognition of the limitalions of implementations. We w
borate on flese issues later in tas paper.

Third, by being more precise about what we mean by a svstem. wc o2
zlarify our understanding, ard improve the definition, of security. By =

"system™, we mean to im that the entity is motivated by purpose, can

axe velue judgements, respond ‘o envircamental change, and so on. Sye.
teras do not merely exhibit bet it is that we aseribe meaning
purpese (o that behaviour. In t; mputer is not a syste
annot o

z arity of its behaviour.
cax’t tell if display or tr cn constitutes a b

4

we o

Ir & systern wichout a comouter tha interpretation_ of the abave
definition of sccurity is clear:

. information is stored in documents;

3sy "that which is of vaiue”, not infurmation. in the contex{
is normally as ed tast informatiom is the valuohle
<. slitkough 3 we uze lnver this is not always the cass

neral we
of milita=y

ressuree ic be ;
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*  security is achieved by enforcing constraints on, and monitoring,
human access to documents, via a registry, security containers, etc. In
other words access to information is controlled via access to date.

in a system with a computsr we also must corsider access to information
processed by the computer. Thus:

+ information also includes displays on screems, printouts, messages
passed down communication channels, etc.;

+  the definition of security does not refer to information inside the com-
puter (since this cannot directly be accessed by people in the system).

This may seem to be an unnecessarily fine distinction as most stored infor-
mation can be extracted from a computer, but it is an important point as it
indicates that models based on machine concepts, even when discussed in
apparently abstract terms such az subjects and objects, zre focussing on
information which is not sigrificant from the point of view of security.

We are, nevertheless, in this paper principally concerned with compu-
terised systems (CS), i.e. those which store and process some of their iafor-
mation on computers. A CS comprises: people (users and other individu-
als), coinputers and associated cquipment, and decuments and information
wade available at the computers’ outputs. Beorrowing the term from Check-
land {8}, we say that the computers reside in a Human Activity System
(HAS). We can now provide an improved definition of security for a comnu-
torized gystem:

*Aa C3 is securs if it prevenrts unauthorised access by its users and
~ther individuals botk to its Jecements and (o information input te,
sr output from, its comput

*'s definition i3 noorrect. albeli in a rather subtle way, W
n Section 2 that :icurity is related to the "flow of meaning”
he ﬁow ot 1'1!~)rr"""f‘n For the moment though, we saall
v more Justzﬁcamm for cur belisf that it i9
- besvily on chis dednivon in the cest of
mv,;La“ef aur Lasic rensen tar bei
des represent the HAS, includieg

V hilst we
it ig ‘Hexpxul ta

v

tzpt of tre P2

TG JQG

Taander to provide ool
Pme, 3eciion 2 g
T SOCUFe COIMPuLET 37
ormation flow appes
r any :3f the pr BE
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models relate to information, whereas they should relate to meaning.

Sections 3, 4 and 5 progressively build towards a new security model
based on the concept of modelling the enterprise in which the CS resides.
Section 3 discusses issues in the modelling of meaning via a brief discourse
on formal semantics. Section 4 presents a new strategy for modelling mean-
ing, and in Section 5 this strategy is used to outline an approach to enter-
prise modelling.

Section 2 concentrates on military security problems, since this is the
domain in which the information flow models have been developed and used.
The enterprise models are built up in a business context, because it is easier
to explain the concepts in business terminology. However, the enterprise
models are applicable in a military context, as we shall show in Section 6.
Further, they enable us to take a more unified approach to securitv in the
two domains recognising thet military and commercial security are at
different ends of a spectrum, rather than being antithetical.

In Section 6 wz demonstirate how to apply the maodel in the context of
database security, and also show by illustration how some of the standard
military security issues can be treated in our approach. The presentation
both describes some aspects of the new modsl, and indicates how it over-
comes some of the problems identified ir Section 2.

The work on this new model is by no means complate: Section 7 draws
some conrclusions from our work and indicates the direction of future
rescarch work on the model

2. INFORMATION FLTW MODELS: FLAVS AND LIMITATIONS

2.}, Criteria for Assezssing the Hodels

In order to be usef:!, sacurity models have to be abstractions of reality
which clarily the conrests and orinciples associatsd with developins secure
systems. They alao have to correlate sufficiently well with reality ic be
acipful and not misleading. We can thirk of failings to satisfv these cri-
teria as being synthetict faws or limitations of the models.

Further there ar2 suma requirements on the raodels which are indepei-
Jent of their applicaiicn. The most obvious of these is the requirement for
consistency. We can think of th
a failure to satisfy the reouirements wonid be viewed as an analytical limi-
Tation.

S s P T
IR O RV T R AR IVEDRC RS

determined withont cmiud

b

@&

:

7 We adopt these terms following a long rhilsscplieal tradition which incivdes
Latbaiz and Karpt.
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fault is one which does not invalidate the model per se, only its relation o
the reality being modelled. 4 good model is one that has neither kind of
fault. A characteristic of a model without analytic faults is that it is logi-
cally sound and made by a modeller who understands the nature of logic
and mathematics; a characteristic of a model without synthetic faults is that
it is fit for its purpose and mnde by a modeller who understands the nature
of the problem being modelled.

It is a basic tenet of our work that information flow models (IFMs) co
not have the above desirable characteristics and, indeed, that the models are
themselves the cause of many of the problems associated with the produc-
tion of secure compuierised ::steims (3C8). Bo [ar as we are aware the main
models do not suffer from major anziytical faulis. However, we believe that
they are weak from a synthetic point of view. In order to justify this belief
we shall consider a number of problems which arise wken developing SCS
using the IFMs. We then argue that the source of these problems is the
way in which the IFMs use information theory as a casis. This is not to say
that information thesry is inappropriate or flawed, but that the models
make an inappropriate association between the flow of information and the
vreal worid” meaning of security (ur, perhaps more accurately, security vie-
laiions).

red classes, the first three of
&* meaning of securify

sals with technical rmodel-
ling problems to co with referercs, tnab is, with the relationships between
ertities in the
sion of the preoblems is not ficent: indesd, they can be
thought of as different face.s of @ .blem, rather than essentially
different problems. Monetheless the frst grouy of problems is undoubtea.y
the crux of tha matter.

which represent divergences hecws
and that defiued by the [FMs ™

madel and ontities in ike real woria. The erder of presenta-

TexRCnu

We do not oreiend tkat thz st of problems is ext austive. However, we
hope that the list is sufhcienily ekien the nature of the prob-
lerra is sufficiently fundamental. to viake it clear tha: 2 replacement model
is required, and that merely applyirg nges to exisiing models
will be ineffective.

2.2 Information, Meaning and Daia
A kay issue in cur criticisiz of the the [FMs stems from the distinctien

Feiveen information, medning 2nd data; thus it is important to undarstand
their relationships (at least as we vie the termsi.

Dara is the carrier for inform

‘although this use of the term means
s, e.g. electrons. or puffs of smoke

information in the sense of

cceyed by some date

words data conveys
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information if the recipient "knows more" about some situatica as a result
of receiving the data. Meaning is the interpretation we make of ssme infor-
mation in a context. Essentially the context is an intellectual one, e.g. the
Lk man knowledge necessaury to understand natura! language. However,
context may also be amplified or aided by mechanical means. Examples of
aids are information stored in a machine, e.g. a decryption algorithm and
key, or a database which enables associations te be mude from some input
information. ‘

By way of example cnnsider the receipt of the characier string “Rush is
the new president-elect”. The daia is the charecicer string. There is informa-
tion associated with this data as the number of poscibilities for president-
elect has been reduced fromw iwo to one. There is also a (much richer) mean-
ing associated with this information in terms of the effect on US foreign pol-
icy, the effect on balance of trade dsficit, and so on.

It should be not«od that the distinction betwsen infurmation aad mean-
ing is somewhat subtie, and it is arguable whet cr not information
theory is concerned with meaning (see section 2.7). Huwever, in ihe follow
ing discussion we work on the basie that information theory is genuinely
concerned with meaning, but the [FMs are concerned with informarion in
the more limited sense illustrated ahcve.

2.3. Semantic Prablems
The problems: ;
cern distinctions mploved
ing as described above. ; reflecy o
securily problems erv based on the meocning of data, whevess
oniy predict offects (e.g. security breaches) which are
tion carried by the datz. This leads to a considerarls
the models and the true coneerns of security.

2.3.1, The Mearing Prchlem
In general it is not possible to tell if @ security dbreach “as cccurred just

from knowledge that there has been passage of informatisn (o an indivi-

dual).

< For exemple, if someone receives a file which they zanuot
informaticn has flowed but security has not nm‘ama"ly
(assuming that knewiedze o data velumes, and };. ;
existence are not significant;. A judgemens rogar
be made in terms of the operati')nai envirenment {

l‘e C?u id ;:‘,,xﬁev: is >e'1t OHT 4 covert f"w
scbjee:t, then the [FMs would zndxcaﬁe that a
violaiion, had occurred. In fact security has
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recipient has not learat anything new (though in fact \‘.he situation is
slightly more complex, see section 2.4.2}).

In the first case the problem is that the IFMs de not allow for the effect of
the processing of the information. In an accurate interpretation of informa-
tion theory, the requisite distinction can be made as the conditional entropy
(informatica content) of the message when it reaches the human recipient
depends upon whether or not the recipient can decrypt (possibly with com-
putational aseistance) the data. The IFMs do not make this distinction as
they ignors the effects of the processing of the message, and the
(significance of) other information availahble to the recipient. Another way
of looking at this is that there is more than one possible interpretation of
the information depending on the availability of the encryption key, of
which some vislate security and the some do not — but the IFMs don't make
the distinction.

In the second case the IFMs are really describing the data flow and not
the informsation flow, nor the meaning associated with the data flow. Again
tkis is hecause of lack of a modei of context.

Thus {FMs are misleading in thzt they may suggest that security
brozches have sceurred where they have nct. The kev point is that we can-
not make judgements abeut security vnless we know what the information

TR This point i3 fundsmeriel, since IFMs de pot give
:g meaning fs2e Section 2.7). Pragmatically we may
say that tie models are oo sirozg in that they deny behaviour which is in
fact secure.7

%.5.2. The Aggrsygatiion Problem
ion fiow does not zcecount for agzregation; that is, the fact that
Y] g:‘:a 24 a low level of classificeticn can produce sne

e nigher lavel of clasaifiesticn

For exan:pis, the r')rJuA_\.r.icn of an unclassified name, latitude/longituds
pe.r, and 2 pairing of date and time might indicate the whereabours
a submarine, in a suitabie coatexi. Thus conjolning three unclassi
wems can producs 2 ighiy Classifled reoult.

pe the meaning of ithe composite object is not sim-
nings of the parts. Thus. in this case, the IFMe are
7 permil hebavicur which contravenss security,

A R H
A‘i"""."ﬂ le ;.‘5,
' the *
t00 weax — -

Lavigre in

This one psint wicce is Dot 2zough o skake
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2.3.3. The Inference Problem

Inference is a process where some (sensitive) information is deduced
from other (less sensitive) information; this process is not predicted or
modelled by the IFMs.

+  For example, it is possible to derive classified information from (statisti-
cal) databases even where the responses to individual queries are res-
tricted to unclassified date. )

This is sirailar to the aggregation problem; indeed, one could view inference

as being a situation where aggregation occurs in the mngd of the recipiznt,

and it shows another area in which the models are too weak.

2.3.4. The Reductionist Problem

The IFMs apply to all "units” of information, thus falsely attributing
classifications to meaningless items such as the words "the", "and" and
"Hut” in isclation.

«  For ex .mple, editing a Top Secrct paragraph, removing the words, fan
lead to having a Too Secret fuli-stop, as the classification stays attached
to the remnants of the paragraph.

This problem arises from what we might term the roducttonistt fallacy, that

properties of the whole apply also to ils parts. The extreme case illustrated

above can, of coure, easily be handled, but it is a subtle semantic problem
to decida exactly wirn the editd paragraph can be downgraded. Agair the
fundamentis! issue i inability of the [FMs to model meaning, aithougk
i3 this case we could argus rhat they do not even medel information sccu-

co5 strong as they erronecusiy ailri

‘assificaticn} £9 innocucas information.

wove exasaples iliustrate that the [FMs do ol reflect "reni world

[T the s were corsistentiy conservative, that is they caught
security hreaches, tut did not nverconstrain valid behaviour

izht he accentzble. However the TVMs are both too strong 2nd

L 50 thay &r2 aci acc argument,

(P xs i ovorcoTe spediil

Vaow o no syste

have identified aueve, Sg f

ar this work senms only to be capable o
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miner incremental improvements to the models to deal with specific prob-
lems. We believe that the limited nature of such success is inevitable —
intuitively, it is very difficult to make the models simuitaneously both
stronger and weaker. As we shall see later, we nead a much richer model of
context evern to begin to treat ihese problems in a systematic way.

2.4. Functiorzlity Probileme

Ther: zre varioas problems with the mocels which constrain or
adversely affect the furctionality whick it i3 possibis to impleient in 2 com-
puter whilst ensuring that the compuierised sysiem is secure. It is neces
sary that there should be some constraiz i3 — in a senge thai is why we nave
the models — but some of ihe consiramts conflict with basic operational
requiremenis.

We deal first with twe vroblems whick relate to the so-cajled covert
channels, then present two problems which stem Tom the fundamental
requirement to process information of more than one classification in the
sarae systein.

2.4 1. The Ceoveri Chaanel Problem
A notoricus preblem with sunposedly secure cormputar systems is thet
they can contain sc-celled covert channcls. These covert channeis are
means of communicaiing inivrm : ts by ind
by modulating sysu contravene security.
en ¢iven our view of secort gEUE : i
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information t¢ flow in one direction (from low to high) but to deny flow in
the reverse direction. For such a regulator impiemented using handshaking
protocols over wires or a bus there will inevitably be reverse information
fiow through the protocol messages. For a regulator using an optical isola-
tor (i.e. one that transmits photons in only one direction) there is no
reverse flow, but there is a chance that information will be lost because of
synchrerisation preblems and possibly buffer overflow, i.e. the functionality
is modified (impaired).

Thus systems either have impaired functionality, covert channels, or
both (but see the discussion on bandwidth below). In the limit, to prevent
information flow by covert channels, we have to constrain systems to having
no functionality!

2.4.2. The Band width Problem

In practice security is not an absolute concept, but a relative one, and
we are concerned about the bandwidth of information flow. This is a guid-
ing principle in encryption where we accept a civher as adequately secure if
the time and cost of cryptanalysis are large with respect to the longevity
(currency) and value of the data. In cther words the bandwidth of data to
unauthorized recipients of data should be acceptably low.

This general ohservation about bandvidth is very significant in the con.
text of covert channels.

+  If a covert channel exists, but it only has a bandwidth of 1 bit per day,
then security standards (e.g. the Orange Book) say that the channel
can be ignored (although the IFMs would still treat this as an illegal
flow if it was from a high to a low subject or object). However, if the
single bit means "the nuclear strike is on tomorrow" then {presumably!}
a security breach has occurred despite the low bandwidth. Clearly the
meaning in this case would have had to be agreed by the sender and
recipiert prreviously, and outside the computer system.

What we have identified here is a "low bandwidth, high meaning” channel.
It should be noted that our example in section 2.3.1 of passing the CPU
identifier could provide a single bit channel isend or don’t send) which
shows one of the relationships between these examples. Arguably it is
therefore a strength of the IFMs that they do cover all forms of flow,
independent of the bandwidth, but in the above example the single bit flow
could be disastrous even if it did not contravene the flow rules, e.g. it went
from a low to a high subject. Again the basic problem is the absence of a
model of context for interpreting the data (or information) and assigning a
meaning to it.



