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Preface

This volume consists of contributions by speakers at the Special Session on
Algebraic Cryptography at the Joint International Meeting of the AMS with the
Deutsche Mathematiker-Vereinigung held in Mainz, Germany, on June 16-19, 2005,
and at the International Workshop on Algebraic Methods in Cryptography held in
Bochum, Germany, on November 17-18, 2005.

The readers will find here a variety of contributions, mostly related to public-
key cryptography, including design of new cryptographic primitives as well as crypt-
analysis of previously suggested schemes. Most papers are original research papers
in the area that can be loosely defined as “Non-commutative cryptography”; this
means that groups (or other algebraic structures) which are used as platforms are
non-commutative.

We are grateful to the American Mathematical Society for assisting us in pub-
lication of this volume. In particular, we thank Christine M. Thivierge for her
patient work in putting this volume together.

Lothar Gerritzen
Dorian Goldfeld
Martin Kreuzer

Gerhard Rosenberger
Vladimir Shpilrain
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KEY AGREEMENT, THE ALGEBRAIC ERASER™,
AND LIGHTWEIGHT CRYPTOGRAPHY

Iris Anshel, Michael Anshel, Dorian Goldfeld, Stephane Lemieux

81. Introduction:

Our purpose is to present a new key agreement protocol for public-key cryptog-
raphy suitable for implementation on low-cost platforms which constrain the use
of computational resources. In the process we introduce the concept of an Alge-
braic Eraser’™ | AE, and make a case that AE is a suitable primitive for use within
lightweight cryptography. Our underlying motivation is the need to secure networks
which deploy Radio Frequency Identification (RFID) tags used for identification,
authentication, tracing and point-of-sale applications. The reader should consult
[GJP] and [OSK] for further discussion.

The idea behind AE is to deny the cryptanalyst certain algebraic information
inherent in many contemporary algebraic key agreement protocols employing group-
theoretic transformations such as discrete exponention certain finite abelian groups
or conjugation on certain infinite groups including braid groups (see [KM]). AE
employs certain groups, homomorphisms, and actions of groups on monoids which
to date force the cryptanalyst to primarily employ exhaustive search to determine
the key. After careful formulation of the basic structure of AE we specify a general
key agreement protocol based on the AE and go on to give some explicit examples
including possible attacks and choice of secure parameters.

§2. The Algebraic Eraser’™ and its Associated Protocol:

The concept of the Algebraic Eraser emerges naturally when considering the
following structures in tandem. Let M, N denote monoids and let S denote a group
which acts on M on the left, and does not act on N. Given elements s € S and
m € M, we denote the result of s acting on m by *m. The semidirect product of
M and S, M x S is defined to be the monoid whose underlying set is M x S and
whose internal binary operation is given by

(m1,s1) 0 (Mg, 82) = (m1"'ma, s152).

The authors would like to thank SecureRF for its support of this research. The authors would
also like to thank Alan Silvester for doing a lot of the C++ coding.

(©2006 American Mathematical Society



2 IRIS ANSHEL, MICHAEL ANSHEL, DORIAN GOLDFELD, STEPHANE LEMIEUX

The direct product of N and S is denoted by N x S.
The algebraic eraser E is the binary operation specified within the 6-tuple,

(M % S,N,IL E, A, B),

termed the E-structure, where M x S and N are as above, II is (an easily com-
putable) monoid homomorphism

II: M — N,
E is the function
E:(NXxS)Xx(MxS)—-NxS8S
given by
E((%S)a (mlvsl)) = (” H(Sml),351)7
and A, B are submonoids of M x S such that for all (a,s,) € A, (b, s;) € B

(1) E((H(a)v 8a)s (b, Sb)) = E((H(b)7 sb), (a, Sa))'

The submonoids A and B, which satisfy (1) above, are termed E-Commuting. For
simplicity we will use the notation % as follows:

E((n,s),(m1, 1)) = (n,s)*(my,s1).

The operation * satisfies the property that given (n, s) € NxS and (m;, s1), (mae, s2) €
M % S then

2) ((n, s) % (ma, 31)) * (M2, s3) = (n,s)x ((ml, 81) o (mg, 52)).

The identity (2) is easily verified and allows one to compute * iteratively provided
an element (m,s) € M x S is expressed as a product of generators.

The term algebraic eraser is a fitting description of the function E in that given
an elements of N x S,

(n,s), E((n,s), (m, s1))

the element (m1, s1) cannot generally be recovered since the action of the element
s on my is not visible once the function IT has been applied to *m; i.e., the action
of s on m; has been effectively erased.

With the algebraic eraser E and its associated E-structure specified we are in
a position to introduce an associated key agreement protocol, E-KAP. Referring
to the protocol users as Alice and Bob, each user is assigned a submonoid of N,
N4 and Np respectively so that N4 and Ng commute. Furthermore Alice and
Bob are assigned the E-commuting submonoids A and B, respectively, which are
determined by the fixed E-structure. With these assignments in place Alice and
Bob choose their respective private keys which take the form

Aprivate = Alice’s Private Key = (na, (15803 )5 (@2 8ag Jsv -+ 5 (@R Sak)))
and
Bprivate = Bob’s Private Key = <nb, (b1, 8y ) (b1, 8b,)5 - -« 5 (be, 3be)>)
where n, € Ng, ny € Np,

(alasal)a <a27sa2)5 LR 7(ak7sak) S Aa
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and
(bl, Sbl), (bg, sz), ot (bg, sbz) € B.
Having made these choices, Alice and Bob can then announce their respective public
keys:
Apuplic = Alice’s Public Key = (-« ((ng, id)*(a1, Sa, ) )*(a2, Sa, )% - - )*(ak, Sa, ) € N XS,

Bpuptic = Bob’s Public Key = (-« ((ny, id)*(b1, sb,))x(b2, s5,) )% - - )x(be, s0,) € N XS,
where id denoted the identity element in S. With this done Alice and Bob are now
each in a position to compute the shared secret:

3)
(' e ((naa 1d) ’ BPublic*(ala Sal)) * (ag, Saz)) KieEE ) * (ak7 Sak) =
(- ((n,1d) - Apubtic * (b1, 8b,)) * (b2, 8,)) % - +) % (be, 85,
where - denoted multiplication in N x S. The identity (3) holds because the sub-

monoids A, B where chosen to E-commute, and the submonoids N4, Vg themselves
commute.

83. Algebraic Constructions

The E-structure (M x S, N,II, E, A, B) and its associate key agreement pro-
tocol lend themselves naturally to various natural algebraic/categorical construc-
tions. Furthermore when we focus on the case of M being a group and S being
a (sub)group of automorphisms of the group, a generalized commutator emerges
from the E-commuting condition.

The direct product of two E—structures, E; and E; yield a third E-structure:

(M1%S1, Ny, 11y, Eq, Ay, By) X (M2 % S, N2, I3, Eg, A, By) =
((Ml X Mz) A (Sl X Sz),Nl X Nz,Hl X HQ,El X Eg,Al X AQ,Bl X Bz)

Given a submonoid H < M which is S invariant, there is a natural sub-E-
structure of (M x S, N,II,E, A, B) to consider:

(HxS,N,II|u,E | (nxs)x(HxS), ANH,BN H).

Finally the concept of a image of an E-structure can be approached by starting
with a homomorphism ¥ : N — Ny and considering the E—structure

(M A S, No, o H, EO, A, B),

where U oI, denotes the composite of ¥ and II.

In the case M is actually a group and the homomorphism II is surjective, then
another possible image can be defined. In this case we know that N = M /K where
K < M. If L 9 M is a subgroup which is invariant under S then S acts on the
group M/L and we can form M/L x S. This allows us to define an image of

(M xS,M/K, (M—»M/K),E,A,B),
to be
((M/L X S),M/LK, (M/L — M/LK),EL, (AL/L) X S, (BL/L) X S)
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where unspecified homomorphisms are simply the natural homomorphisms.

When we again restrict ourselves to the case of a group, G and we assume
the group S is actually a group of automorphisms of G, S < Aut(G) then the
hypothesis of E-commuting takes the following form. Elements in the subgroups
A, B can be written as

(a,0), (b,B)

where a,b € G and o, € Aut(G). The function II can be assumed to take the
form G — G/K, and the identity (1) becomes

(e a(t) K, a0 8) = ((bB(a)K,Boa).

The identity emerging from the first component leads naturally to the fol-
lowing generalization of the classical commutator. Given elements z,y € G, and
(a, @), (b,B) € Aut(G) define

Cla, B,z,y) = zyBz Ha(y™).

Clearly when a, 8 = id we are reduced to the classical definition. Some analogues
of the various classical commutator identities generalize as follows (and are left to
the reader to verify). Let

e, B,2,y) = a(z) y Bx) ™,
then we have
Proposition 1. With the notation as above, the following identities hold:
o Cla, B,2,y)™t = C(B~, a7, afy), B(z))
e Cla,B,xy,2) = Q(id,ﬁ,x,C(a,ﬁ,y, z)) C(id,id, B(x), a(2))
e C(a,fB,z,yz) = C(id,id, z, y) Q(id,a,y,C(a,ﬁ,x,z))
e (identity of Hall-Witt type, see [MKS])
y_IC(id,a,C(a,a,y,a(:v_l)),a(z‘l))y

271C(id, o, Cla, o, 2,a(y 1)), &* (27 1)) 2
~a(z71)C(id, o, C(e, 0%, af2), 27 1), a(y ™)) a(2)

Before delving into the examples of our protocol we present a brief aside re-
garding a group theoretic authentication method. Recall the protocol introduced
in [AAG1]: users Alice and Bob each choose private elements a, b in assigned sub-
groups A, B of a group G and in the end agree on the commutator [a,b] known
only to the users. In the course of the protocol Alice actually obtains the conjugate
b~lab and hence is in a position to compute the element

blab-a-[a,b] = b 'a’b = (b 'ab)?.

Assuming that extraction of roots, in particular square roots, is known to be a diffi-
cult problem, Alice can forward the element b~ 'a2b to Bob who can then conjugate
by the inverse of his private key b~! to obtain the element a?. Thus Alice has
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effectively transmitted the square of her private key a? to Bob over an open chan-
nel. With this done, any choice of a hash function H (i.e., a one-way collision—{ree
function) generates an authentication protocol in the spirit of [D]:

(i) Alice chooses an element 7 € G and sends Bob the the element ¢ =
H(ra’r=1),

(ii) Bob chooses a random bit d and sends d to Alice,

(iii) If d = 0 Alice sends the element 7 and Bob verifies that ¢ = H(ra%r=1),

(iv) If d = 1 Alice sends the conjugate s = ra?r~' and Bob verifies that
c = H(s?).

§4. Examples of Key Agreement based on the Algebraic Eraser”™:

Fix an integer n > 7 and a prime p > n. As an example of an algebraic eraser E
whose associated key agreement protocol merits attention we begin by considering
a subgroup

M < GL(n,Fy(t)),

where t = (t1,...,tn). Also,let S = S, be the symmetric group on n symbols.
The group S acts on GL(n, Fy(t)) by permuting the variables {t1,... ,tn}, and we
shall assume that the action of S maps M to itself. Furthermore we assume that
the semidirect product M x S is finitely generated by some set of elements,

(4) {(.T1(t),81),... ,($)\(t),8)\)}.
In this example, the monoid N is chosen to be
N = GL(n,TF,).
In order to define the homomorphism II, we fix n elements in Fp,
T1,T2y-++ ,Tn € Fp,
and then evaluate
II:M—-N
by setting
t1=7'1, t2=7’2, e s § thTn.
A crucial assumption needs to be made at this point.
Assumption 7: Let 7 = (11, 72,... ,Tn). We assume that zi (1), xi(T)™" are well

defined for alli=1,2,...,n.

There are, of course, many possible choices for the commuting submonoids
Na, Ng, which need to be chosen. One elementary choice for N4 and Np is to first
fix a matrix mg € GL(n,F,) of order p™ — 1. Then let N4 = Np be the submonoid
of all matrices of the form

(5) e

where 01,0s,... 0 € F, and 7, k1, k2, . .. ,k, € ZT. Each users private ng and ny
are then elements of the above form (5). As to the subgroups A B < MxS,
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which must E—commute for the protocol to succeed, one possibility is to proceed as
follows. Fix an element z € M x S and choose two subsets of generators of M x S,

{(mal(t),sal), ey (xau (t),saﬂ)}, {(mbl(t),sbl), e (xbu(t),sbv)},

so that

(6) mﬂi(t)'xbj(t) = xbj(t).xai(t)7 i=1,...,4, j=1...,v,
(7 Sa;th; = tb;Sa;, t=1ssus sy J=1Line Vs
and

(8) Seigy, (t) = mp, (1), "12e,(t) = x0,(t), i=1,...,4, F=1,...,0
Alice and Bob are then assigned the subgroups

z- <($a1(t), ety Y5 000 5 (B () sau)> 2t

2 ((on(t) 0,5 (@0, (8),,) ) - 27

respectively, which will automatically E-commute with each other.

(9)

Hidden Elements Assumption: We assume that the element z € M x S and the
elements x4, (t),... ,%a,(t), Ty, (t),... , 2, (t) € M are secretly chosen and that it
is difficult to determine these elements given that the conjugates (9) are publically
announced.

We are now in a position to summarize the above example of the Algebraic
Eraser’™ key agreement protocol.

General Public Information: A subgroup M of the matrix group
N = GL(n, Fp(ty, ... ,tn)).

The symmetric group S = S, acting on the n variables ti,... ,t, by permuting
them. The subgroup M is chosen to be invariant under the action of S allowing for
the formation of the semidirect product M x S.

Covert Information: A finite set of generators,

{(wal(t), sal), — (za” (1), s%)} U {(xbl (1), sbl), ey (acbu (1), sb,j)}
< {@®),5),--. NENGIOV

of M x S satisfying (6), (7), (8), and the hidden elements assumption. An element
2 € M x S satisfying the hidden elements assumption.

Public Information: An integern > 7. A prime number p > n. The E-commuting
subgroups

A=z {(@a(t),50,) - s (T, (8),50,) ) 270
B=z- <(1'b1(t)a Sby)se e (mby(t),sbu)> 27
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where z is the hidden conjugating element and the x;(t) are the hidden subgroup gen-
erators. The homomorphism II : M — N satisfying Assumption 7. The operation
* satisfying (2). A fized matrix mg € N.

Alice’s Private Key: A matriz of the form ng = £ymg* +£,mg* + --- +&.mg"
where £y,... 4, €F, and r,aq,... o, € ZT are secret.

A subset of generators {(l"ail (t) Sas, I (xam (t), Sas, )} of A.

Alice’s Public Key:
APublic = (( T ((nav Zd) * Z) * (xail (t)v sail) Kt ) * (:caiu (t)7 saiﬂ)) * 2zt

Bob’s Private Key: A matriz of the form ny = Klmo +€2m0 +€’T,m0 :
where £},... 0., € Fp and r',B1,... , By € Z* are secret.

) Ypl

A subset of generators {(mbh (8)s50,, Jos e 5 (T, (1)) 95, )} of B.
Bob’s Public Key:
Beuntic = (- ((m63d) % 2) % (zn,, (£), 5, ) %) * (2, (1), 55,,)) %271

Shared Secret:

(- ((nq,id) - Bpublic * 2) * (a:ail (t), Sail)) *oee )k (acaiM (t), sai“)) s

= (- (0, 30) - Apuic % 2) % (2, (0),50,,)) %) % (v, (B, 35,,) ) w2

In order to analyze the cryptographic applicability of the above algorithm, we
shall make the following simplifying assumptions and definition.

e i, = j, =g = the number of generators in Alice and Bob’s private keys.
e \ < n? where X is equal to the number of generators of M x S.

It is now possible to compute the size (in bits) of the public and private keys that
occur in the Algebraic Eraser™™ Key Agreement Protocol. First of all, Alice and
Bob’s public keys will simply be a pair consisting of an n X n matrix with coefficients
in the finite field F,, and an element of the permutation group S,. Each entry in
this matrix will have at most log,(p) bits. It follows that the matrix component
of the public key will have bit size equal to n?log,(p). The permuation can be
specified by a list of n numbers where each number is between 1 and n. Thus the
bit size of the permutation is at most nlog,(n) < nlog,(p). Consequently, the size
of the public key is at most (n? + n) log,(p). The private key also has two saperate
components. First, the high power of the fixed matrix m( can be represented with
at most n?log,(p) bits. Secondly, each generator can be specified with at most
logy(A\) < 2log,(n) bits. It follows that the size of the private key is at most
n?log,(p) + 2logy(n)g. We record these observations in the following proposition.
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Proposition 2. In the Algebraic Eraser™™ protocol specified above, the bit-size of
the private key is at most

(10) n?log, (p) + 2log,(n)g,
while the bit-size of the public key is at most
(11) (n® + n) log, (p).

Next, we examine the running time of the algorithm and show that it is essen-
tially linear in the number of generators g in the private key. We shall obtain a
crude estimate of the running time in terms of elementary processor operation. By
an elementary processor operation we mean either a search and replace operation or
a multiplication/addition/subtraction/involving two bits. It is convenient to make
the simplifying assumption that each matrix zx(t) (k = 1,2,...,A) occurring in the
generator (z(t),sx) differs from the identity matrix in at most £ entries and that
each of these entries is a Laurent polynomial in F,(¢) where the Laurent polynomial
itself has at most p terms of degree at most d. For example, the matrix

1 0 00
0 t1—2t;'—ta+t3 0 0
0 0 10

342t 0 0 2

differs from the identity matrix in exactly 3 entries and each of these entries involves
Laurent polynomials of at most 4 terms of degree at most 3. The degree is defined
to be the absolute value of the largest power, i.e., ty 4 has degree 4. Given an
element
(z(t),s) e M x S
and a generator
(xj (t)» Sj )

of M x S, the most expensive and time consuming operation of the protocol is the
computation of

(2(t), ) (25(),5,) = (2(t) - TL(Co5(0), 58)-

First of all, the multiplication of permutations ss; can be done in n search and
replace operations, so this is clearly linear in the number of generators g. Second,
the computation of *z;(t) requires at most £p search and replace operations. The
computation of I (*z;(t)) requires an additional £p search and replace operations
followed by at most £pd computations in Fp. Finally, the computation of z(t) -
IT (°z;(t)) involves at most nf multiplications and additions in Fp. This gives an
upper bound of n+2€p+2£pd(log, p)?+2nf(log, p)? elementary operations for each
of the g generators. In the final step of the key agreement protocol, it is necessary
to multiply two n x n matrices over F,. This will take n3(log, p)? operations.
Assuming that the conjugating element z is made up of g. generators, the total
estimate for the running time of the algorithm is:

(12) n®(logy p)* + (9+29:) - (n + 2£p + 2¢pd(log, p)* + 2nl(log, p)2)~

One may also give estimates for the memory size (fixed and rewriteable) needed to
run the protocol.
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§5. The Colored Burau Key Agreement Protocol (CBKAP):

Fix an integer n > 7, and let ¢ = (1, ... ,¢,). Define

—t; 1
1
z1(t) = .y :

and fori=2,...n—1, let
iL‘z‘(t) = ti — ti 1

which is the identity matrix except for the i** row where it has successive entries
t;, —t;, 1 with —¢; on the diagonal. For each 1 = 1,2,... ,n — 1, we define

which is just the transposition (element of the symmetric group S,) which inter-
changes i and i+ 1. The elements (mi(t), si), fori=1,2,...,n—1, satisfy the braid
relations and hence determine a representation of the braid group (see [AAG2)).
Next, fix a prime p > n, then the set of pairs

{(Il(t), 51)5- -y (Tno1(t), Sn—1)}

will generate the semidirect product M x S with S =S, and M C GL(n,F,). We
call the group M xS the colored Burau group. The general key agreement protocol
given in §4, with this choice of M, is termed the colored Burau key agreement
protocol (CBKAP). If we choose 7 = (11, 72,... ,7n) with 1 <7, <pfor 1 <i<n
then one may easily check that Assumption 7 of §4 is satisfied.

In order to implement the CBKAP with the above choice of M it is necessary
to effectively choose the matrix myg, the elements z € M x S, and

0 ) TR 1 Za,, (t) Thy t),...,xp,(t) € M.

With regard to the matrix mg one can begin by generating a random matrix
from GL(N,F,) and test to see if this matrix has an irreducible characteristic poly-
nomial over IF,,. If it does not we simply choose another random matrix and repeat
the process. Appendix A contains a Mathematica program that performs this task
which heuristically runs quickly and is always successful. The resulting matrix m
then has an easily calculable multiplicative order because myg is diagonalizable over
F,. The non-zero entries of the diagonal matrix will lie in Fp» and be the roots of
the characteristic polynomial. With pobability better than 1/2, each of these roots
will have order p™ — 1, and so the matrix mg will likewise have order p™ — 1. If
the roots have a lower order, we again discard and choose a new mg. Eventually a
suitible mg will be found.
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We now turn to the task of choosing the elements z € M x S and

Ta, (t), . 1 Ta, (), Tp, (t),... 2, (t) € M.

Assuming that we do not want either party to be able to obtain the other’s key, a
trusted third party (TTP) will be performing the algorithm. If one wishes to design
a system which allows for a "master key” then the TTP would simply be one of
the users who would then be in possession of the ”master key.”

The TTP performs the following actions to establish two commuting sets of
generators in the braid group. By the representation described above, this produces
two E—commuting sets of generators in the colored Burau group. Note that these
two sets can then be made public and used by any two parties that wish to establish,
secretly, a common key. Thus the TTP need only be called upon once.

Let B,, = {b1,...,b,—1} be the Artin representation of the braid group on
n strings. Recall that the left canonical form of a braid word may be written as
a power of the fundamental braid times a sequence of short braid words, called
permutation braids. For further details see [B]. To further shorten the lengths of
keys, any even power of the fundamental braid can be ommitted since it is a central
element. For the same reason, any odd power of the fundamental braid can simply
be replaced by the fundamental braid itself. This will considerably shorten the
sequences of integers representing keys.

TTP Algorithm:
(1) Choose two secret subsets BL = {by,,...be,}, BR = {by,...br,} of the set

of
generators of By, where |[€; —r;| > 2 for all1 <i<{y and1 < j <rg.
(2) Choose a secret element z € By,.
(3) Choose words {w1, ... ,w~} of bounded length from BL.
(4) Choose words {v1,... ,vy} of bounded length from BR.
(5) For1<i<~:
(a) calculate the left normal form of zw;z~1 and reduce the result mod-
ulo
the square of the fundamental braid;
(b) set w} equal to the sequence of integers that corresponds to the
element
calculated in (a);
(c) calculate the left normal form of zv;z=! and reduce the result mod-
ulo
the square of the fundamental braid;
(d) set v} equal to the sequence of integers that corresponds to the
element

calculated in (c).

(5) Publish the two sets {w}, ... ,w.} and {v],... v}



