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Preface

The ASIAN conference series provides a forum for researchers throughout Asia to
present cutting-edge results in yearly-themed areas of computer science, to discuss
advances in these fields, and to promote interaction with researchers from other
continents. Accordingly, the conference moves every year to a different center of re-
search throughout Asia: previous editions were held in Tokyo, Kunming (China),
Bangkok, Mumbai, Hanoi, Penang (Malaysia), Phuket (Thailand), Manila,
Kathmandu, Singapore, and Pathumthani (Thailand) where ASTAN was initiated
by AIT, INRIA and UNU/IIST in 1995. The 12th edition took place in Doha,
Qatar, during December 9-11, 2007.

Each year, the conference focuses on a different theme at the cutting edge
of computer science research. The theme of ASIAN 2007 was “Computer and
Network Security”. It has been a tradition of ASIAN to invite three of the
most influential researchers in the focus area, one from Asia, one from Europe
and one from the Americas, to discuss their work and their vision for the field.
This year’s distinguished speakers were Andrei Sabelfeld (Chalmers University,
Sweden), Joshua Guttman (MITRE, USA) and Kazuhiko Kato (University of
Tsukuba, Japan).

Following the call for paper, ASIAN 2007 received 112 submissions, of which
65 were eventually reviewed. Of these, the Program Committee selected 15 regu-
lar papers and 10 short papers. This volume contains the abstracts of the invited
talks and the revised versions of the regular papers and the short papers. I wish
to thank the members of the Program Committee and the external reviewers
for doing an excellent job at selecting the contributed papers under severe time
pressure. FasyChair proved an egregious platform for smoothly carrying out all
aspects of the program selection and finalization.

The conference was held in Doha, Qatar, where Carnegie Mellon University
recently established a branch campus with the goal of promoting the same high
standards of research and education for which its original campus in
Pittsburgh, USA; is internationally recognized. Carnegie Mellon Qatar is lo-
cated in Education City, a 2,500-acre campus which provides state-of-the-art
research and teaching facilities to branches of five of the world’s leading uni-
versities. It is part of an unprecedented commitment of resources made by the
Qatari leadership to position Qatar as a world-class center of education and
research.

Many people were involved in the organization of this conference. In particu-
lar, I wish to thank the General Chair, Kazunori Ueda, for his support, and the
Steering Committee for endorsing the candidacy of Doha for this year’s edition
of ASTAN. This conference would not have been possible without the hard work
of the many people who relentlessly handled the local arrangements, especially
Thierry Sans and Kara Nesimiuk. We greatly appreciate the generous support
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of our sponsors, Carnegie Mellon University in Qatar and QCERT. Finally we
are grateful to the authors, the invited speakers and the attendees who made
this conference an enjoyable and fruitful event.

September 2007 Iliano Cervesato
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Dimensions of Declassification in Theory and Practice

Andrei Sabelfeld

Dept. of Computer Science and Engineering, Chalmers University of Technology
412 96 Gothenburg, Sweden

Abstract. Computing systems often deliberately release (or declassify) sensi-
tive information. A principal security concern for systems permitting information
release is whether this release is safe: is it possible that the attacker compro-
mises the information release mechanism and extracts more secret information
than intended? While the security community has recognized the importance of
the problem, the state-of-the-art in information release is, unfortunately, a num-
ber of approaches with somewhat unconnected semantic goals. We provide a road
map of the main directions of current research, by classifying the basic goals ac-
cording to what information is released, who releases information, where in the
system information is released, and when information can be released. We apply
this classification in order to evaluate the security of a case study realized in a
security-typed language: an implementation of a non-trivial cryptographic proto-
col that allows playing online poker without a trusted third party. In addition, we
identify some prudent principles of declassification. These principles shed light
on existing definitions and may also serve as useful “sanity checks” for emerging
models.

The talk is based on joint work, in part, with David Sands, and, in part, with
Aslan Askarov.

I. Cervesato (Ed.): ASIAN 2007, LNCS 4846, p. 1, 2007.
© Springer-Verlag Berlin Heidelberg 2007



A Static Birthmark of Binary Executables Based
on API Call Structure*

Seokwoo Choi, Heewan Park, Hyun-il Lim, and Taisook Han

Division of Computer Science and
Advanced Information Technology Research Center(AITrc).
Korea Advanced Institute of Science and Technology
{swchoi,hwpark,hilim}@pllab.kaist.ac.kr, han@cs.kaist.ac.kr

Abstract. A software birthmark is a unique characteristic of a pro-
gram that can be used as a software theft detection. In this paper we
suggest and empirically evaluate a static birthmark of binary executables
based on API call structure. The program properties employed in this
birthmark are functions and standard API calls when the functions are
executed. The API calls from a function includes the API calls explicitly
found from the function and its descendants within limited depth in the
call graph. To statically identify functions, call graphs and API calls, we
utilizes IDAPro disassembler and its plug-ins. We define the similarity
between two functions as the proportion of the number of all API calls
to the number of the common API calls. The similarity between two pro-
grams is obtained by the maximum weight bipartite matching between
two programs using the function similarity matrix. To show the cred-
ibility of the proposed techniques, we compare the same applications
with different versions and the various types of applications which in-
clude text editors, picture viewers, multimedia players, P2P applications
and ftp clients. To show the resilience, we compare binary executables
compiled from various compilers. The empirical result shows that the
similarities obtained using our birthmark sufficiently indicates the func-
tional and structural similarities among programs.

Keyword: software piracy, software birthmark, binary analysis.

1 Introduction

Recently a large amount of software is developed in the form of open source
projects. Most open source projects contain software licenses. A widely used
software license for open source software is the GNU Public License(GPL). The
GPL allows developers to use software freely, but requires new projects using
the original work to be licensed under the GPL. There are also more permissive
software licenses like the MIT license and the BSD licenses which allow the origi-
nal source code to be combined in commercial software. The permissive licenses,
however, require the copyright notice of the original software to be included.

* This work was supported by the Korea Science and Engineering Foundation
(KOSEF) through the Advanced Information Technology Research Center(AITrc).

1. Cervesato (Ed.): ASIAN 2007, LNCS 4846, pp. 2-16, 2007.
© Springer-Verlag Berlin Heidelberg 2007



A Static Birthmark of Binary Executables 3

There have been reported that many companies use open source software for
commercial purpose without permission. To detect code theft when source code
is available, we can utilize well-known plagiarism detection tools like MOSS,
JPlag and YAP [1,2,3]. Suppose that source code under the GPL is contained in
commercial software, which is distributed in compiled binaries without indicat-
ing the copyright notice of the original software. In this case, we need to prove
whether the open source code is used or not in the binary executables. Software
birthmarking is one of the techniques to solve such software theft problems.

A software birthmark is unique characteristics of a program that can be used
to identify the program. If program p and ¢ have the same or very similar birth-
mark, ¢ is very likely to be a stolen copy of p (and vice versa). Comparing the
strings analyzed from binary executables can be a easy birthmarking technique.
In this case, a set of strings is a birthmark. Sometimes comparing the structures
of binaries can be a good birthmark technique. For example, SabreSecurity Bin-
Diff effectively found similarities between two MacOS emulators named Cher-
ryOS and PearPC[4,5]. Tamada et al. suggested a dynamic software birthmark
for Windows applications using Win32 API function call sequences [6,7]. Dy-
namic birthmarks extract program properties from a program execution trace
when a sequence of input is given, while static birthmarks extract properties
only from the program itself.

In this paper we propose a new static birthmarking technique that can help
to identify ownership and similarity of binary executables. Program properties
used as our birthmark are summaries extracted from each binary function in
a program. The summary of each function is a set of possible standard API
calls when the function is executed. We statically identify API function calls by
analyzing disassembled code which is generated by IDAPro disassembler[8]. A
similarity between two functions is calculated by comparing API call sets of two
functions. A similarity between two programs is obtained by matching problem.

We evaluate the proposed birthmark by comparing various categories of Win-
dows applications. To show the credibility, the same applications with different
versions are compared. To show the resilience, we compare binary executables
compiled from various compilers. The empirical result shows that the similarities
obtained using our birthmark sufficiently indicate the functional and structural
similarities among programs.

2 Related Work

There are three major threats against the intellectual property contained in
software. Software piracy is the illegal use, duplication or reselling of legally
protected software. Software tampering is the illegal modification of software
to gain control over restricted code or digital media protected by the software.
Malicious reverse engineering is the extracting of a piece of a program in order
to reuse it in one’s own. To deal with these threats, several techniques have
been explored, for example, software watermarking to deal with piracy, code
obfuscation to deter reverse engineering, and software tamper-proofing [9].
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Software watermarking is a well-known technique used to provide a way to
prove ownership of stolen software. Software watermarking systems embed wa-
termarks in software and recognize the watermarks. Software watermark can
be either static or dynamic [10,11]. Unfortunately, watermarking is not always
feasible because it requires software developers to embed a watermark before
releasing the software.

Software birthmarking is a technique that identifies the inherent character-
istics occurring in a program by chance. Unlike software watermarks, software
birthmarks do not embed additional code or identifier. Instead a birthmark re-
lies on an inherent characteristic of the application to show that one program is
a copy of another. The result of comparing two programs with software birth-
marking is similarities between two programs. With the similarities, we are able
to say that one program is a copy of another, totally or in part.

Tamada et al. [12,13] suggested the first practical application of static soft-
ware birthmarks to identify the theft of programs. This technique is specific to
Java class files which is a combination of four individual birthmarks: constant
values in field variables(CVFV), sequence of method calls(SMC), inheritance
structure(IS), and used classes(UC). These four birthmarks could be used indi-
vidually but the combination makes this technique more reliable. Their experi-
ment with several sample programs shows that the proposed birthmarks identify
a class within a program with high precision, but can easily be confused by sev-
eral obfuscation techniques.

Tamada et al. [6,7] introduced dynamic birthmarks and proposed two birth-
marks based on the trace of system calls for Windows programs. The dynamic
birthmarks are the sequence and frequency of API function calls during ex-
ecution of software. They claim that these birthmarks are reasonably robust
against program transformations. The credibility of this birthmark highly relies
on user interactions, inputs and system environments. To avoid this weakness,
they highly restricted inputs and user interactions in the experiments.

Myles et al. proposed a k-gram based static birthmark [14]. They adopted k-
gram, which have been previously used to detect similarity between documents,
as their birthmark for Java applications. The k-gram birthmark is the set of
unique opcode sequence of length k. For each method in a module they com-
pute the set of unique k-grams by sliding a window of length k over the static
instruction sequence. k-gram based birthmark is precise, but highly susceptible
to program transformations. They evaluated this birthmarking techniques with
several tiny Java programs.

Myles et al. [15,16] proposed the concept of another dynamic birthmark
known as Whole Program Path(WPP) birthmark. A WPP is a directed acyclic
graph(DAG) representation of a context-free grammar that generates a pro-
gram’s acyclic path [17]. To get WPP, dynamic trace of a program is obtained
by instrumentation, and the trace is compressed into a DAG using SEQUITUR
algorithm. They used WPP as their birthmarks and computed similarity between
two birthmarks using a graph distance for maximal common subgraph [18]. They
experimented WPP birthmarking technique with a few tiny Java programs. The



