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Preface

The second International Conference on Applied Cryptography and Network
Security (ACNS 2004) was sponsored and organized by ICISA (the International
Communications and Information Security Association). It was held in Yellow
Mountain, China, June 8-11, 2004. The conference proceedings, representing
papers from the academic track, are published in this volume of the Lecture
Notes in Computer Science (LNCS) of Springer-Verlag.

The area of research that ACNS covers has been gaining importance in recent
years due to the development of the Internet, which, in turn, implies global
exposure of computing resources. Many fields of research were covered by the
program of this track, presented in this proceedings volume. We feel that the
papers herein indeed reflect the state of the art in security and cryptography
research, worldwide.

The program committee of the conference received a total of 297 submissions
from all over the world, of which 36 submissions were selected for presentation
during the academic track. In addition to this track, the conference also hosted
a technical /industrial track of presentations that were carefully selected as well.
All submissions were reviewed by experts in the relevant areas.

Starting from the first ACNS conference last year, ACNS has given best paper
awards. Last year the best student paper award went to a paper that turned out
to be the only paper written by a single student for ACNS 2003. It was Kwong
H. Yung who got the award for his paper entitled “Using Feedback to Improve
Masquerade Detection.” Continuing the “best paper tradition” this year, the
committee decided to select two student papers among the many high-quality
papers that were accepted for this conference, and to give them best student
paper awards. These papers are: “Security Measurements of Steganographic Sy-
stems” by Weiming Zhang and Shiqu Li, and “Evaluating Security of Voting
Schemes in the Universal Composability Framework” by Jens Groth. Both pa-
pers appear in this proceedings volume, and we would like to congratulate the
recipients for their achievements.

Many people and organizations helped in making the conference a reality. We
would like to take this opportunity to thank the program committee members
and the external experts for their invaluable help in producing the conference’s
program. We also wish to thank Thomas Herlea of KU Leuven for his extraor-
dinary efforts in helping us to manage the submissions and for taking care of all
the technical aspects of the review process. Thomas, single-handedly, served as
the technical support committee of this conference! We extend our thanks also
to the general chair Jianying Zhou (who also served as publication chair and
helped in many other ways), the chairs of the technical/industrial track (Yongfei
Han and Peter Landrock), the local organizers, who worked hard to assure that
the conference took place, and the publicity chairs. We also thank the various
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sponsoring companies and government bodies. Finally, we would like to thank
all the authors who submitted papers to the conference.

April 2004 Markus Jakobsson and Moti Yung
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CamouflageFS: Increasing the Effective Key Length in
Cryptographic Filesystems on the Cheap

Michael E. Locasto and Angelos D. Keromytis

Department of Computer Science
Columbia University in the City of New York
{locasto,angelos}@cs.columbia.edu

Abstract. One of the few quantitative metrics used to evaluate the security of a
cryptographic file system is the key length of the encryption algorithm; larger key
lengths correspond to higher resistance to brute force and other types of attacks.
Since accepted cryptographic design principles dictate that larger key lengths also
impose higher processing costs, increasing the security of a cryptographic file
system also increases the overhead of the underlying cipher.

We present a general approach to effectively extend the key length without impos-
ing the concomitant processing overhead. Our scheme is to spread the ciphertext
inside an artificially large file that is seemingly filled with random bits according to
a key-driven spreading sequence. Our prototype implementation, CamouflageF's,
offers improved performance relative to a cipher with a larger key-schedule, while
providing the same security properties. We discuss our implementation (based on
the Linux Ext2 file system) and present some preliminary performance results.
While CamouflageFS is implemented as a stand-alone file system, its primary
mechanisms can easily be integrated into existing cryptographic file systems.

“Why couldn’t 1 fill my hard drive with random bytes, so that individual files would
not be discernible? Their very existence would be hidden in the noise, like a striped tiger
in tall grass.” —Cryptonomicon, by Neal Stephenson [17]

1 Introduction

Cryptographic file systems provide data confidentiality by employing encryption to pro-
tect files against unauthorized access. Since encryption is an expensive operation, there is
a trade-off between performance and security that a system designer must take into con-
sideration. One factor that affects this balance is the key length of the underlying cipher:
larger key lengths imply higher resistance against specific types of attacks, while at the
same time requiring more rounds of processing to spread the influence of the key across
all plaintext bit (“avalanche effect”). This is by no means a clear-cut comparison, how-
ever: different ciphers can exhibit radically different performance characteristics (e.g.,
AES with 128 bit keys is faster than DES with 56 bit keys), and the security of a cipher is
not simply encapsulated by its key length. However, given a well designed variable-key
length cryptographic cipher, such as AES, the system designer or administrator is faced
with the balance of performance vs. key length.

M. Jakobsson, M. Yung, J. Zhou (Eds.): ACNS 2004, LNCS 3089, pp. 1-15, 2004.
(© Springer-Verlag Berlin Heidelberg 2004



2 M.E. Locasto and A.D. Keromytis

We are interested in reducing the performance penalty associated with using larger
key sizes without decreasing the level of security. This goal is accomplished with a
technique that is steganographic in nature; we camouflage the parts of the file that
contain the encrypted data. Specifically, we use a spread-spectrum code to distribute the
pointers in the file index block. We alter the operating system to intercept file requests
made without an appropriate key and return data that is consistently random (i.e., reading
the same block will return the same “garbage”), without requiring that such data be stored
on disk. This random data is indistinguishable from encrypted data. In this way, each
file appears to be an opaque block of bits on the order of a terabyte. There is no need to
actually fill the disk with random data, as done in [13], because the OS is responsible for
generating this fake data on the fly. An attacker must mount a brute force attack not only
against the underlying cipher, but also against the spreading sequence. In our prototype,
this can increase an attacker’s work factor by 228 without noticeable performance loss
for legitimate users.

1.1 Paper Organization

The remainder of this paper is organized as follows. In Section 2, we discuss our approach
to the problem, examine the threat model, and provide a security analysis. In Section 3 we
discuss in detail the implementation of CamouflageFS as a variant of the Linux Ext2fs,
and Section 4 presents some preliminary performance measurements of the system. We
give an overview of the related work on cryptographic and steganographic file systems
in Section 5. We discuss our plans for future work in Section 6, and conclude the paper
in Section 7.

2  Our Approach

Our primary insight is that a user may decrease the performance penalty they pay for
employing a cryptographic file system by using only part of the key for cryptographic
operations. The rest of the key may be used to unpredictably spread the data into the
file’s address space. Note that we are not necessarily fragmenting the placement of the
data on disk, but rather mixing the placement of the data within the file.

2.1 Key Composition: Maintaining Confidentiality

While our goal is to mitigate the performance penalty paid for using a cryptographic
file system, it is not advisable to trade confidentiality for performance. Instead, we
argue that keys can be made effectively longer without incurring the usual performance
penalty. One obvious method of reducing the performance penalty for encrypting files
is to utilize a cipher with a shorter key length; however, there is a corresponding loss of
confidentiality with a shorter key length. We address the tradeoff between key length and
performance by extending the key with “spreading bits,” and exploiting the properties
of an indexed allocation file system.

A file system employing indexed allocation can efficiently address disk blocks for
files approaching terabyte size. In practice, most files are much smaller than this and do
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Fig. 1. Outline of a multi-level index scheme with triple-indirect addressing. The first 12 index
entries point directly to 12 data blocks. The next three index entries are single, double, and triple
indirect. Each indirect block contains 1024 entries: the first level can point to 1024 data blocks,
the second level can point to 10242, and the third level points to 1024 data blocks.

not use their full “address space.” The Linux Ext2fs on 32-bit architectures commonly
provides an address range of a few gigabytes to just short of two terabytes, depending
on the block size, although accessing files larger than two gigabytes requires setting a
flag when opening the file [4].

We use the extra bits of the cryptographic key to spread the file data throughout its
address space and use the primary key material to encrypt that data. By combining this
spreading function with random data for unallocated blocks, we prevent an attacker from
knowing which blocks to perform a brute force search on. To maintain this illusion of a
larger file without actually allocating it on disk, we return consistently random data on
read() operations that are not accompanied by the proper cryptographic key.

2.2 Indexed Allocation

In a multi-level indexed allocation scheme, the operating system maintains an index of
entries per file that can quickly address any given block of that file. In the Ext2 file
system, this index contains fifteen entries (see Figure 1). The first twelve entries point
directly to the first twelve blocks of the file. Assuming a block size of 4096 bytes, the first
twelve entries of this index map to the first 48Kb of a file. The next three entries are all
indirect pointers to sub-indices, with one layer of indirection, two layers of indirection,
and three layers of indirection, respectively [4].

Figure 2 shows a somewhat simplified example of a single-level direct-mapped index.
The file index points directly to blocks with plaintext data. Holes in the file may exist;
reading data from such holes returns zeroed-out blocks, while writing in the holes causes
a physical disk block to be allocated. Cryptographic file systems encrypt the stored data,
which leaves the index structure identical but protects the contents of the data blocks, as
shown in Figure 3.
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Fig. 2. File index for a normal data file. Pointers to plaintext data blocks are stored sequentially at
the beginning of the index. Files may already contain file holes — this index has a hole at the third
block position.

Usually, most files are small and do not need to expand beyond the first twelve
direct mapped entries. This design allows the data in a small file to be retrieved in two
disk accesses. However, retrieving data pointed to by entries of the sub-indices is not
prohibitively expensive, especially in the presence of disk caches [4].

Therefore, instead of clustering the pointers to file data in the beginning entries of
the index, we can distribute them throughout the index. In order for the operating system
to reliably access the data in the file, we need some sequence of numbers to provide
the spreading schedule, or which index entries point to the different blocks of the file.
Figure 4 shows encrypted data that has been spread throughout the file’s address space.

2.3 Spreading Schedule

The purpose of the spreading schedule is to randomly distribute the real file data through-
out a large address space so that an attacker would have to first guess the spreading
schedule before he attempts a brute force search on the rest of the key.

Normally, the number of the index entry is calculated by taking the floor of the
current file position “pos” divided by the block size.

index = pos/blocksize

This index number is then used to derive the logical block number (the block on disk)
where the data at “pos” resides.

lbn = get_from_index(index)

This procedure is altered to employ the spreading schedule. The initial calculation of
the index is performed, but before the logical block number is derived, a pseudo-random
permutation (PRP) function takes the calculated index and the bits of the spreading seed
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Fig. 3. Index for an encrypted file. The indexing has not changed, merely the contents of the data
blocks. Again, the file hole at block three is present.

to return a new index value, without producing collisions. The logical block number is
then derived from this new index.

index = pos/blocksize

index = map(index, spread_seed)
lbn = get_from_indez(index)

Note that the actual disk block is irrelevant; we are only interested in calculating a new
entry in the file index, rather than using the strictly sequential ordering. Given the secret
spreading seed bits of the key, this procedure will return consistent results. Therefore,
using the same key will produce a consistent spreading schedule, and a legitimate user
can easily retrieve and decrypt their data.

2.4 Consistent Garbage

The spreading schedule is useless without some mechanism to make the real encrypted
data appear indistinguishable from unallocated data blocks. To accomplish this blend-
ing, camouflage data is generated by the operating system whenever a request is made
on an index entry that points to unallocated disk space (essentially a file hole). Each
CamouflageFS file will contain a number of file holes. Without the key, a request on
any index entry will return random data. There is no way to determine if this data is
encrypted without knowing the spreading schedule, because data encrypted by a strong
cipher should appear to be random in its ciphertext form. We employ a linear congru-
ential generator [11] (LCG) to provide pseudo-random data based on a secret random
quantity known only to the operating system. This final touch camoufiages the actual
encrypted data, and the file index is logically similar to Figure 5. Note that camouflage
data is only needed (and created on the fly) when the system is under attack; it has no
impact on performance or disk capacity under regular system operation.



