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Preface

The ongoing compression of computing facilities into small and mobile devices like
handhelds, portables or even wearable computers will enhance ubiquitous information
processing. The basic paradigm of such pervasive computing is the combination of
strongly decentralized and distributed computing with the help of diversified devices
allowing for spontaneous connectivity via the Internet. Computers will become invisible
to the user, and exchange of information between devices will effectively be beyond the
user’s control.

Assuming a broad usage of more powerful tools and more effective ways to use
them the quality of everyday life will be strongly influenced by the dependability of the
new technology. Information stored, processed, and transmitted by the various devices
is one of the most critical resources. Threats exploiting vulnerabilities of new kinds
of user interfaces, displays, operating systems, networks, and wireless communications
will cause new risks of losing confidentiality, integrity, and availability. Can these risks
be reduced by countermeasures to an acceptable level or do we have to redefine political
and social demands.

The objective of this 1st International Conference on Security in Pervasive Com-
puting was to develop new security concepts for complex application scenarios based
on systems like handhelds, phones, smartcards, and smart labels hand in hand with the
emerging technology of ubiquitous and pervasive computing. Particular subjects were
methods and technology concerning the identification of risks, the definition of security
policies, and the development of security measures that are related to the specific as-
pects of ubiquitous and pervasive computing like mobility, communication, and secure
hardware/software platforms.

We received 51 submissions. Each submission was reviewed by three independent
reviewers and an electronic program committee meeting was held via the Internet. We
are very grateful to the program committee members for their efficency in processing
the work within four weeks and also for the quality of their reviews and discussions.
Finally the program committee decided to accept 19 papers. We are also very grateful
to the four invited speakers for their vivid and stimulating talks.

Apart from the program committee, we would like to thank also the other persons
who contributed to the success of this conference: the additional referees for review-
ing the papers, the authors for submitting the papers, and the local organizers, and in
particular Hans-Peter Wagner, for a smooth and pleasant stay in Boppard.

June 2003 Dieter Hutter, Giinter Miiller,
Werner Stephan, Markus Ullmann
Program Co-chairs SPC 2003
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The Age of Pervasive Computing -
Everything Smart, Everything Connected?
(Abstract of Invited Talk)

Friedemann Mattern

Institute for Pervasive Computing
ETH Zurich, Switzerland
mattern@inf.ethz.ch

Abstract. Given the continuing technical progress in computing and commu-
nication, it seems that we are heading towards an all-encompassing use of net-
works and computing power, a new era commonly termed “Pervasive Comput-
ing”. Its vision is grounded in the firm belief amongst the scientific community
that Moore’s Law (i.e. the observation that the computer power available on a chip
approximately doubles every eighteen months) will hold true for at least another
10 years. This means that in the next few years, microprocessors will become
so small and inexpensive that they can be embedded in almost everything — not
only electrical devices, cars, household appliances, toys, and tools, but also such
mundane things as pencils (e.g. to digitize everything we draw) and clothes. All
these devices will be interwoven and connected together by wireless networks.
In fact, technology is expected to make further dramatic improvements, which
means that eventually billions of tiny and mobile processors will occupy the en-
vironment and be incorporated into many objects of the physical world.
Together with powerful and cheap sensors (and thus the ability to sense the envi-
ronment), this progress in processor and communication technology will render
everyday objects “smart” — they know where they are, and they may adapt to
the environment and provide useful services in addition to their original purpose.
These smart objects may form spontaneous networks, giving rise to a world-wide
distributed system several orders of magnitude larger than today’s Internet.

It is clear that we are moving only gradually towards the ultimate vision of Perva-
sive Computing. Much progress in computer science, communication engineer-
ing, and material science is necessary to render the vision economically feasible
and to overcome current technological hurdles. However, the prospects of a world
of things that virtually talk to each other are fascinating: many new services would
then be possible that transform the huge amount of information gathered by the
smart devices into value for the human user, and an entire industry may be set
up to establish and run the underlying infrastructure for the smart and networked
objects.

Clearly, there are also many issues on the political, legal, and social level to con-
sider. Privacy is certainly a primary concern when devices or smart everyday
objects can be localized and traced, and when various objects we use daily report
their state and sensor information to other objects. The repercussions of such an
extensive integration of computer technology into our everyday lives as Pervasive
Computing advocates it, are difficult to predict and only time will tell whether
this technology does contribute to a better and more enjoyable world or, on the
contrary, promote a more totalitarian regime.

D. Hutter et al. (Eds.): Security in Pervasive Computing 2003, LNCS 2802, p. 1, 2004.
(© Springer-Verlag Berlin Heidelberg 2004



Cyber Assist Project
and Its Security Requirement
(Abstract of Invited Talk)

Hideyuki Nakashima

Cyber Assist Research Center
AIST Tokyo Waterfront, 2-41-6 Aomi,
Koto-ku, Tokyo 135-0064, Japan
h.nakashimaQaist.go. jp

1 Introduction

The Goal of the Cyber Assist Project is realization of a ubiquitous, or perva-
sive, information society in which all can benefit from assistance of information
processing technology (IT hereafter) in all situations of daily life.

Traditional IT is accessible only through computers sitting on a desktop. Its
accessibility is broadening recently with the spread of mobile devices including
mobile phones with i-mode. Nevertheless, such technology is used only by a small
portion of people in rather limited scenarios of their everyday lives. IT should
be able to support human in every aspect of everyday life with information
processing units embedded in the environment which communicate with portable
or wearable personal devices. Keywords are “here, now and me”. IT will be able
to help human daily life by automatically booking a seat in a train according
to an individual schedule, by guiding a user through a shopping mall while
providing necessary information about goods, or automatically calling a taxi or
requesting bus service when needed. Through this technology, we believe that
IT can boost the quality of life in economy, politics, culture, and education.

To widen the range of opportunity for receiving assistance from IT, computers
should be able to share the semantics of tasks with humans. We must pull
computers from their digital world into our physical world by providing various
sensors and visual and acoustic recognition technologies. For instance, if a mobile
phone can understand that its holder has a visitor and is discussing an important
issue, it may be able to automatically forward incoming calls to a secretary.

We need new network architecture to support the technology. It must be ca-
pable of dynamic reconfiguration and connection with very low latency, creating
“responsive” network technology.

Another technology necessary for semantic sharing is worldwide document
processing with tagging, ontology, and semantic search as proposed in the Seman-
ticWeb project. We cooperate with that movement and will develop “intelligent
content” technologies.

D. Hutter et al. (Eds.): Security in Pervasive Computing 2003, LNCS 2802, pp. 2-5, 2004.
© Springer-Verlag Berlin Heidelberg 2004



Cyber Assist Project and Its Security Requirement 3

2 Cyber Assist Project

Our project is classified as follows. We have two main targets:

1. Situated information support
2. Privacy protection

We also have two main approaches:

1. Location-based communications
2. Intelligent contents

The four cross-sections yield the following research issues:

2.1 Semantic Structuring

A major cause of information overload and the ’digital divide’ is the semantic
gap between humans and computers; humans are adapted to dealing with deep
meaning, while machines excel at processing explicit syntax. The only feasible
way to fill this gap systematically is to make the semantic structure of informa-
tion content explicit so that machines can manage them too. [Hasida 2000)

2.2 Non-ID Communication

There exist two global communication networks: the telephone network and the
Internet. Telephone systems use a phone number as a global ID to reach each tele-
phone in the world. Communication over the Internet is based on IP-addresses,
which are also a global ID for each processing unit connected to the network.
When communication is overheard, it is easy to connect content to recipients
using those global IDs. In a ubiquitous computing environment, the majority
of communication is computer to computer: frequency is much larger in mag-
nitude. If ubiquitous computing follows this tradition, it may endanger privacy
protection. For instance, if someone discovers the IP address of a TV set, all
programs a user watches may be monitored. It is therefore recommended to use
locally- resolved IDs wherever possible. It is even better to use no IDs at all.

One candidate for non-ID communication is to use physical location as a
target address of communication. We call this location-based communication.
We are testing various methods for location-based communication using optical
and radio connections.

2.3 Location-Based Services

The main (positive) target of our project is situated information support. If a
server knows the user’s situation, it can provide more fine-tuned information
support without querying the user’s selections. There may be many keys to this;
we regard location as a most prominent physical property.
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One form of location-based service is to provide information only to a certain
area of 3D space. For example, in a museum, detailed information of an entry is
broadcast to the area in front of an exhibition, but only to those facing it.

As a communication device to receive such information, we developed a
very simple compact battery-less information terminal called CoBIT [Nishimura
2002]. In our design, devices embedded in the environment play many important
roles. CoBIT is equipped with a reflective sheet whose location can be identi-
fied easily from cameras mounted in the environment. Then an infrared beam is
projected toward the direction from a LED scanner that is capable of tracking
CoBIT movement . Note that there is no need for any ID to establish commu-
nication. Physical location of the terminal is an essential and unique key of the
device. The infrared signal is modulated using a sound wave; CoBIT replays it
as auditory information. The infrared beam itself is the power source of CoBIT;
thus, there is no need to have any internal power supply. Cameras in the envi-
ronment will see the reflection from the reflective sheet of CoBIT to know its
location, direction and movement (gesture). Therefore, CoBIT functions as a
two way communication terminal even without its own internal power source.

In ubiquitous computing, many devices in the vicinity of the user are used.
How does one know which devices are near to the user, and free to use? The loca-
tion of user may be given by the name of the building, or longitude and latitude
of GPS positioning. Those must be converted from one to another. Multiagent
architecture plays important roles for access control of those devices. We are de-
veloping location identification (including conversion between coordinates and
names) and access control architecture called Consorts [Kurumatani 2003).

2.4 Tally Method

In old movies, there were plots employing a map of hidden treasure split into
two and possessed by two participants. Two of them must get together to unveil
the location. We are seeking a digital version of similar technology. Double en-
cryption is an obvious candidate. But once data is decoded, it is plain data and
both participants can copy it freely. What we seek is protected data that can be
used only when both of tally holders are present.

These days, a customer’s personal data may be gathered by each individual
service provider. For instance: a mail order company has a customer’s record
of purchase; a mobile phone company has a record of outgoing and incoming
phone calls as well as history of the trajectory of the mobile phone device with
accuracy of cellular area of its connection station; a hospital has a record of a
patient’s past treatment and medical examinations. If those data are gathered
into a single database, it may contain a large amount of personal information.
Such accumulation itself is dangerous from the perspective of privacy protection.
On the other hand, if those data are used for the benefit of the individual only,
they may constitute a valuable personal database. We are seeking a solution to
this problem. We seek to protect privacy information while using all data for the
sake of the individual. One compromise is that those data be used only when
the target person, or their software agent, is present.



