Hsinchun Chen

Fei Yue Wang
Christopher C. Yang
Daniel Zeng
Michael Chau
Kuiyu Chang (Eds.)

Intelligence and
Security Informatics

International Workshop, WISI 2006
Singapore, April 2006
Proceedings

LNCS 3917

@ Springer



s ,5
/

{£-

4

¢+ Hsinchun Chen Fei Yue Wang

Christopher C. Yang Daniel Zeng
Michael Chau Kuiyu Chang (Eds.)

Intelligence and
Security Informatics

International Workshop, WISI 2006
Singapore, April 9, 2006
Proceedings

N Springer  E200603527



Volume Editors

Hsinchun Chen

Daniel Zeng

University of Arizona, College of BPA
Department of MIS, Tucson, AZ 85721, USA
E-mail: {hchen, zeng} @eller.arizona.edu

Fei Yue Wang

Chinese Academy of Sciences
P.O.Box 2728, Beijing 100080, China
E-mail: feiyue.wang@ia.ac.cn

Christopher C. Yang

The Chinese University of Hong Kong

Department of Systems Engineering and Engineering Management
Shatin, New Territories, Hong Kong, China

E-mail: yang @se.cuhk.edu.hk

Michael Chau

The University of Hong Kong, School of Business

Faculty of Business and Economics, Pokfulam Road, Hong Kong, China
E-mail: mchau @business.hku.hk

Kuiyu Chang

Nanyang Technological University, School of Computer Engineering
Singapore 639798, Singapore

E-mail: kuiyu.chang@pmail.ntu.edu.sg

Library of Congress Control Number: 2006922999

CR Subject Classification (1998): H.4, H.3, C.2, H2, D.4.6, K.4.1, K.5, K.6

LNCS Sublibrary: SL 3 — Information Systems and Application, incl. Internet/Web
and HCI

ISSN 0302-9743 .
ISBN-10 3-540-33361-4 Springer Berlin Heidelberg New York
ISBN-13 978-3-540-33361-6 Springer Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

Springer is a part of Springer Science+Business Media
springer.com

© Springer-Verlag Berlin Heidelberg 2006
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper SPIN: 11734628 06/3142 543210



Lecture Notes in Computer Science

Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison
Lancaster University, UK

Takeo Kanade

Carnegie Mellon University, Pittsburgh, PA, USA
Josef Kittler

University of Surrey, Guildford, UK
Jon M. Kleinberg

Cornell University, Ithaca, NY, USA
Friedemann Mattern

ETH Zurich, Switzeriand
John C. Mitchell

Stanford University, CA, USA
Moni Naor

Weizmann Institute of Science, Rehovot, Israel
Oscar Nierstrasz

University of Bern, Switzerland
C. Pandu Rangan

Indian Institute of Technology, Madras, India

Bernhard Steffen
University of Dortmund, Germany

Madhu Sudan
Massachusetts Institute of Technology, MA, USA

Demetri Terzopoulos
University of California, Los Angeles, CA, USA

Doug Tygar
University of California, Berkeley, CA, USA

Moshe Y. Vardi -
Rice University, Houston, TX, USA

Gerhard Weikum

Max-Planck Institute of Computer Science, Saarbruecken, Germany

3917




Preface

Intelligence and security informatics (ISI) can be broadly defined as the study of the
development and use of advanced information technologies and systems for national
and international security-related applications. The First and Second Symposiums on
ISI were held in Tucson, Arizona, in 2003 and 2004, respectively. In 2005, the IEEE
International Conference on ISI was held in Atlanta, Georgia. These ISI conferences
brought together academic researchers, law enforcement and intelligence experts,
information technology consultants and practitioners to discuss their research and
practice related to various ISI topics including ISI data management, data and text
mining for ISI applications, terrorism informatics, deception detection, terrorist and
criminal social network analysis, crime analysis, monitoring and surveillance, policy
studies and evaluation, and information assurance, among others. We continued these
stream of ISI conferences by organizing the Workshop on Intelligence and Security
Informatics (WISI 2006) in conjunction with the Pacific Asia Conference on
Knowledge Discovery and Data Mining (PAKDD 2006). WISI 2006 provided a
stimulating forum for ISI researchers in Pacific Asia and other regions of the world to
exchange ideas and report research progress.

WISI 2006 was hosted by the Chinese University of Hong Kong, the University of
Arizona, the Nanyang Technological University, and the Chinese Academy of
Sciences. The one-day program included one keynote speech, four refereed paper
sessions, two invited sessions and a poster reception. The keynote speech was
delivered by Professor Bhavani Thuraisingham, who is the director of Cyber Security
Research Center at the University of Texas at Dallas. There were seven long papers
and eight short papers presented in the refereed paper sessions and 17th poster
presentations in the poster reception. We had four invited speakers presenting on the
topic of terrorism research tools in the two invited sessions. The workshop was co-
sponsored by the Chinese University of Hong Kong, the University of Arizona, and
other funding agencies.

We wish to express our gratitude to all workshop Program Committee members
and additional reviewers, who provided high-quality, valuable and constructive
review comments. Special thanks go to Ee Peng Lim and Ah Hwee Tan, who
supported the local arrangement.

April 2006 Hsinchun Chen
Feiyue Wang

Christopher C. Yang

Daniel Zeng

Michael Chau

Kuiyu Chang
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Data Mining for Security Applications

Bhavani M. Thuraisingham!2

! Eric Jonsson School of Engineering and Computer Science,
University of Texas at Dallas,
Richardson, Texas 75083-0688, USA
bhavani . thuraisingham@utdallas.edu
http://www.cs.utdallas.edu/people/thuraisingham.html
2 Bhavani Security Consulting, LLC,
Dallas, Texas, USA
http://www.dr-bhavani.org

Abstract. Dr. Bhavani M. Thuraisingham is the invited keynote speaker for
WISI 2006. She is a Professor at the Eric Jonsson School of Engineering and
Computer Science, University of Texas at Dallas. She is also director of the
Cyber Security Research Center and President of Bhavani Security Consulting.

1 Keynote Summary

Data mining is the process of posing queries and extracting patterns, often previously
unknown from large quantities of data using pattern matching or other reasoning
techniques. Data mining has many applications in security including for national
security as well as for cyber security. The threats to national security include attack-
ing buildings, destroying critical infrastructures such as power grids and telecommu-
nication systems. Data mining techniques are being investigated to find out who the
suspicious people are and who is capable of carrying out terrorist activities. Cyber
security is involved with protecting the computer and network systems against corrup-
tion due to Trojan horses and viruses. Data mining is also being applied to provide
solutions such as intrusion detection and auditing.

This presentation will first discuss the various types of threats to national security
and describe data mining techniques for handling such threats. Threats include non
real-time threats and real-time threats. We need to understand the types of threats and
also gather good data to carry out mining and obtain useful results. We also need to
reason with incomplete data. Once the data is collected, the data has to be formatted
and organized. Essentially one may need to build a warehouse to analyze the data.
Data may be structured or unstructured. Once the data is gathered and organized, the
next step is to carry out mining. The question is what mining tools to use and what
outcomes to find? Do we want to find associations, links or clusters? Finally, how do
we know that the mining results are useful? There could be false positives and false
negatives. We will also explore techniques such as association rule mining and link
analysis for national security.

The second part of the presentation will discuss data mining for cyber security ap-
plications For example, anomaly detection techniques could be used to detect unusual
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patterns and behaviors. Link analysis may be used to trace the viruses to the perpetra-
tors. Classification may be used to group various cyber attacks and then use the pro-
files to detect an attack when it occurs. Prediction may be used to determine potential
future attacks depending in a way on information learnt about terrorists through email
and phone conversations. Data mining is also being applied for intrusion detection
and auditing.

The third part of the presentation will discuss some of the research challenges.
There is a critical need to analyze the data in real-time and give the results to the war
fighter to carry out actions. There is also a need to analyze the data about a passenger
from the time he or she checks in at the ticket counter until he or she boards the plane.
That is, while we need some form of real-time data mining, that is, the results have to
be generated in real-time, we also need to build models in real-time for real-time
intrusion detection. Data mining is also being applied for credit card fraud detection
and biometrics related applications. Other challenges include mining unstructured
data types. While some progress has been made on topics such as stream data mining,
there is still a lot of work to be done here. Another challenge is to mine multi-media
data including surveillance video. Finally, we need to maintain the privacy of indi-
viduals. Much research has been carried out on privacy preserving data mining. The
presentation will analyze the developments made in the areas and determine the
research directions.

In summary, the presentation will provide an overview of data mining, the various
types of threats and then discuss the applications of data mining for national security
and cyber security. Then we will discuss the consequences to privacy. That is, data
mining enables one to put pieces of public data and infer data that is highly sensitive
or private. We will discuss threats to privacy and discuss the developments in privacy
preserving data mining. Other challenges such as real-time data mining as well as
mining surveillance data will also be discussed.
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Abstract. Terrorists and extremists have become mainstream exploiters of the
Internet beyond routine communication operations and dramatically increased
their own ability to influence the outside world. Although this alternate side of
the Internet, referred to as the “Dark Web,” has recently received extensive
government and media attention, the terrorists/extremists’ Internet usage is still
under-researched because of the lack of systematic Dark Web content collection
and analysis methodologies. To address this research gap, we explore an inte-
grated approach for identifying and collecting terrorist/extremist Web contents.
We also propose a framework called the Dark Web Attribute System (DWAS)
to enable quantitative Dark Web content analysis from three perspectives: tech-
nical sophistication, media richness, and Web interactivity. Using the proposed
methodology, we collected and examined more than 200,000 multimedia Web
documents created by 86 Middle Eastern multi-lingual terrorist/extremist or-
ganizations. In our comparison of terrorist/extremist Web sites to U.S. govern-
ment Web sites, we found that terrorists/extremist groups exhibited similar
levels of Web knowledge as U.S. government agencies. We also found that the
terrorists/extremist groups are as effective as the U.S. government agencies in
terms of supporting communications and interaction using Web technologies.
Based on our case study results, we believe that the DWAS is an effective
framework to analyze the technical sophistication of terrorist/extremist groups’
Internet usage and our Dark Web analysis methodology could contribute to an
evidence-based understanding of the applications of Web technologies in the
global terrorism phenomena.

1 Introduction

International terrorist/extremist groups’ use of the Internet has expanded beyond rou-
tine communication and propaganda operations to training, organizing logistics for
their campaign, exploring collaborative networks, and developing their strategic intel-
ligence and virtual communities. Their Web sites and online forums have increased
in number, technical sophistication, content, and media richness. These dynamic Web
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