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Preface

The 5th International Workshop on Information Security Applications
(WISA 2004) was held on Jeju Island, Korea during August 23-25, 2004. The
workshop was sponsored by the Korea Institute of Information Security and
Cryptology (KIISC), the Electronics and Telecommunications Research Insti-
tute (ETRI) and the Ministry of Information and Communication (MIC).

The aim of the workshop was to serve as a forum for new conceptual and
experimental research results in the area of information security applications
from the academic community as well as from industry. The workshop program
covered a wide range of security aspects including cryptography, cryptanalysis,
network /system security and implementation aspects.

The program committee received 169 papers from 22 countries, and accepted
37 papers for a full presentation track and 30 papers for a short presentation
track. Each paper was carefully evaluated through peer review by at least three
members of the program committee. This volume contains revised versions of
36 papers accepted and presented in the full presentation track. Short papers
were only published in the WISA 2004 preproceedings as preliminary versions
and could be published elsewhere as extended versions.

In addition to the contributed papers, Professors Gene Tsudik and Ross
Anderson gave invited talks, entitled Security in Outsourced Databases and What
Does ‘Security’ Mean for Ubiquitous Applications?, respectively.

Many people helped and worked hard to make WISA 2004 successful. We
would like to thank all the people involved in the technical program and in orga-
nizing the workshop. We are very grateful to the program committee members
and the external referees for their time and efforts in reviewing the submissions
and selecting the accepted papers. We also express our special thanks to the
organizing committee members for making the workshop possible. Finally, we
would like to thank all the authors of the submitted papers and the invited
speakers for enabling an interesting workshop program.

December 2004 Chae Hoon Lim
Moti Yung
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Impacts of Security Protocols
on Real-Time Multimedia Communications®

Kihun Hong!, Souhwan Jung!, Luigi Lo Iacono?, and Christoph Ruland?

! School of Electronic Engineering, Soongsil University, 1-1, Sangdo-dong,

Dongjak-ku, Seoul 156-743, Korea
kihune@cns.ssu.ac.kr, souhwanj@ssu.ac.kr

2 Institute for Data Communications Systems, University of Siegen, Germany
{lo _iacono,ruland}@nue.et-inf.uni-siegen.de

Abstract. International Standards Committees like ITU and IETF have pro-
duced several security protocols for real-time multimedia communications. But,
applying those security mechanisms may results in non-trivial degradation to
real-time communications. This paper investigates the impacts of the standard
security protocols on the delay, packet overhead, quality of service, and other
features of real-time communications. Some of analytical and experimental re-
sults show the suitability of the security protocols.

1 Introduction

Emerging Internet applications transmit multimedia content more broadly. Some
examples of existing multimedia applications are audio and video conferencing sys-
tems, media on demand and pay per view services, groupware for distributed collabo-
rative working and Internet gaming. Internet multimedia communication is character-
ized by two different communication paths: one is used to exchange signaling data
and the other serves for the transport of the media streams. The transport channels
between the multimedia endpoints are established by the signaling path. Available
signaling standards are the H.323 [1] components H.225.0 [2] and H.245 [3] of the
ITU-T and SIP [4] and RTSP [5] of the IETF. H.323 and SIP are mainly used in IP
telephony environments whereas RTSP focuses on media on demand services. The
transport path supports the data stream transmission. Since the transmitted data has
real-time properties, QoS aspects like delay, packet loss and jitter have to be consid-
ered. The reason e.g. why media streams are using the transport services provided by
UDP instead of the ones offered by TCP is that the reliability and congestion avoid-
ing mechanisms of TCP cause uncertain delay. Security for Internet multimedia
communication has to consider both paths, whereas the signaling path does not de-
mand for additional requirements than conventional Internet applications. The trans-
port path instead does demand for additional requirements. The integration of security
services into the media stream transmission has certainly an impact on these parame-
ters.

* This work was supported by Korea Research Foundation Grant (KRF-2001-042-E00045).

C.H. Lim and M. Yung (Eds.): WISA 2004, LNCS 3325, pp. 1-13, 2004.
© Springer-Verlag Berlin Heidelberg 2004



2 Kihun Hong et al.

In this paper we examine different security mechanisms suitable for real-time-
oriented IP communication by focusing on the influences on the QoS. First we intro-
duce available standards. Afterwards a list of criteria is presented which is the basis
for our investigations and evaluations. In section 3 we present our results concluding
what can be realized with the existing approaches and which problems are still open.
In section 4 we describe our implementations and make the performance comparison
of some security protocols based on communication overhead and error propagation.
The results of our investigations are concluded in section 5.

2 Security Standards for Multimedia Communication

Different approaches exist to secure multimedia. IPsec as IP-level security protocol is
one possible candidate. SSL/TLS relies on TCP and is therefore not suitable for se-
curing UDP-based multimedia communication. Two more security mechanisms resid-
ing at the application layer are the standards H.235 [8] and SRTP [9]. H.235 is part of
the umbrella standard H.323 of the ITU-T. SRTP is currently a RFC standard devel-
oped within the IETF.

2.1 IPsec

IPsec [6] is standardized within the IETF and provides security services for the Inter-
net Protocol. It is mandatory for IPv6 and optional for IPv4. IPsec offers two security
protocols, which can be used independently:

* Encapsulating Security Payload (ESP)
The ESP provides the security services data confidentiality, integrity, anti-replay
service, and limited traffic flow confidentiality.

¢ Authentication Header (AH)
The security services provided by AH are integrity, and anti-replay service.

IPsec can be used to encrypt the media stream (IPsec in transport mode). Within
H.323 the H.245 capability exchange messages indicate the support of IPsec. When a
media channel is opened the logical channel procedures signals the use of IPsec.
Another possibility is to establish a secure channel between two security gateways
(IPsec in tunnel mode). In this case the multimedia application is not aware of the SA
and therefore no specific signaling is needed. The signaling path (RAS, H.225.0,
H.245, SIP, RTSP) can also be secured by IPsec.

2.2 H.235

H.323 [1] comprises a multitude of ITU-T standards with regard to multimedia com-
munication. That makes it a so called umbrella standard. Not only signaling protocols
(e.g. H.245, H.225.0) are part of H.323 but also codecs (e.g. G.711, H.261), transport
protocols (RTP) and so forth. Finally the H.235 [8] standard describes security ser-
vices for H.323. H.235 considers security services for both the signaling messages
(RAS, H.225.0, and H.245) and the media stream (RTP) transmission. Among the
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provided security services usually more than one mechanism or algorithm can be
used to achieve a security service. This flexibility can result in non-interoperable
implementations. Therefore the ITU-T has specified two security profiles which
mandate certain mechanisms and algorithms:

o Baseline Security Profile
The baseline security profile provides message authentication/integrity for the
signaling path. An option of the baseline security profile is the voice encryption
profile, which offers media stream encryption.

¢ Signature Security Profile
The signature security profile is suggested as an option suited for large environ-
ments where the mutual password or symmetric key assignment is not feasible.
The signature security profile provides authentication, integrity, and non-
repudiation for the signaling messages by using digital signatures. This profile can
be used in conjunction with the Baseline Security Profile.
H.235 enables furthermore a so called media anti-spamming to detect flooding at-

tacks.

2.3 SRTP

The Real-time Transport Protocol (RTP) [11] is the most widely used protocol for
real-time data. Nearly every Internet multimedia application relies on RTP to pack-
etize the data output by the codecs. RTP itself doesn’t provide security mechanisms
except the encryption of the packet payload. The Secure RTP (SRTP) [9] instead
provides confidentiality and authentication for RTP as well as for RTCP. Furthermore
a protection against replay attacks is included. SRTP is defined as a profile of RTP
according to the Audio Video Profiles (AVP) [12] and is registered as "RTP/SAVP".

The encryption of SRTP or SRTCP packets is optional whereas the authentication
for RTCP is mandatory but optional for RTP.

3 Comparing Criteria
3.1 Provided Security Services

3.1.1 Scope of Protection

IPsec provides authentication of the IP payload and parts of the IP header and encryp-
tion of the IP payload. All layers above benefit by IPsec security services. H.235
considers confidentiality and anti-spamming for RTP only. SRTP offers confidential-
ity, and message authentication and protection against replay-attacks for RTP and
RTCP.

3.1.2 Confidentiality

The Encapsulating Security Payload (ESP) of IPsec provides confidentiality for IP
datagrams. The format is designed to support a variety of encryption algorithms. The
only mandatory cipher is DES operated in the cipher block chaining (CBC) [15]
mode.
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To encipher RTP packets, H.235 uses following algorithms in CBC-Mode: RC2,
DES, and 3DES.

To encrypt the payload of RTP packets in SRTP a pseudorandom keystream is
generated, which is XORed with the payload. AES [14] in Segmented Integer
Counter (SIC) mode [15, 16, 17] is the default encryption scheme used to generate
the keystream. AES in f8 mode [18] is defined additionally. Both modes operate the
block cipher in encryption mode only SRTP is extensible to any other transform.

3.1.3 Data Integrity and Message Authentication

To increase the usability of the statistical values provided by RTCP reports it is very
important to ensure the integrity of those values like inter-arrival jitter and packet loss
rate. The authenticity of control messages like e.g. the BYE packet is even more im-
portant. Therefore message authentication and data integrity is not renounceable.
Since real-time multimedia systems require a minimal latency of the media packets,
in case of bit errors and lossy encoding in RTP payload, it is more useful to use the
damaged data than to discard it as unauthentic instead of retransmission. But it is hard
to find a difference between forged contents and simple bit errors.

The security protocol AH within IPSec provides data integrity and message au-
thentication for IP packets. The message authentication is based on the use of Mes-
sage Authentication Codes (MAC). The AH must support two MAC algorithms:
HMAC/MD?5 (96 bit) and HMAC/SHA-1 (96 bit) [19]. The MAC is calculated over
IP header fields that don’t change during transmission and payload.

Integrity of RTP and RTCP streams in H.235 is for further study. If an attacker
modifies RTP payloads, the receiver decrypts the encrypted portion of the packet and
processes the payload using the media codec whether the packet was modified or not.
The anti-spamming mechanism described in section 3.1.6 provides a light-weighted
RTP packet authentication.

The authenticated portion of a SRTP packet consists of the RTP header followed
by the (encrypted) payload of the SRTP packet. Thus, if the header or the payload is
modified, SRTP discards the packet. HMAC/SHA-1 [19] is the default algorithm for
providing integrity and message authentication in SRTP. The problem of
HMAC/SHA-1 is the fixed and large size of the MAC (20 octets). In SRTP it is trun-
cated to the leftmost 32 bit. [19] mentions, that a truncation to less than the half of the
generated output of the HMAC increases the possibility to attack the MAC because of
the birthday-attack-bound. SRTP doesn’t mandate the MAC to 32 bit. Alternatively
other MAC algorithms can be used.

3.1.4 Packet Source Authentication and User Authentication
All of the schemes don’t provide a method for packet source authentication. None of
the analyzed security protocols has a mechanism to provide source authentication in
Multicast configurations. Several schemes have been published and suggested to
overcome this problem [20, 21, 22, 23], but without success of standardization.

User authentication in IPsec relies on the main mode of the IKE protocol using
digital signatures. Though IPsec supports several authentication manners like pre-



