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PREFACE

I wrote this book to summarize my experience in information security manage-
ment in the areas of planning; developing plans, policies, and procedures; and
performing information security assessments. | intended to explore two aspects
of the subject. The first was the practical experience in working with various
client organizations in developing security improvements. This has made me
aware of the stark importance of management practices and particularly of the
implicit cultural norms of organizations. The social organization of individuals
can make information security efforts successful, or, if mismanaged, can make
the most elegant technical security controls completely ineffective.

The second aspect of information security | intended to address was the link
between information security as a strategic discipline and the broader practice
of strategic planning. Since the 1960s, some of the sharpest minds in the field
of management have developed strategic planning models and methodologies,
and have evaluated real-life planning efforts. | saw a gap in the information se-
curity literature, in the link between information security practices and broad
management priorities. Too much of the information security planning litera-
ture was focused either on pure standards compliance or on an overly simplis-
tic risk model that ignored business priorities. | hoped to use the theoretical
management planning models to drive organizational information modeling,
and from this generate a solid basis for an information security strategy.

The first chapter introduces the basic concepts of strategic planning. Infor-
mation systems strategic planning has established itself as a separate discipline,
as information systems have become increasingly complex and critical to an
organization’s success. The reasons for information security strategic planning
are summarized. The generic planning model used throughout this book is in-
troduced.

The second chapter describes a practical method for creating an organiza-
tion’s information security plan. Guidance is given on organizing the planning
project, information gathering, analysis, and presentation of the plan. The prac-
tical guidance is based on more theoretical topics, joining risk analysis, infor-
mation economics, and management strategy into workable information
security programs. This chapter is intended to be of immediate use to the infor-
mation security planner.

The third and fourth chapters cover technology strategy and management
strategy, respectively. Technology strategy guides implementation and opera-

xiii



Xiv PREFACE

tion of the servers and network components making up the organization’s in-
formation systems. Management strategy concerns the role information securi-
ty plays in organization management and how security policies are formulated
and enforced. Without a properly designed management strategy, the best in-
formation security technology will be completely ineffective.

The fifth chapter illustrates the strategy development process with two ficti-
tious case studies. The case study organizations are a for-profit service business
and a local government entity. The case studies show how an information se-
curity strategy may be developed, given the real-world constraints faced by or-
ganizations.

[ review relevant background disciplines for organizational and information
technology strategic planning in the remaining chapters. In Chapter six, the
concepts of major business strategy. The planning models describe different or-
ganizational motivations, functions, and requirements for success, which corre-
spond to different uses of information, and thus to different strategies for se-
curing that information.

The seventh chapter covers information economics and information security
economics. Information economics is the glue that ties information strategy to
business strategy. Information economics includes how information is de-
scribed as a discrete entity, how it is managed to create value for the enter-
prise, and the effects of security failures on that value. This chapter reviews the
current state of information economics, noting that despite much theoretical
progress, information value still cannot be measured well enough for manage-
ment decision making. Precise cot/benefit decisions are not possible, though
some general conclusions do provide guidance for information security prac-
tices. Information as a source of value suggests an expanded role for informa-
tion security, expanding from narrow concern with protection into a more
proactive asset management.

The eighth chapter discusses the role of risk in an information security strat-
egy. Risk analysis takes on a strategic dimension when it concerns organization
risk behavior, in an attempt to quantify an organization’s willingness to take on
various types of risk in pursuit of long-term goals. Only by understanding what
risks an organization will and will not accept can a risk-based information secu-
rity strategy be crafted.

In writing this book, | received invaluable assistance from a number of indi-
viduals. My reviewers, Peter Bartoli of Consolvant and John Seddon of KPMG,
ensured that the content reflected current practice. The IEE CS/Wiley staff
helped support the long authorship process. My wife Karen deserves special
mention for her incredible patience and support. Finally, Id like to mention my
dog, Lucky, as a source of inspiration for the persistent pursuit of a goal.
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CHAPTER 1

INTRODUCTION

STRATEGY OVERVIEW

Strategy as a formal discipline has its origins in the planning of warfare. The
very term strategy is derived from the Greek word strategos, meaning a military
leader, commanding both sea and land operations. Strategy is the science and
art of planning for battle, as opposed to tactics, which involve methods of con-
ducting a battle. The father of modern strategic study, Carl von Clausewitz, de-
fined military strategy as “the employment of battles to gain the end of war.”

The notion of strategy and tactics as separate planning frames was bor-
rowed from military use and applied to the “battles” of commercial industry.
Growth of corporate strategic planning followed growth in organization size
and scope, and maturity of rationalized management methods after World War
II. A direct tie to military strategic planning follows from the success of rational-
ized management in the conduct of World War Il and its successful application
to private enterprise in the post-World War Il era.

Strategic planning isn’t only for use by military and large for-profit corporate
entities. Civilian government agencies at the national and local level, and non-
profit organizations of various sorts have successfully used strategic planning
techniques to define their long-term direction, adjust their programs to a
changing environment, and ensure that various tactical and operations func-
tions work consistently toward harmonized goals.

The basic design of a strategy involves a situation, a target, and a path. The
situation is the current “facts on the group,” our strengths and weaknesses, our
opponent’s strengths and weaknesses, and the relevant environmental facts.
The situation frames the present. It is a product of the past, constraining action
while presenting unrealized opportunity. The situation for an information secu-
rity strategy is the organization’s current environment, consisting of the current
technology and management environment.

The target is the desired end point, the goal of the strategy. It is the desired
future situation. The target is defined by the strategic goals, as applied to the
current situation. Achieving the target is the definition of success. The target for

Information Security: A Strategic Approach, by Vincent LeVeque 1
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2 INTRODUCTION

an information security strategy is the desired management system (organiza-
tion structure, staffing, reporting relationships, policies, and procedures) and
the desired technical system (computing devices and networks).

The path is the method of moving from the situation to the target. The path
is defined by willful actions designed to realize the strategy, constraints, and
opportunities in the environment, and the counteractions of the opponent. The
path for an information security strategic plan is the set of project plans de-
signed to advance from the current state to the proposed future state

STRATEGY AND INFORMATION TECHNOLOGY

Information technology had its start in commercial organizations in the 1950s
and 1960s with the automation of routine clerical functions, specifically ac-
counting functions. Payroll and general ledger were among the first processes
to become automated. As computers became more powerful and more wide-
spread, information systems grew to support almost every business process.
Data networks also grew in this period, and have been increasingly used to
support business communications. Data communications allowed an increas-
ing internal integration of far-flung business processes. Data communications
have tied businesses more closely to their suppliers and customers. Starting
with the first Electronic Data Interchange (EDI) systems of the 1970s, com-
merce became synonymous with data networks. The speed and volume of
data has increased dramatically, as has the scope of the partners with which
data is exchanged and the depth to which internal systems are exposed to trad-
ing partners.

By insinuating themselves into all aspects of corporate behavior and by me-
diating relationships with third parties, information systems have come to wield
an immense power over the form and nature of the modern business organiza-
tion. Concurrent with the increasing reliance on information technology is the
increasing scale and complexity of information systems. These trends com-
bined to motivate formal information technology strategic planning, as a way
to ensure that the organization realizes the maximum benefit from systems as
well as a method to plan large-scale efforts requiring multiple years of effort
and having far-reaching impacts on the organization.

STRATEGY AND INFORMATION SECURITY

The overriding information strategy plan may itself be composed of a number
of subordinate plans defining strategies for each element of the information
technology infrastructure. An information technology strategic plan may have
components for application software, network infrastructure, IT management,
and the like. Specific components may have a direct impact on the organiza-
tion, giving that component a “strategic” importance. A software application or
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a type of network connectivity may itself facilitate achieving some goal, to the
point where one refers to a “strategic application development” or a “strategic
network infrastructure.” Referring to a component as “strategic” means that its
performance directly affects a strategic business goal, to the extent that the
component is specifically called out in the information technology strategic
plan.

Information security is one such strategic component. An increase in the
breadth, scope, and depth of information sharing across organizations elevates
the importance of protecting this information. Protecting shared electronic
commerce information is more than simply restricting access to only autho-
rized parties. The trustworthiness of the information as bound into a business
transaction must be established and maintained. Similar issues have always ex-
isted with highly integrated systems used solely for internal support. Manage-
ment often evades these issues, assuming that physical and administrative con-
trols can compensate for inadequate technical security. Internal information
systems may lack sophisticated technical security controls but still perform ade-
quately as long as equipment and communications are physically secured, and
as long as only properly managed internal staff may access the system. Open-
ing systems to external parties—to vendors, customers, and even potential cus-
tomers among the public at large—negates the physical and administrative con-
trols. Technical security controls are explicitly required to maintain the trust
relationships that organizations rely upon.

Security strategy in the age of electronic commerce focuses on building
business trust relationships in which the relationship itself is based on no more
than electronic signals. The traditional information security values of confiden-
tiality, integrity, and availability are incorporated into complex trust relation-
ships based on data communication protocols.

Information security’s role in strategy has evolved from the keeper of se-
crets to the builder of electronic trust networks. Ensuring that information se-
curity provides the maximum strategic benefit to the organization requires a
further evolution, from trust architect to information steward. Where informa-
tion can be assigned value in supporting organizational goals, the efficient
management of this value can provide greater benefit to the organization.
Just as with any other productive asset, information should be identified, mea-
sured, and properly channeled to its most valued use. This view of informa-
tion is a break with most organization’s current practice, and requires that an
economic and business process model be applied to information security
management.

An information security strategic plan attempts to establish an organization’s
information security program. The information security program is the whole
complex collection of activities that support information protection. An infor-
mation security program involves technology, formal management processes,
and the informal culture of an organization. An information security program is
about creating effective control mechanisms, and about operating and manag-
ing these mechanisms.



4 INTRODUCTION
AN INFORMATION SECURITY STRATEGIC PLANNING METHODOLOGY

An information security strategy is a created intentionally, by considered analy-
sis of the current environment, the organization’s desired future, and the feasi-
ble methods of achieving that future. An information security strategy must
consolidate the organization’s mission and goals, business operations, business
environment, internal operations, and the current and future technology envi-
ronment.

Producing a well-thought-out information security strategic plan requires a
defined methodology to guide fact finding and analysis. Planning and orderly
preparation are required to develop a plan that gives the organization the max-
imum benefit.

The general methodology used in this book is illustrated in Figure 1.1.

The Business Environment

Information security helps support organizational goals. An information securi-
ty strategic plan requires some model of the organization, defining organiza-
tional goals, structure, and processes.

The business environment defines what security protection is necessary
and what changes are necessary to achieve this protection level. Information
security must support the organization’s goals. The information security strate-
gic planning process requires understanding the organization’s mission, for-
mal management system, and culture. The mission is the organization’s fun-

The Business Environment

External
Environment

Organizational Technology
Influences Plan
Strategic
Planning
/ Process
Information
Value Management
Plan
Risk

Figure 1.1. Information security strategic planning model.



