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Preface

Recent years have witnessed the appearance of new paradigms for designing
distributed applications where the application components can be relocated dy-
namically across the hosts of the network. This form of code mobility lays the
foundation for a new generation of technologies, architectures, models, and ap-
plications in which the location at which the code is executed comes under the
control of the designer, rather than simply being a configuration accident.

Among the various flavors of mobile code, the mobile agent paradigm has
become particularly popular. Mobile agents are programs able to determine au-
tonomously their own migration to a different host, and still retain their code
and state (or at least a portion thereof). Thus, distributed computations do not
necessarily unfold as a sequence of requests and replies between clients and re-
mote servers, rather they encompass one or more visits of one or more mobile
agents to the nodes involved.

Mobile code and mobile agents hold the potential to shape the next genera-
tion of technologies and models for distributed computation. The first steps of
this process are already evident today: Web applets provide a case for the least
sophisticated form of mobile code, Java-based distributed middleware makes in-
creasing use of mobile code, and the first commercial applications using mobile
agents are starting to appear.

This volume contains the proceedings of the Fifth International Conference
on Mobile Agents (MA 2001). MA 2001 took place in Atlanta, Georgia, USA, at
the Georgia Center for Advanced Telecommunications Technology (GCATT), on
December 2-4, 2001. The ambitious goal of MA 2001 was to gather researchers
and practitioners from all over the world and shed some light on the open issues
related to the exciting research topic of code mobility.

The first conference in this series was held in 1997 in Berlin, and since then
it has been, by number of attendees and by quality and breadth of the rese-
arch disseminated, among the top events for the community of researchers and
practitioners interested in mobile code and mobile agents. The previous two con-
ferences were held together with the International Symposium on Agent Systems
and Applications (ASA) as joint ASA/MA events that aimed at gathering resear-
chers interested in all the flavors of agent systems, e.g., including also intelligent
and non-mobile agents. Although these joint events were very successful, MA
2001 was presented as a stand-alone event, entirely focused on the original tar-
get of mobile code and mobile agents. Our goal with this and future events is to
strengthen the MA conference as the international venue at which the best and
latest results in the topics of mobile code and mobile agents are disseminated
and discussed.

The conference received 75 submissions from authors all over the world.
The CyberChair system (www.cyberchair.org) greatly simplified the submis-
sion and review process. The Program Committee, composed of 20 of the most
distinguished researchers in code mobility, reviewed all of the papers carefully.
Each paper was assigned to at least three reviewers — four in the case of papers
authored by Program Committee members. Reviewers were asked to declare in
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advance potential conflicts of interest, to allow a proper assignment of papers
and ensure fair reviews. Moreover, this information was used at the Program
Committee meeting, that took place in Milan at the end of May, where revie-
wers with a conflict of interest on a paper were asked to leave the room during
the related discussion. After a full-day meeting, the Program Committee selected
the 18 papers included in the technical program.

In addition to these papers, we were honored that two distinguished experts
accepted our invitation to give keynote presentations. Fred Schneider (Cornell
University, USA) shared his views about the past, present, and future of mobile
agent research, while Aleta Ricciardi (Valaran Corporation, USA) reported on
her first-hand experience in applying code mobility within a real-world indu-
strial context. The program was completed by a “Posters and Research Demos”
session, and by four tutorials by leading experts in the field.

Conferences are the result of the concerted efforts of several people. First of
all, I would like to express, personally and on behalf of the rest of the Organizing
Committee, my appreciation to the authors of the submitted papers, and since-
rely thank the members of the Program Committee and the external reviewers
for their fundamental contribution to ensuring the quality of this conference. I
would also like to thank the General Chair of MA 2001, David Kotz, and the
rest of the Organizing Committee for their work in making this event a success.
Finally, I would like to acknowledge and thank the IEEE Technical Committee
on the Internet and the IEEE Computer Society for sponsoring the event, and
Nokia and Georgia Tech College of Engineering for supporting it.

September 2001 Gian Pietro Picco
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On the Robustness of Some Cryptographic Protocols for
Mobile Agent Protection

Volker Roth

Fraunhofer Institut fiir Graphische Datenverarbeitung
Rundeturmstrafie 6, 64283 Darmstadt, Germany
vroth@igd.fhg.de

Abstract. Mobile agent security is still a young discipline and most naturally,
the focus up to the time of writing was on inventing new cryptographic protocols
for securing various aspects of mobile agents. However, past experience shows
that protocols can be flawed, and flaws in protocols can remain unnoticed for a
long period of time. The game of breaking and fixing protocols is a necessary
evolutionary process that leads to a better understanding of the underlying prob-
lems and ultimately to more robust and secure systems. Although, to the best of
our knowledge, little work has been published on breaking protocols for mobile
agents, it is inconceivable that the multitude of protocols proposed so far are all
flawless. As it tuns out, the opposite is true. We identify flaws in protocols pro-
posed by Corradi et al., Karjoth er al., and Karnik er al., including protocols based
On secure co-processors.

Keywords: mobile agent security, cryptanalysis, breaking security protocols.

1 Introduction

Analyzing cryptographic protocols for mobile agent protection means meeting old
friends and foes. In [1,2], Abadi, Needham, and Anderson summarized some rules and
principles of good and bad practice for designing cryptographic protocols. We show in
this paper that their advice was not followed thoroughly in the design of some crypto-
graphic protocols meant to protect mobile agents against certain attacks by malicious
hosts. We first summarize the typical objectives of the protocols we analyze:

Objective 1 (Confidentiality) Mobile agents shall reveal cleartext only while being on
trusted hosts.

Objective 2 (Integrity) The agents shall be protected such that they can acquire new
data on each host they visit, but any tampering with pre-existing data must be detected
by the agent’s owner (and possibly by other hosts on the agent’s itinerary).

The general objective here is to protect certain features of a mobile agent against
malicious hosts. By assumption, the host of the agent’s owner is always trusted. Some
of the protocols address both objectives simultaneously, others address just one. All
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(© Springer-Verlag Berlin Heidelberg 2001



2 V. Roth

protocols are targeted at protecting free-roaming mobile agents. In other words, mobile
agents that are free to choose their respective next hop dynamically based on data they
acquired in the course of their execution.

Unfortunately, these protocols expose hosts in a way that allows an attacker to abuse
them as oracles for generating protocol data. This enables attacks on cryptographic
protocols devised in [3,4,5,6]. In some cases this leads to a complete compromise of the
protocol’s security objectives. In other cases the adversary is able to forge and replace
subsets of the protocol data in a way that makes it impossible for an agent’s owner to
detect the tampering, The important observation here is not that protocol data acquired
by agents can be truncated (some authors already acknowledge this possibility) but that
the attacker can exercise control over the data returned by an agent.

Alice — | Adversary / Eve

Fig. 1. Basic scheme of attacks we mount against various protocols. Triangles denote agents.
Triangles shaded in gray denote agents created by the adversary Eve.

The attacks we mount on the analyzed protocols can best be described as interleaving
attack [7, §10.5], which is “‘an impersonation or other deception involving selective com-
bination of information from one or more previous or simultancously ongoing protocol
executions (parallel sessions), including possible origination of one or more protocol
executions by an adversary itself. Figure 1 illustrates the general scheme of attack: the
adversary receives an agent, and copies protocol data back and forth between this agent
and agents she sent herself.

2 Some Protocol Failures

We will write encryption of some plaintext into a ciphertext symbolically as ¢ = {m} g,
where K is the key being used. A digital signature will be written as an encryption with
a private signing key S—1. We will write S~!(m) when we refer to the bare signature
rather than the union of the signature and the signed data. We assume that the identity
of the signer can be extracted from her signature. A cryptographic hash of some input
will be written 2(m). Unless noted otherwise, we assume that & is preimage resistant
and collision resistant [7, §9.2.2], which implies that h must also be 2nd-preimage
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resistant [7,§9.2.5]. When A sends some message m to B we will write A — B : m. We
will write A — B : {m}k , , whenm is sent over a confidential channel. Concatenation
of m; and m; is written as m; || my. For ease of reading, we refer to some entities
by their nicknames, e.g., Alice, Bob, and Eve. In general, Eve will play the role of the
adversary, Alice will play the role of the victim agent’s owner, Bob and Dave will play
the role of additional entities taking part in the protocols. The itinerary of Alice’s agent is
written as 4o, . .. , i, where ip = Alice and i,, is the host currently visited by the agent.

2.1 Decrypting the Targeted State

In [3], Karnik and Tripathi propose a targeted state as a means to protect the confiden-
tiality of data carried by an agent. The idea is to make this data available to the agent
only when it is on a host that is trusted with respect to keeping this data confidential
from other agents and hosts. In order to achieve this, the plaintext is encrypted with the
public key of the trusted host. The targeted state looks like this:

i, fmabi, Yo

The targeted state is signed by Alice, who is the originator of the agent owning the targeted
state. Having received an agent, each host inspects the targeted state for ciphertexts it
can decrypt. If so, the host decrypts it using its own private decryption key, and makes
the cleartext available to the agent.

Below, we illustrate the attack on this protocol. Without loss of generality, we assume
that the agent’s targeted state contains a single ciphertext, which is encrypted with the
public key of Bob. Alice first sends the agent to Eve from whom it hops to Bob and then
returns to Alice. The protocol starts as follows (for simplicity, we assume here that an
agent initially consists only of its targeted state and its program IT 4):

A E: HA, {{m}KB}SZl

The attack is straightforward. Eve strips off Alice’s signature, copies {m} g, into the
targeted state of an agent of her own, signs this targeted state, and sends her agent to
Bob:

E - B: IIg, {{m}KB}SEI
B : IIg, {{m}KB}.S’Elv {{m}KB}KEI =m

Bob innocently decrypts the targeted state using his own private key and makes the
resulting plaintext available to the agent. The agent then migrates back to Eve carrying
the plaintext.

B E: HE,{{m}KB}SEI, m

Eve now is in possession of the plaintext which should be available only to Bob; Al-
ice never detects the attack. The problem with this protocol is that, due to a lack of
redundancy in the ciphertext, Bob can be abused as an oracle. Alice needs to include



