Holger Hermanns
Jens Palsberg (Eds.)

Tools and Algorithms
for the Construction
and Analysis of Systems

12th International Conference, TACAS 2006
Held as Part of the Joint European Conferences
on Theory and Practice of Software, ETAPS 2006
Vienna, Austria, March/April 2006, Proceedings

-
N
(o))
oN
)
O
=
el

@ Springer




Holger Hermanns Jens Palsberg (Eds.)

Tools and Algorithms
for the Construction
and Analysis of Systems

12th International Conference, TACAS 2006
Held as Part of the Joint European Conferences
on Theory and Practice of Software, ETAPS 2006
Vienna, Austria, March 25 — April 2, 2006
Proceedings

@ Springer



Volume Editors

Holger Hermanns

Saarland University

Department of Computer Science, Dependable Systems and Software
Stuhlsatzenhausweg 45, 66123 Saarbriicken, Germany

E-mail: hermanns @cs.uni-sb.de

Jens Palsberg

University of California at Los Angeles, Computer Science Department
4531K Boelter Hall, Los Angeles, CA 90095-1596, USA

E-mail: palsberg@ucla.edu

Library of Congress Control Number: 2006922189

CR Subject Classification (1998): F.3, D.2.4,D.2.2, C.2.4,F2.2
LNCS Sublibrary: SL 1 — Theoretical Computer Science and General Issues

ISSN 0302-9743
ISBN-10 3-540-33056-9 Springer Berlin Heidelberg New York
ISBN-13 978-3-540-33056-1 Springer Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.

Springer is a part of Springer Science+Business Media
springer.com

© Springer-Verlag Berlin Heidelberg 2006
Printed in Germany

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper SPIN: 11691372 06/3142 543210



Lecture Notes in Computer Science

Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison
Lancaster University, UK

Takeo Kanade

Carnegie Mellon University, Pittsburgh, PA, USA
Josef Kittler

University of Surrey, Guildford, UK
Jon M. Kleinberg

Cornell University, Ithaca, NY, USA
Friedemann Mattern

ETH Zurich, Switzerland
John C. Mitchell

Stanford University, CA, USA
Moni Naor

Weizmann Institute of Science, Rehovot, Israel
Oscar Nierstrasz

University of Bern, Switzerland
C. Pandu Rangan

Indian Institute of Technology, Madras, India
Bernhard Steffen

University of Dortmund, Germany
Madhu Sudan

Massachusetts Institute of Technology, MA, USA
Demetri Terzopoulos

New York University, NY, USA
Doug Tygar

University of California, Berkeley, CA, USA
Moshe Y. Vardi

Rice University, Houston, TX, USA
Gerhard Weikum

Max-Planck Institute of Computer Science, Saarbruecken, Germany

3920



Lecture Notes in Computer Science

For information about Vols. 1-3811

please contact your bookseller or Springer

Vol. 3923: A. Mycroft, A. Zeller (Eds.), Compiler Con-
struction. XV, 277 pages. 2006. -

Vol. 3921: L. Aceto, A. Ingélfsdéttir (Eds.), Foundations
of Software Science and Computational Structures. XV,
447 pages. 2006.

Vol. 3920: H. Hermanns, J. Palsberg (Eds.), Tools and
Algorithms for the Construction and Analysis of Systems.
X1V, 506 pages. 2006.

Vol. 3903: K. Chen, R. Deng, X. Lai, J. Zhou (Eds.), Infor-
mation Security Practice and Experience. XVI, 392 pages.
2006.

Vol. 3901: P.M. Hill (Ed.), Logic Based Program Synthesis
and Transformation. X, 179 pages. 2006.

Vol. 3899: S. Frintrop, VOCUS: A Visual Attention System
for Object Detection and Goal-Directed Search. XIV, 216
pages. 2006. (Sublibrary LNAI).

Vol. 3896: Y. loannidis, M.H. Scholl, J.W. Schmidt, F.
Matthes, M. Hatzopoulos, K. Boehm, A. Kemper, T. Grust,
C. Boehm (Eds.), Advances in Database Technology -
EDBT 2006. XIV, 1208 pages. 2006.

Vol. 3895: O. Goldreich, A.L. Rosenberg, A.L. Selman
(Eds.), Theoretical Computer Science. XII, 399 pages.
2006.

Vol. 3894: W. Grass, B. Sick, K. Waldschmidt (Eds.), Ar-
chitecture of Computing Systems - ARCS 2006. XII, 496
pages. 2006.

Vol. 3890: S.G. Thompson, R. Ghanea-Hercock (Eds.),
Defence Applications of Multi-Agent Systems. XII, 141
pages. 2006. (Sublibrary LNAI).

Vol. 3889: J. Rosca, D. Erdogmus, J.C. Principe, S. Haykin
(Eds.), Independent Component Analysis and Blind Sig-
nal Separation. XXI, 980 pages. 2006.

Vol. 3888: D. Draheim, G. Weber (Eds.), Trends in Enter-
prise Application Architecture. IX, 145 pages. 2006.

Vol. 3887: J. Correa, A. Hevia, M. Kiwi (Eds.), LATIN
2006: Theoretical Informatics. XVI, 814 pages. 2006.

Vol. 3886: E.G. Bremer, J. Hakenberg, E.-H.(S.) Han,
D. Berrar, W. Dubitzky (Eds.), Knowledge Discovery in
Life Science Literature. XIV, 147 pages. 2006. (Sublibrary
LNBI).

Vol. 3885: V. Torra, Y. Narukawa, A. Valls, J. Domingo-
Ferrer (Eds.), Modeling Decisions for Artificial Intelli-
gence. XII, 374 pages. 2006. (Sublibrary LNAI).

Vol. 3884: B. Durand, W. Thomas (Eds.), STACS 2006.
X1V, 714 pages. 2006.

Vol. 3881: S. Gibet, N. Courty, J.-F. Kamp (Eds.), Gesture
in Human-Computer Interaction and Simulation. XIII,
344 pages. 2006. (Sublibrary LNAI).

Vol. 3880: A. Rashid, M. Aksit (Eds.), Transactions on
Aspect-Oriented Software Development 1. IX, 335 pages.
2006.

Vol. 3879: T. Erlebach, G. Persinao (Eds.), Approximation
and Online Algorithms. X, 349 pages. 2006.

Vol. 3878: A. Gelbukh (Ed.), Computational Linguistics
and Intelligent Text Processing. XVII, 589 pages. 2006.
Vol. 3877: M. Detyniecki, J.M. Jose, A. Niirnberger, C. J.
‘. van Rijsbergen (Eds.), Adaptive Multimedia Retrieval:
User, Context, and Feedback. XI, 279 pages. 2006.

Vol. 3876: S. Halevi, T. Rabin (Eds.), Theory of Cryptog-
raphy. XI, 617 pages. 2006.

Vol. 3875: S. Ur, E. Bin, Y. Wolfsthal (Eds.), Haifa Verifi-
cation Conference. X, 265 pages. 2006.

Vol. 3874: R. Missaoui, J. Schmidt (Eds. ), Formal Concept
Analysis. X, 309 pages. 2006. (Sublibrary LNAI).

Vol. 3873: L. Maicher, J. Park (Eds.), Charting the Topic
Maps Research and Applications Landscape. VIII, 281
pages. 2006. (Sublibrary LNAI).

Vol. 3872: H. Bunke, A. L. Spitz (Eds.), Document Anal-
ysis Systems VII. XIII, 630 pages. 2006.

Vol. 3870: S. Spaccapietra, P. Atzeni, WW. Chu, T.
Catarci, K.P. Sycara (Eds.), Journal on Data Semantics
V. XIII, 237 pages. 2006.

Vol. 3869: S. Renals, S. Bengio (Eds.), Machine Learning
for Multimodal Interaction. XIII, 490 pages. 2006.

Vol. 3868: K. Romer, H. Karl, F. Mattern (Eds.), Wireless
Sensor Networks. X1, 342 pages. 2006.

Vol. 3866: T. Dimitrakos, F. Martinelli, P.Y.A. Ryan, S.
Schneider (Eds.), Formal Aspects in Security and Trust.
X, 259 pages. 2006.

Vol. 3865: W. Shen, K.-M. Chao, Z. Lin, J.-P.A. Barthés
(Eds.), Computer Supported Cooperative Work in Design
I1. XII, 359 pages. 2006.

Vol. 3863: M. Kohlhase (Ed.), Mathematical Knowledge
Management. XI, 405 pages. 2006. (Sublibrary LNAI).
Vol. 3862: R.H. Bordini, M. Dastani, J. Dix, AEF
Seghrouchni (Eds.), Programming Multi-Agent Systems.
X1V, 267 pages. 2006. (Sublibrary LNAI).

Vol. 3861: J. Dix, S.J. Hegner (Eds.), Foundations of In-
formation and Knowledge Systems. X, 331 pages. 2006.
Vol. 3860: D. Pointcheval (Ed.), Topics in Cryptology —
CT-RSA 2006. XI, 365 pages. 2006.

Vol. 3858: A. Valdes, D. Zamboni (Eds.), Recent Advances
in Intrusion Detection. X, 351 pages. 2006.

Vol. 3857: M.P.C. Fossorier, H. Imai, S. Lin, A. Poli
(Eds.), Applied Algebra, Algebraic Algorithms and Error-
Correcting Codes. XI, 350 pages. 2006.



Vol. 3855: E. A. Emerson, K.S. Namjoshi (Eds.), Verifi-
cation, Model Checking, and Abstract Interpretation. XI,
443 pages. 2005.

Vol. 3854: 1. Stavrakakis, M. Smirnov (Eds.), Autonomic
Communication. XIII, 303 pages. 2006.

Vol. 3853: A J. Ijspeert, T. Masuzawa, S. Kusumoto (Eds.),
Biologically Inspired Approaches to Advanced Informa-
tion Technology. XIV, 388 pages. 2006.

Vol. 3852: P.J. Narayanan, S.K. Nayar, H.-Y. Shum (Eds.),
Computer Vision —ACCV 2006, Part I1. XXXI, 977 pages.
2006.

Vol. 3851: P.J. Narayanan, S.K. Nayar, H.-Y. Shum (Eds.),
Computer Vision — ACCV 2006, Part I. XXXI, 973 pages.
2006.

Vol. 3850: R. Freund, G. P4un, G. Rozenberg, A. Salomaa
(Eds.), Membrane Computing. IX, 371 pages. 2006.

Vol. 3849: 1. Bloch, A. Petrosino, A.G.B. Tettamanzi
(Eds.), Fuzzy Logic and Applications. XIV, 438 pages.
2006. (Sublibrary LNAI).

Vol. 3848: J.-F. Boulicaut, L. De Raedt, H. Mannila (Eds.),
Constraint-Based Mining and Inductive Databases. X, 401
pages. 2006. (Sublibrary LNAI).

Vol. 3847: K.P. Jantke, A. Lunzer, N. Spyratos, Y. Tanaka
(Eds.), Federation over the Web. X, 215 pages. 2006. (Sub-
library LNAI).

Vol. 3846: H. J. van den Herik, Y. Bjornsson, N.S. Ne-
tanyahu (Eds.), Computers and Games. XIV, 333 pages.
2006.

Vol. 3845: J. Farré, I. Litovsky, S. Schmitz (Eds.), Imple-
mentation and Application of Automata. XIII, 360 pages.
2006.

Vol. 3844: ]J.-M. Bruel (Ed.), Satellite Events at the MoD-
ELS 2005 Conference. XIII, 360 pages. 2006.

Vol. 3843: P. Healy, N.S. Nikolov (Eds.), Graph Drawing.
XVII, 536 pages. 2006.

Vol. 3842: H.T. Shen, J. Li, M. Li, J. Ni, W. Wang (Eds.),
Advanced Web and Network Technologies, and Applica-
tions. XX VII, 1057 pages. 2006.

Vol. 3841: X. Zhou, J. Li, H.T. Shen, M. Kitsuregawa, Y.
Zhang (Eds.), Frontiers of WWW Research and Develop-
ment - APWeb 2006. XXIV, 1223 pages. 2006.

Vol. 3840: M. Li, B. Boehm, L.J. Osterweil (Eds.), Uni-
fying the Software Process Spectrum. XVI, 522 pages.
2006.
Vol. 3839: J.-C. Filliatre, C. Paulin-Mohring, B. Werner
(Eds.), Types for Proofs and Programs. VIII, 275 pages.
2006

Vol. 3838: A. Middeldorp, V. van Oostrom, F. van Raams-
donk, R. de Vrijer (Eds.), Processes, Terms and Cycles:
Steps on the Road to Infinity. XVIII, 639 pages. 2005.

Vol. 3837: K. Cho, P. Jacquet (Eds.), Technologies for
Advanced Heterogeneous Networks. IX, 307 pages. 2005.

Vol. 3836: J.-M. Pierson (Ed.), Data Management in Grids.
X, 143 pages. 2006.

Vol. 3835: G. Sutcliffe, A. Voronkov (Eds.), Logic for Pro-
gramming, Artificial Intelligence, and Reasoning. XIV,
744 pages. 2005. (Sublibrary LNAI).

Vol. 3834: D.G. Feitelson, E. Frachtenberg, L. Rudolph,
U. Schwiegelshohn (Eds.), Job Scheduling Strategies for
Parallel Processing. VIII, 283 pages. 2005.

Vol. 3833: K.-J. Li, C. Vangenot (Eds.), Web and Wireless
Geographical Information Systems. XI, 309 pages. 2005.

Vol. 3832: D. Zhang, A K. Jain (Eds.), Advances in Bio-
metrics. XX, 796 pages. 2005.

Vol. 3831: J. Wiedermann, G. Tel, J. Pokorny, M.

Bielikov4, J. Stuller (Eds.), SOFSEM 2006: Theory and
Practice of Computer Science. XV, 576 pages. 2006.

Vol. 3830: D. Weyns, H. V.D. Parunak, F. Michel (Eds.),
Environments for Multi-Agent Systems II. VIII, 291
pages. 2006. (Sublibrary LNAI).

Vol. 3829: P. Pettersson, W. Yi (Eds.), Formal Modeling
and Analysis of Timed Systems. IX, 305 pages. 2005.

Vol. 3828: X. Deng, Y. Ye (Eds.), Internet and Network
Economics. XVII, 1106 pages. 2005.

Vol. 3827: X. Deng, D.-Z. Du (Eds.), Algorithms and
Computation. XX, 1190 pages. 2005.

Vol. 3826: B. Benatallah, F. Casati, P. Traverso (Eds.),
Service-Oriented Computing - ICSOC 2005. XVIII, 597
pages. 2005.

Vol. 3824: L.T. Yang, M. Amamiya, Z. Liu, M. Guo, FJ.
Rammig (Eds.), Embedded and Ubiquitous Computing —
EUC 2005. XXIII, 1204 pages. 2005.

Vol. 3823: T. Enokido, L. Yan, B. Xiao, D. Kim, Y. Dai,
L.T. Yang (Eds.), Embedded and Ubiquitous Computing
- EUC 2005 Workshops. XXXII, 1317 pages. 2005.

Vol. 3822: D. Feng, D. Lin, M. Yung (Eds.), Information
Security and Cryptology. XII, 420 pages. 2005.

Vol. 3821: R. Ramanujam, S. Sen (Eds.), FSTTCS 2005:
Foundations of Software Technology and Theoretical
Computer Science. XIV, 566 pages. 2005.

Vol. 3820: L.T. Yang, X.-s. Zhou, W. Zhao, Z. Wu, Y. Zhu,
M. Lin (Eds.), Embedded Software and Systems. XX VIII,
779 pages. 2005.

Vol. 3819: P. Van Hentenryck (Ed.), Practical Aspects of
Declarative Languages. X, 231 pages. 2005.

Vol. 3818: S. Grumbach, L. Sui, V. Vianu (Eds.), Advances
in Computer Science — ASIAN 2005. XIII, 294 pages.
2005.

Vol. 3817: M. Faundez-Zanuy, L. Janer, A. Esposito, A.
Satue-Villar, J. Roure, V. Espinosa-Duro (Eds.), Nonlinear
Analyses and Algorithms for Speech Processing. XII, 380
pages. 2006. (Sublibrary LNAI).

Vol. 3816: G. Chakraborty (Ed.), Distributed Computing
and Internet Technology. XXI, 606 pages. 2005.

Vol. 3815: E.A. Fox, E.J. Neuhold, P. Premsmit, V. Wu-
wongse (Eds.), Digital Libraries: Implementing Strategies
and Sharing Experiences. XVII, 529 pages. 200S.

Vol. 3814: M. Maybury, O. Stock, W. Wahlster (Eds.), In-
telligent Technologies for Interactive Entertainment. XV,
342 pages. 2005. (Sublibrary LNAI).

Vol. 3813: R. Molva, G. Tsudik, D. Westhoff (Eds.), Se-
curity and Privacy in Ad-hoc and Sensor Networks. VIII,
219 pages. 2005.

Vol. 3812: C. Bussler, A. Haller (Eds.), Business Process
Management Workshops. XIII, 520 pages. 2006.



Foreword

ETAPS 2006 was the ninth instance of the European Joint Conferences on Theory and
Practice of Software. ETAPS is an annual federated conference that was established in
1998 by combining a number of existing and new conferences. This year it comprised
five conferences (CC, ESOP, FASE, FOSSACS, TACAS), 18 satellite workshops (AC-
CAT, AVIS, CMCS, COCV, DCC, EAAI, FESCA, FRCSS, GT-VMT, LDTA, MBT,
QAPL, SC, SLAP, SPIN, TERMGRAPH, WITS and WRLA), two tutorials, and seven
invited lectures (not including those that were specific to the satellite events). We re-
ceived over 550 submissions to the five conferences this year, giving an overall accep-
tance rate of 23%, with acceptance rates below 30% for each conference. Congratula-
tions to all the authors who made it to the final programme! I hope that most of the
other authors still found a way of participating in this exciting event and I hope you will
continue submitting.

The events that comprise ETAPS address various aspects of the system develop-
ment process, including specification, design, implementation, analysis and improve-
ment. The languages, methodologies and tools which support these activities are all
well within its scope. Different blends of theory and practice are represented, with an
inclination towards theory with a practical motivation on the one hand and soundly
based practice on the other. Many of the issues involved in software design apply to
systems in general, including hardware systems, and the emphasis on software is not
intended to be exclusive.

ETAPS is a loose confederation in which each event retains its own identity, with
a separate Program Committee and proceedings. Its format is open-ended, allowing
it to grow and evolve as time goes by. Contributed talks and system demonstrations
are in synchronized parallel sessions, with invited lectures in plenary sessions. Two of
the invited lectures are reserved for “unifying” talks on topics of interest to the whole
range of ETAPS attendees. The aim of cramming all this activity into a single one-week
meeting is to create a strong magnet for academic and industrial researchers working on
topics within its scope, giving them the opportunity to learn about research in related
areas, and thereby to foster new and existing links between work in areas that were
formerly addressed in separate meetings.

ETAPS 2006 was organized by the Vienna University of Technology, in cooperation
with:

- European Association for Theoretical Computer Science (EATCS);

- European Association for Programming Languages and Systems (EAPLS);
- European Association of Software Science and Technology (EASST);

- Institute for Computer Languages, Vienna;

- Austrian Computing Society;

- The Biirgermeister der Bundeshauptstadt Wien;,

- Vienna Convention Bureau;

- Intel.



VI Foreword

The organizing team comprised:

Chair: Jens Knoop

Local Arrangements: Anton Ertl
Publicity: . Joost-Pieter Katoen
Satellite Events: Andreas Krall
Industrial Liaison: Eva Kiihn

Liaison with City of Vienna: Ulrich Neumerkel
Tutorials Chair, Website: Franz Puntigam
Website: Fabian Schmied

Local Organization, Wo}kshops Proceedings: Markus Schordan

Overall planning for ETAPS conferences is the responsibility of its Steering Com-
mittee, whose current membership is:

Perdita Stevens (Edinburgh, Chair), Luca Aceto (Aalborg and Reykjavik), Rastislav
Bodik (Berkeley), Maura Cerioli (Genova), Matt Dwyer (Nebraska), Hartmut Ehrig
(Berlin), José Fiadeiro (Leicester), Marie-Claude Gaudel (Paris), Roberto Gorrieri
(Bologna), Reiko Heckel (Leicester), Michael Huth (London), Joost-Pieter Katoen
(Aachen), Paul Klint (Amsterdam), Jens Knoop (Vienna), Shriram Krishnamurthi
(Brown), Kim Larsen (Aalborg), Tiziana Margaria (Gottingen), Ugo Montanari (Pisa),
Rocco de Nicola (Florence), Hanne Riis Nielson (Copenhagen), Jens Palsberg (UCLA),
Mooly Sagiv (Tel-Aviv), Jodo Saraiva (Minho), Don Sannella (Edinburgh), Vladimiro
Sassone (Southampton), Helmut Seidl (Munich), Peter Sestoft (Copenhagen), Andreas
Zeller (Saarbriicken).

I would like to express my sincere gratitude to all of these people and organizations,
the Program Committee chairs and PC members of the ETAPS conferences, the orga-
nizers of the satellite events, the speakers themselves, the many reviewers, and Springer
for agreeing to publish the ETAPS proceedings. Finally, I would like to thank the Or-
ganizing Chair of ETAPS 2006, Jens Knoop, for arranging for us to have ETAPS in the
beautiful city of Vienna.

Edinburgh Perdita Stevens
January 2006 ETAPS Steering Committee Chair



Preface

This volume contains the proceedings of the 12th TACAS, International Conference on
Tools and Algorithms for the Construction and Analysis of Systems. TACAS 2006 took
place in Vienna, Austria, March 27-31, 2006. TACAS is a forum for researchers, devel-
opers, and users interested in rigorously based tools for the construction and analysis of
systems. The conference serves to bridge the gaps among communities that are devoted
to formal methods, software and hardware verification, static analysis, programming
languages, software engineering, real-time systems, and communication protocols. By
providing a venue for the discussion of common problems, heuristics, algorithms, data
structures, and methodologies, TACAS aims to support researchers in their quest to
improve the utility, reliability, flexibility, and efficiency of tools for building systems.

Topics covered by TACAS include specification and verification techniques for fi-
nite and infinite state systems, software and hardware verification, theorem-proving
and model-checking, system construction and transformation techniques, static and
run-time analysis, abstract interpretation, refinement-based and compositional method-
ologies, testing and test-case generation, analytical techniques for security protocols,
real-time, hybrid, and safety-critical systems, integration of formal methods and static
analysis in high-level hardware design, tool environments and tool architectures, and
applications and case studies.

TACAS traditionally considers two types of papers: full-length research papers, in-
cluding those describing tools, and short tool-demonstration papers that give an
overview of a particular tool and its applications. TACAS 2006 received 118 research
and 9 tool-demonstration submissions, and accepted 30 research papers and 4 tool-
demonstration papers. Each submission was evaluated by at least three reviewers and
each submission co-authored by a PC member was evaluated by at least four reviewers.
After a five-week reviewing process, the program selection was carried out in a two-
week electronic Program Committee meeting. We believe that the result of the com-
mittee deliberations is a strong technical program. As this year’s invited speaker, the
Program Committee selected Somesh Jha, who presented work on weighted pushdown
systems and trust-management systems. We thank the authors of the submitted papers,
the Program Committee members, the referees, and especially the Tool Chair Thierry
Jeron and the TACAS Steering Committee. Martin Karusseit gave us prompt support in
dealing with the online conference management service. The help of Reza Pulungan in
the general organization and the production of the proceedings is much appreciated.

TACAS 2006 was part of the 9th European Joint Conference on Theory and Practice
of Software (ETAPS), whose aims, organization, and history are detailed in the sep-
arate foreword by the ETAPS Steering Committee Chair, Perdita Stevens. We would
like to express our appreciation to the ETAPS Steering Committee, particularly Perdita
Stevens, and the Organizing Committee for their efforts in making ETAPS 2006 a suc-
cessful event.

January 2006 Holger Hermanns and Jens Palsberg
Program Committee Co-chairs
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Weighted Pushdown Systems and
Trust-Management Systems

Somesh Jha!, Stefan Schwoon?, Hao Wang!, and Thomas Reps!
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Abstract. The authorization problem is to decide whether, according
to a security policy, some principal should be allowed access to a resource.
In the trust-management system SPKI/SDSI, the security policy is given
by a set of certificates, and proofs of authorization take the form of cer-
tificate chains. The certificate-chain-discovery problem is to discover a
proof of authorization for a given request. Certificate-chain-discovery al-
gorithms for SPKI/SDSI have been investigated by several researchers.
We consider a variant of the certificate-chain discovery problem where
the certificates are distributed over a number of servers, which then have
to cooperate to identify the proof of authorization for a given request.
We propose two protocols for this purpose. These protocols are based
on distributed model-checking algorithms for weighted pushdown sys-
tems (WPDSs). These protocols can also handle cases where certificates
are labeled with weights and where multiple certificate chains must be
combined to form a proof of authorization. We have implemented these
protocols in a prototype and report preliminary results of our evaluation.

1 Introduction

In access control of shared computing resources, the authorization problem ad-
dresses the following question: “Given a security policy, should a principal be
allowed access to a specific resource?” In trust-management systems [4, 5,25],
such as SPKI/SDSI [9], the security policy is given by a set of signed certificates,
and a proof of authorization consists of a set of certificate chains. In SPKI/SDSI,
the principals are the public keys, i.e., the identity of a principal is established by
checking the validity of the corresponding public key. In SPKI/SDSI, name cer-
tificates define the names available in an issuer’s local name space; authorization
certificates grant authorizations, or delegate the ability to grant authorizations.
The certificate-chain-discovery problem is to discover a set of certificate chains
that provides a proof of authorization for a request by a principal to access a
resource.

An efficient certificate-chain-discovery algorithm for SPKI/SDSI was pre-
sented by Clarke et al. [8]. An improved algorithm was presented by Jha and
Reps [14]. The latter algorithm is based on translating SPKI/SDSI certificates
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