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Preface

The sixth International Conference on Cryptology and Network Security (CANS
2007) was held at the Grand Plaza Park Hotel, Singapore, 8-10 December 2007.
The conference was sponsored by Nanyang Technological University and the Lee
Foundation, Singapore.

The goal of CANS is to promote research on all aspects of cryptology and
network security, as well as to build a bridge between research on cryptography
and network security. The first International Conference on Cryptology and Net-
work Security was held in Taipei, Taiwan, in 2001. The second one was held in
San Francisco, California, USA, on September 26-28, 2002, the third in Miami,
Florida, USA, on September 24-26, 2003, the fourth in Xiamen, Fujian, China,
on December 14-16, 2005 and the fifth in Suzhou, Jiangsu, China, on December
8-10, 2006.

The program committee accepted 17 papers from 68 submissions. The re-
viewing process took nine weeks, each paper was carefully evaluated by at least
three members of the program committee. We appreciate the hard work of the
members of the program committee and the external referees who gave many
hours of their valuable time.

In addition to the contributed papers, there were six invited talks:

Artur Ekert: Quantum Cryptography

Christian Kurtsiefer: Aspects of Practical Quantum Key Distribution
Schemes

Keith Martin: A Bird’s-Eye View of Recent Research in Secret Sharing
Mitsuru Matsui: The State-of-the-Art Software Optimization of Block
Ciphers and Hash Functions

Josef Pieprzyk: Analysis of Modern Stream Ciphers

David Pointcheval: Adaptive Security for Password-Based Authenticated Key
Ezchange in the Universal-Composability Framework.

We would like to thank all the people involved in organising this conference.
In particular, we would like to thank the organising committee for their time
and efforts, and Krystian Matusiewicz for his help with IXTEX.

December 2007 Feng Bao
San Ling

Tatsuaki Okamoto

Huaxiong Wang

Chaoping Xing
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Mutative Identity-Based Signatures or Dynamic
Credentials Without Random Oracles

Fuchun Guo!, Yi Mu?*, and Zhide Chen"**

! Key Lab of Network Security and Cryptology
School of Mathematics and Computer Science
Fujian Normal University, Fuzhou, China
fuchunguo1982@gmail.com,
zhidechen@f jnu.edu.cn
2 Centre for Computer and Information Security Research
School of Computer Science and Software Engineering
University of Wollongong, Wollongong NSW 2522, Australia
ymuQuow.edu.au

Abstract. We introduce a new identity-based signature scheme that
possesses the feature of mutability in terms of its mutable signer identity.
We name this new signature scheme Mutative Identity-Based Signature
(MIBS). The merit of this proposed scheme lies in the novel property on
protection of private information such as birthdate, social security num-
ber, credit card number, etc. that have to be employed as part of a user
identity served as a public key. In MIBS, we allow all these private in-
formation to serve as a user identity, while only one of these information
(along with the user name, as non-secret part of a user identity) is re-
vealed to the verifier. For example, when using a signature to a legitimate
merchant, only the credit card number and the user name are revealed
without leaking other private information. This signature scheme is nat-
urally associated with a dynamic credential system, where a signature
accommodates the feature of a secret credential. We provide a security
model and then prove its security based on the ¢g-Strong Diffie-Hellman
(¢-SDH) problem and the Computational Diffie-Hellman (CDH) problem
in the standard model.

Keywords: ID-based Signature, Mutative Identity.

1 Introduction

In 1984, Shamir [11] first introduced the idea of Identity-Based (or ID-based)
Signature (IBS), aimed to create a signature on a message where any user can
verify the signature using the signer’s public information such as email address,
ID numbers or telephone numbers instead of a conventional public key in order
to simply the certificate management. Since Boneh and Franklin [2] introduced
the first ID-Based Encryption (IBE) from pairings in 2001, several novel IBS

* This project was partially supported by the UoW Near Miss grant.
** Partially supported by Science and Technology of Fujian Province (2006F5036).

F. Bao et al. (Eds.): CANS 2007, LNCS 4856, pp. 1-14, 2007.
© Springer-Verlag Berlin Heidelberg 2007



2 F. Guo, Y. Mu, and Z. Chen

schemes have been proposed (e.g., in the random oracle model [6,9,5] and in the
standard model [10]).

An ID-based system requires a constant identity of a user. This identity must
be fixed as the unique public key. We are motivated by the following scenario.

A normal identity such as a user name or an email address is not sufficient
to identify a user. For instance, two users could have the exactly same name.
Because of this, a compound identity accommodating multiple information about
a user identity such as name, birthdate, tax number, driver’s licence number,
credit card number, etc. is used. However, some information in this compound
identity are private to some parties but non-private to some others. For example,
a client can provide his name along with his credit card number to a legitimate
merchant, while his birthdate should not be revealed.

A clumsy solution to the privacy of compound identity is to allow the private
key generator to create a number of private keys for a user. Each private key is
associated with a piece of the compound identity, i.e., the public key is composed
of a general identity (e.g. a user’s name) and an extra identity (e.g. a credit card
number). A signature is created in terms of the piece of identity that can be
revealed to the verifier. This approach is obviously problematic due to difficulty
in key management.

Motivated by the above scenario, in this paper, we present a new notion of
IBS: Mutative Identity-Based Signature (MIBS). In MIBS, a public key (the
compound identity) is composed of the basic public information (non-private
identity) and extra information (private identities). A compound identity maps
a single private signing key. When a signature is formed, the signer can choose
which piece of the compound identity should be revealed to the verifier. Our
scheme can be considered as a private credential scheme with dynamic and
selective private contents. In this scenario, The private key generator can be
considered as a credential issuer. A credential can be dynamically generated
(signed) by the private key holder. Furthermore, our scheme can also be applied
to multi-identity-based access control. That is, a user has a number of identities
that form an unique compound identity. An identity in the compound identity
is associated with a key for accessing an entity.

We provide a security model and then prove its security based on the n-
Strong Diffie-Hellman (n-SDH, known as ¢-SDH) problem and the Computa-
tional Diffie-Hellman (CDH) problem in the standard model.

Road Map: In Section 2, we provide the definitions of MIBS, including the
security model and the complexity assumption. In Section 3, we review the
accumulator technique from Nguyen’s construction. In Section 4, we propose our
MIBS scheme and its security proof against chosen message attacks. In Section 5,
we give some discussions. We conclude our paper in Section 6.

2 Definition

A Mutative Identity-Based Signature (MIBS) can be described as the following
algorithms:
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Setup: This algorithm is run by the Private Key Generator (PKG). On input a
security parameter 1%, it outputs master public parameters params and master
secret key. The PKG publishes params and keeps the master secret key.

KeyGen: This algorithm is run by the PKG. On input params, the master secret
key and a compound identity U = (ID, Ay, Aa,---, At) (1 <t < n), it outputs
the signing key d,, of U, where ID is the basic non-private information and A;
are private information.

Sign: This algorithm is run by the signer. On input the signing key dy;, a com-
pound identity U, a verification identity V,, = (ID, A;), a message M and
params, it outputs the verification key vy (only the verification identity V,, ex-
poses to the verifier) and the signature o, where A; € (A, Ay, ---, A;) is decided
by the original signer.

Verify: This algorithm is run by any verifier. On input the signature (M, vk, o)
and params, it outputs accept if the signature is valid on M for verification
identity V,,; otherwise outputs reject.

2.1 Security Model

Mutative Identity-Based Signature (MIBS) is unforgeable against the chosen
message attack, denoted by UF-MIBS-CMA, where the game between a chal-
lenger and an adversary is described as follows:

Setup: The challenger runs the algorithm Setup of the MIBS scheme and gives
the master public paramas to the adversary.

Queries: The adversary adaptively makes a number of different queries to the
challenger. Each query can be one of the following.

— Signing Key Queries. The adversary makes queries on the signing key of
U =(ID, A, As,---,A;). The challenger responds by running the algorithm
KenGen and forwarding the signing key d,, to the adversary.

— Signature Queries. The adversary makes queries on the signature of (U, V,,, M)
of compound identity U = (ID, Ay, As,-- -, A;), where V,, = (ID, A;). The
challenger responds by first running algorithm KeyGen to generate the sign-
ing key d, and then running the algorithm Sign to obtain a signature o,
which is forwarded to the adversary.

Forgery: The adversary outputs a signature (M*,v;, c*) of compound identity
U* and verification identity V. The adversary succeeds if the following hold
true:

— o is a valid signature on M* for verification identity V,’;
— No signing key query on U*. No signature query on (U*,V,/, M*) for any V..

The advantage of an adversary in the above game is defined as

Adv g = Pr[A succeeds]
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Definition 1. An adversary A is said to be an (e,t, qx, qs)-forger of a MIBS if
A has at least € advantage in the above game, runs in time at most t and makes
at most qx and qs queries on the signing key and the signature. A MIBS scheme
is said to be (€, t,qx, qs)-secure if no (e, t, gk, gs)-forger exists.

2.2 Bilinear Pairing

Let G and G be two cyclic groups of prime order p. Let g be a generator of G.
A map e : G x G — Gr is called a bilinear pairing (map) if this map satisfies
the following properties:

— Bilinear: for all u,v € G and a, b € Z,, we have e(u®,v®) = e(u, v)%®;

— Non-degeneracy: e(g, g) # 1. In other words, if g be a generator of G, then
e(g,9) generates Gr;

— Computability: There is an efficient algorithm to compute e(u,v) for all
u,v € G.

2.3 Complexity Assumption

The security of our MIBS scheme will be reduced to the hardness of n-Strong
Diffie-Hellman (n-SDH) problem and the Computational Diffie-Hellman (CDH)
problem in the group in which the signature is constructed. So, We briefly review
the definition of the n-SDH problem and the CDH problem [7,10]:

Definition 22. Let G be the group defined as above with a generator g and ele-
ments g°,9° ,---,9° € G where s is selected uniformly at random from Ly, the
n-SDH problem in G is to compute (c, g"/**) for any c € Z,/{—s}.

Definition 3. We say that the (e4,ta) n-SDH assumption holds in the group
of G if there is no algorithm running in time t4 at most can solve the n-SDH
problem in G with the probability at least € 4.

Definition 4. Let G be the group defined as above with a generator g and ele-
ments g%, g € G where a,b are selected uniformly at random from Zyp, the CDH
problem in G is to compute g*°.

Definition 5. We say that the (e,t)-CDH assumption holds in the group of G
if there is no algorithm running in time t at most can solve the CDH problem in
G with the probability at least €.

3 Accumulator Overview

The idea of accumulator was first introduced by Benaloh and de Mare [1] and fur-
ther developed in [3]. Basically, an accumulator scheme is an algorithm where we
can combine a large set of elements into one short one. For a given element, if it
was included into the accumulator, then there must be a corresponding witness;
otherwise it is impossible to find such a witness. Camenisch and Lysyanskaya
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introduced dynamic accumulators [4], which allow us to dynamically delete and
add elements from/into the original set. Recently, Nguyen [8] presented a dy-
namic accumulator scheme from bilinear pairings and used it to construct an
ID-based ring signature. Accumulators is a useful technique that has a number
of applications.

3.1 Definition

A secure accumulator f : X XY — X for a family inputs {y;} is a function with
the following properties:

— Efficient evaluation: On input (u,y;) € X xY, outputs a value v € X, where
X is an accumulator domain for the function f and Y is the domain whose
elements are to be accumulated;

— Quasi-commutative: f(f(u,y1),y2) = f(f(u,y2),y1), i.e. the communication
is independent of the order of y; for all accumulated elements;

— Witnesses: Let v € X and z € X. A value w € X is called a witness for z in
v under f if f(w,z) = v;

— Security(Collision Resistant): Let A = f(u,Y™*) be the accumulator of Y* =
{y:}. It is hard for all adversaries to forge an accumulator value y’ ¢ Y* and
a witness w’ such that A = f(w',y’).

3.2 Accumulator from Bilinear Pairing

We make use of Nguyen’s accumulator scheme from Bilinear Pairing (8] defined

as follows: Let T = (g,gs,gsz,—'-,gsn) be the tuple of elements from G and
u = g* for some known z randomly from Z,. The secure accumulator based on
the number of elements in T is defined as:

Pl ) = ubets = g#wto)
which satisfies the requirements of a secure accumulator.

— Efficient evaluation: For u € G and Y* = {y1,y2,-- -, ¥t} € Zp \ {—s}, where
n elements in Y* at most, the accumulator value is

flu,Y*) = gZ(y1+S)(y2+S)-"(y:+S)

can be computed in time polynomial in ¢ from T, z and {y1,y2,- - -, ys } with-
out the knowledge of the auxiliary information s.
— Quasi-commutative:

FUf (1), y2) = 7@ W49 = £(f(u,ys), 1)

— Witness: The witness for y; in f(u, Y*) are two elements Wy, W, € G, where

W = gz(yl+s)(y2+5)"'(y:4+S), W, = gzs(yl+S)(y2+s)“'(yz-1+s)
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which can be verified by

e(wo’gs) - e(gz(yx+S)(y2+s)"'(yc_1+s),gs) - e(Wl,g)

A= (Wo)ytwl = gz(yl+s)(y2+s).,_(yt+s).
— Security (Collision Resistant): It holds according to the following theorem.

Theorem 1. The accumulator is Collision Resistant if the n-SDH assump-
tion holds, where n is the upper bound on the number of elements to be
accumulated by the accumulator.

Proof. [8]. O

4 The MIBS Scheme

4.1 Construction

Let e : G x G — Gr be the bilinear map, G, Gy be two cyclic groups of order
p and g be the corresponding generator in G. We set z = 1 of the accumulator
scheme in our MIBS scheme.

Setup: The system parameters are generated as follow: Select two secrets «a, 8 €
Z, at random, choose g, g2, up, mp randomly from G, and set the value g; =
g% ki = g7 forall i € {1,2,---,n}. Choose one vector u = (u;) of length n,
and one vector m = (m;) of length n,,, where u;,m; € G. A collision-resistant
hash functions H : {0,1}* — {0, 1}"=. The master public params and the master
secret key are

params = (g, g1, 92, k1, k2, - - - , kg, uo, w, o, m, H), secret key = a, 3.

KeyGen: To generate a signing key for U = (ID, Ay, Az, -+, A,), where all
A; € Zp,, PKG does the following:

— Compute the accumulator value Ay = g(A1+9)(A2+08)(Ant0) ¢ G,

— Compute the hash value hy = H(ID,Ay) € {0,1}™;

— Let hy[i] be the ith bit of hy. Define Hy C {1,2,---,n,}, the set of indices,
such that hy[i] = 1. Pick a random r and outputs dy;, where

dy = (d1,d2) = (gé’(UO 11 'ui)r,gr)

i€EHy

Note that there are two ways for the PKG to compute the accumulator: using
g, A; and the master secret key 8 and using g, A; and all k; in the master params
without the master secret key (3. However, the computational cost of the second
way is higher.

Sign: To generate a signature o on M € {0,1}"™ of identity (ID, A;) with dy,
the signer does the following:
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— Compute the two witnesses

W, = g(Al+ﬂ)”'(A'L-1+[j)(Al+1+ﬂ)'“(A’n+ﬂ)’
W, = gﬁ(Al+5)"'(A-—1+[3)(Ai+1+ﬂ)“'(An+ﬂ)’

from U and kq, ke, -+, kn-
— Output the verification key

ok = ((ID, 4;), W1, W2) = ((ID, Ay, 01, 02).

— Let M[j] be the jth bit of M. Define M C {1,2,---,n,,}, the set of indices,
such that M[j] = 1. Pick a random s and outputs the signature:

op, = (g‘g"(uo H u;)" (mo H mj)s’gr’gs) = (03,04,05).

i€Hy JEM

Verify: Let (vg,04,) = (01,02,03,04,05) be a valid signature for ((ID, A;), M).
A verifier does the following:

— Check if the following equation holds:
e(o1,k1) = e(o2,9).

— Compute Ay = af‘"ag and its hash value hy = H(ID,Ay).
— Accept the signature o if the following equation holds

6(03,9) = 6(92,!]1> -e(uo H ui»0'4) ‘€<mo H mj,05>~
i€Hy JEM

Correctness

e(o1, k1) = e<g(A1+m---(Atf.+ﬁ)(A,+1+ﬂ)---(An+m,gﬂ)
— e(gﬁ(A1+B)-~(A, -1+I3)(Az+1+13)~-~(An+H)’g)

= e(02,9).

e(93,9) = (98 (wo [T w) (mo T my)*.0)

i€Hy JEM

e(95,9) e(wo I wsg) e((mo IT my)*.0)
JEM

i€Hy

=€<92»91)€(U0 H Ui,04)€(mo H mj,os).
JEM

1€HU

Il
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4.2 Analysis

In both Waters identity-based encryption scheme [12] and Paterson and Schuldt
identity-based signature scheme [10], the identity space is {0,1}" for a fixed
n, and can be extended to an arbitrary string using a collision-resistant hash
function such that a hash value can only represent an “identity,” where the
extension can achieve the same level of security.

In our MIBS scheme, the verification key is the triple (V,,, Wy, W1) and the
signer, knowing the full compound identity, can change the verifying key in
terms of the actual application. The extra information in a compound identity
is hidden in the witness, while the verifier can only know one of {A;}. How-
ever, the final accumulated value for a compound identity is the same, i.e. the
final “public key” of H(ID, Ay) is constant in each signing. So, when the secu-
rity of accumulator holds and collision-resistant hash function holds, the hash
value of H(ID, Ay) represents the “identity” of U = (ID, Ay, Aa,---, As). Le.
All adversaries cannot find U’ # U and U’ = (ID', A{, A}, ---, A}) such that
H(ID,Ay)=HID', Ay/).

According to the definition of the security model and our construction, we
know that the success of forging a valid signature on V, by the adversary actually
is on H(ID*, A};) of U* that cannot be queried. So, with the same idea of both
Waters and Paterson-Schuldt, we can only prove the security in the identity
space of {0,1}", i.e., we define that the adversary is successful in forging a
valid signature of an identity H(ID*, A};) even if it knows nothing about the
actually identity in H(ID*, A};). The interaction between a challenger and an
adversary are described as follows:

Setup: The challenger runs the algorithm Setup of the MIBS scheme and gives
the master public paramas to the adversary.

Queries: The adversary adaptively makes a number of different queries to the
challenger. Each query can be one of the following.

— Signing Key Queries. The adversary makes an query on a bit string of hy =
{0,1}™«. The challenger responds by running the algorithm KenGen and
forwarding the signing key d,, to the adversary. Note that, the challenger
can just run the last step of algorithm KeyGen.

— Signature Queries. The adversary makes query on the signature of (hy, M).
The challenger responds by first running algorithm KeyGen to generate the
signing key d,, and then running the algorithm Sign to obtain a signature o
without Wy, Wy, which is forwarded to the adversary.

Forgery: The adversary outputs a signature (M*,h{;,0*) of string hj,. The
adversary succeeds if the following hold true:

— o* is a valid signature on M* for hj;
— No signing key query on hj; and no signature query on (hj,, M*).



