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Preface

Sincerely welcome to proceedings of the 1st International Conference on Trust and
Privacy in Digital Business, Zaragoza, Spain, held from August 30th to September
Ist, 2004. This conference was an outgrowth of the two successful TrustBus interna-
tional workshops, held in 2002 and 2003 in conjunction with the DEXA conferences
in Aix-en-Provence and in Prague. Being the first of a planned series of successful
conferences it was our goal that this event would initiate a forum to bring together
researchers from academia and commercial developers from industry to discuss the
state of the art of technology for establishing trust and privacy in digital business. We
thank you all the attendees for coming to Zaragoza to participate and debate the new
emerging advances in this area.

The conference program consisted of one invited talk and nine regular technical
papers sessions. The invited talk and keynote speech was delivered by Ahmed Patel
from the Computer Networks and Distributed Systems Research Group, University
College Dublin, Ireland on “Developing Secure, Trusted and Auditable Services for
E-Business: An Autonomic Computing Approach”. A paper covering his talk is also
contained in this book.

The regular paper sessions covered a broad range of topics, from access control is-
sues to electronic voting, from trust and protocols to digital rights management. The
conference attracted close to 100 submissions of which the program committee ac-
cepted 29 papers for presentation and inclusion in the conference proceedings. The
authors of the accepted papers come from 12 different countries. The proceedings
contain the revised versions of all accepted papers.

We would like to express our thanks to the people who helped put together the
program: the program committee members and external reviewers for their timely and
rigorous reviews, the DEXA organizing committee, in particular Mrs. Gabriela
Wagner for her help in the administrative work, and, last but not least, Mr. Christian
Schldger who was the main organizational force behind most of the involved tasks in
making the conference possible.

Finally we would like to thank all authors who submitted papers, those who pre-
sented papers, and the attendees who made this event an intellectually stimulating
one. We hope they enjoyed the conference.

Athens, Malaga, Regensburg Sokratis Katsikas
August 2004 Javier Lopez
Giinther Pernul
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Developing Secure, Trusted and Auditable Services
for e-Business: An Autonomic Computing Approach

Ahmed Patel

Computer Networks and Distributed Systems Research Group,
Department of Computer Science,
University College Dublin,

Belfield, Dublin 4, Ireland
apatel@cnds.ucd.ie

Abstract. Why have e-business trust and security often been evasive and un-
successful? This keynote paper attempts to answer this question by looking at
an autonomic approach to communications services for on-line businesses. It
reviews the issues and challenges, and presents a rationale for security, privacy,
interception, forensics of digital evidence and trust in an autonomic communi-
cations and computing environment. A combination of security, privacy en-
hancing technologies, trustworthy computing interfaces and techniques, advo-
cacy, and greater understanding of the socio-economic and technical aspects of
this new electronic phenomena must be covered to establish a sound e-business
operating environment on a global level. Some possible solutions pertaining to
this environment are also reviewed and examples of some key research areas
outlined. Finally a brief overview of directions for innovative research is pre-
sented and followed by concluding remarks.

1 Introduction

The e-business industry has changed dramatically in recent years. The explosive
growth of the Internet, the proliferation of mobile networks and the increasing diffi-
culty in managing multi-vendor environments and the services that they are meant to
provide have altered forever the dynamics of this industry, the expectations of its
customers and the business models under which it operates. The impact of Moore’s
Law has had a profound effect across all sectors of the industry — equipment manu-
facturers, network operators, service providers and e-businesses continually strive to
rapidly deploy the latest technology in order to gain competitive advantage. Although
recent economic upheavals have had a drastic effect on certain sectors, the level of
innovation has been impressive and the industry is again poised to drive another wave
of economic growth. Further, as much as e-business rests on the benefits obtained
from personalisation and customisation, it also requires that client and system privacy
and security risks be effectively minimised. Eradicating these risks and maximising
the client’s confidence level is a key e-business requirement, as it not only influences
the acceptance of e-business by clients, but also opens the avenues for effective de-
sign of e-business processes and supporting systems.

S. Katsikas, J. Lopez, and G. Pernul (Eds.): TrustBus 2004, LNCS 3184, pp. 1-10, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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However, the challenges posed by the complexity of modern communications en-
vironments, which link businesses and clients, are potentially overwhelming. A gulf
has emerged between the communications infrastructure and the capabilities of the
services and applications deployed across it. This is manifested in the inflexible na-
ture of current service offerings: they are rigidly defined, closely coupled to the net-
work, possess static functionality, and are prone to a variety of security breaches and
mandatory interception of traffic. Critically, current service offerings are manually
deployed and managed, requiring highly labour intensive support structures, with a
consequent inflexibility and significant time to market constraints.

The heart of this problem is the inability of service providers, communications op-
erators and e-business applications to adapt, in a dynamic fashion, their offered ser-
vices to the changing needs of their customers in a seamless and secure fashion. An
approach to solving this problem is through envisaging an Autonomic Communica-
tions Environment (ACE) underpinning or supporting an autonomic computing user
base, an idealistic service-centric environment exhibiting self-governing behaviour
with independent auditability. Within an ACE, services will be created that are self-
aware and self-healing. In their deployment, they will be self-adapting, self-
optimising and self-configuring, and in operation they will be self-protecting, self-
managing and self-composing. These features enable ACE services and the associated
resources to adapt to changing business needs and environmental conditions without
manual intervention. The proposed answer is the development of a secure, trusted and
auditable Autonomic Communications Framework (ACF), whose mission is to sup-
port the development of different ACEs targeted at different business needs but in a
global e-business interlaced Net environment.

At the heart of the ACF will be a new methodology for managing objects. It is re-
quired because different stakeholders have different views of a managed object, and
current approaches do not take this into account. For example, the business analyst
looks at a ‘Service Level Agreement’ object and sees an entity that represents a con-
tractual agreement, whereas a network administrator looks at the same object and sees
the different network services that must be supported using different vendor-specific
functions, such as interception and audit rules, security functions and other algo-
rithms such as queuing, routing, etc. This methodology cannot be built in either pri-
vate industry or fora, and requires the combination of academic, scientific, technical
and industrial advances which must be produced through a combination of fundamen-
tal basic, applied and strategic research.

The security issues that are of concern and urgent today will be even more urgent
in the new world of autonomic systems that will also bring new and as yet undefined
security issues of its own, issues that may not be significant or present at all today. It
is envisaged that autonomic technology will offer new opportunities — new ways and
means of securing e-business systems against attacks and with a level of trust that
will minimise the level of tolerance in loss of revenue or non-economic function.

The growing awareness, coupled with an expanding number of new initiatives in
the area internationally, is leading to a great deal of exciting research and develop-
ment in the areas of security, privacy enhancing technologies, trustworthy computing
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interfaces and techniques, advocacy, and greater understanding of the socio-economic
and technical aspects of the these new electronic phenomena.

This keynote presentation attempts to explore with you what are the issues, possi-
ble solutions and directions for research in this challenging area.

2 Issues and Challenges

The autonomic communications approach, proposed as a facilitator of e-business
development on the Internet and other networks (mobile, 3G), is intrinsically tied to a
variety of security challenges. The term ‘security’ is understood here in the broad
sense and includes protection from unauthorised intervention, privacy, trust and fo-
rensics. Security in an ACE plays a dual role: to protect autonomic facilities of the
ACE and to offer security services to e-businesses. Therefore, it can no longer be
developed as an afterthought; it must be built in from the outset.

System and network security are vital parts of any autonomic computing solution,
key to the achievement of the goals of self-protection, self-healing, and self-
optimisation. Additional security challenges arising in autonomic systems include the
establishment of trustworthy identities, automatically handling changes in system and
network configuration, and greatly increased configuration complexity. Elements of
autonomic systems will need to both establish and follow security policies in an un-
derstandable and fail-safe manner.

The fields of information technology security and telecommunications security are
characterised by the existence of many technologies, services and concepts with little,
if any, cohesive architecture. Furthermore, many existing protocols and systems were
designed without security. In addition, there are complex interactions between soci-
ety’s needs (as expressed in laws, regulations etc.) and what is technologically possi-
ble. Conflicts arise between users’ reasonable expectations of privacy and other rea-
sonable expectations of law enforcement, network owners and similar stakeholders to
access and control information in the telecommunications system [8]. At present,
these areas are developing in an ad hoc manner without a clear model of how the
different issues relate to one another, and how the telecommunications infrastructure
should address them.

Security and reliability issues are rarely considered at the initial stages of system
development. In fact, security technology is still erroneously considered as supple-
mentary, and engineering of security techniques are not integrated within software
engineering processes, with negative consequences. As a result of recent computer
security crises, operating system designers have realised this need for integrated secu-
rity but are constrained by the original design of their systems and the networks they
are connected to — a fundamental change in system security design is needed. It is no
longer sufficient to rely on rigid traffic filtering and periodic updates to protect sys-
tems from computer intruders and virus infections. Increased awareness of service
and network level activities is needed to enable human analysts and automated agents
to detect and respond to major problems. However, to reduce the latency between
detection and response, a more organic approach to security must be developed. In
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addition to improving our awareness of system activities at the macro level, we need
services to be resilient (self-aware and self-healing) to defend themselves against
injury at the micro level to protect individuals against identity theft, privacy violation
and financial loss [2,4,9].

Modern telecommunication systems are very challenging from a security and pri-
vacy perspective due to their complexity, distributed nature, diverse components, and
rapid growth. Managing security is even more difficult when systems are being regu-
larly altered to provide improved or new services. The associated lack of control over
these systems must be compensated by identifying and mitigating weaknesses prior to
an incident and detecting problems when prevention is not successful.

Existing approaches to security management (reconfiguration, dissemination of
updates) are designed for relatively static computing environments and are not well
suited to a dynamic system such as the ACE. Therefore, new security management
techniques and tools must be developed for resilient autonomic systems. Similarly,
vulnerability assessment must be rethought when dealing with systems that adapt and
protect themselves.

Little attention has so far been paid to the usability of secure services. At present it
is often the case that ‘secure’ equates to ‘too complicated for the average user’. Secu-
rity that is too complicated for the average user is likely to be turned off, undermining
the protective mechanisms. In the future, security must be present as default behav-
iour without special knowledge or actions by users.

For the concept of autonomic communications to succeed, its target environments
must be secure enough to be trustworthy in the eyes of their users. They must also
provide services such as privacy protection and authentication to their users in an
autonomic fashion, i.e. with minimum human involvement. While no functioning
system is perfectly secure, the goal for ACEs is to be secure enough that their benefits
outweigh the risks. The autonomic systems infrastructure must provide reliable iden-
tity verification, integrity and access control. To satisfy privacy policies and laws, the
system and its elements must also appropriately protect private and personal informa-
tion that comes into their possession. Data segregation according to their origin or
purpose is needed to satisfy policy and legal requirements [6].

3 Possible Solutions

As discussed above, the challenges can be classified into three main groups: provision
of security services to ACE users, maintaining the security of an ACE itself, and en-
suring usability and transparency of security mechanisms to the end user.

3.1 Security Services in an Autonomic Communications Environment

Business scenarios envisaged in an ACE will depend on a variety of security services
provided by the environment. Such services include reliable authentication (and sin-
gle sign-on) of users, confidentiality (e.g. when sensitive information such as finan-
cial data or credit card numbers is transmitted), proof and non-repudiation of transac-
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tions, and trust management. Given the power of information, access to it must be
protected to preserve our freedom and to defend against abuse. Since some autonomic
systems deal with personal information about individuals, they need to be able to
represent and demonstrably obey privacy policies required by national and interna-
tional law and reinforced by proper business ethics. More powerful authorisation
methods, that are context-aware and policy-driven, are required.

A methodology needs to be defined to incorporate single sign-on, as well as au-
thentication, authorisation, accounting, and auditing of services delivered and re-
sources used. Particular emphasis will be placed on federating security resources and
services into a set of ‘zones’ that each provides security according to the business
requirements of their context as policy-based. This combination facilitates a distrib-
uted architecture for supporting the special security needs of users. Management of
end-user privacy and profiles will enable the end-user to control what information
should be provided to what resource when, where, why and how.

A major challenge in the specific to ACE is to make its security services auto-
nomic. Autonomic computing offers a host of new abilities that include ways and
means to make our systems more secure and our private data better protected. Build-
ing and administering secure computing systems is well known to be a difficult task,
especially so if they are heterogeneous and highly distributed. Autonomic systems
offer us the opportunity to semi-automate such processes.

Making security resources and services autonomic depends largely on the underly-
ing model of the autonomic communications architecture. For instance, they can be
modelled through some kind of ‘resource abstraction layer’, like any other services
and resources in autonomic networks. However, it is important to ensure that specific
requirements of security services are met: for instance, that autonomic service man-
agement mechanisms will not undermine security of the managed services.

3.2 Security of an Autonomic Communications Environment

The aim is to create resilient systems that enable the ACE to bounce back and self-
heal after an injury. This type of resilience exists in biological systems in the form of
adaptive immune systems [1,5]. The concept of self-healing communication systems
harks back to the early conceptions of the Internet but was not fully accomplished
because sensing and response capabilities were not integrated. Our aim is to imple-
ment this resilience in more complex global, mobile communication environments,
where security problems are compounded by increasing distribution and openness,
with a design goal of allowing anyone to connect from anywhere.

In part resilience in ACE depends on internal sensors and alarms but also on inter-
nal triggers and responses similar to antibodies in biological systems. A biological
analogy can be further explored by considering nervous and immune systems. A
nervous system is responsible for sensing (and problem detection) and self-protection
through reflexes and smart responses. An immune system is responsible for anomaly
detection (‘self’ vs ‘not self’, ‘legitimate’ vs ‘illegal’ or ‘harmless’ vs ‘harmful’) and
self-healing. The success depends on integration, reliable data, and proper response.



