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Preface

It is our great pleasure to present the proceedings of the 9th IFIP TC-6 TC-11
Conference on Communications and Multimedia Security (CMS 2005), which
was held in Salzburg on September 19-21, 2005. Continuing the tradition of pre-
vious CMS conferences, we sought a balanced program containing presentations
on various aspects of secure communication and multimedia systems. Special
emphasis was laid on papers with direct practical relevance for the construction
of secure communication systems.

The selection of the program was a challenging task. In total, we received
143 submissions, from which 28 were selected for presentation as full papers.
In addition to these regular presentations, the CMS conference featured for the
first time a “work in progress track” that enabled authors to report preliminary
results and ongoing work. These papers were presented in the form of a poster
session during the conference; an extended abstract of the posters appears in this
proceedings volume. From all papers submitted to the CMS conference, the pro-
gram committee chose 13 submissions for inclusion in the work in progress track.

In addition to regular presentations, CMS 2005 featured a special session on
XML security, containing both contributed and invited talks. This special session
was jointly organized by Riidiger Grimm (TU Ilmenau, Germany) and Jorg
Schwenk (Ruhr-Universitat Bochum, Germany). Their assistance in organizing
CMS 2005 was greatly appreciated.

Besides the above mentioned presentations, the scientific program of CMS
2005 featured three invited speakers: Christian Cachin (IBM Ziirich), with a
talk about the cryptographic theory of steganography, Ton Kalker (HP Labs),
with a survey talk on recent trends in the field of Digital Rights Management,
and Ingemar Cox (University College London), with a talk about robust water-
marking schemes.

We want to thank all contributors to CMS 2005. In particular, we are grateful
to the authors and invited speakers for contributing their latest work to this
conference, as well as to the PC members and external reviewers for their critical
reviews of all submissions. Finally, special thanks go to the organizing committee
who handled all local organizational issues and provided us with a comfortable
location and a terrific social program. For us, it was a distinct pleasure to serve
as program chairs of CMS 2005.

We hope that you will enjoy reading these proceedings and that they will be
a catalyst for your future research in the area of multimedia security.

July 2005 Jana Dittmann
Stefan Katzenbeisser
Andreas Uhl
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Fast Contract Signing with Batch
Oblivious Transfer

Lubica Stanekoval* and Martin Stanek?**

! Department of Mathematics, Slovak University of Technology,
Radlinského 11, 813 68 Bratislava, Slovakia
1s@math.sk
2 Department of Computer Science, Comenius University,
Mlynska dolina, 842 48 Bratislava, Slovakia
stanek@dcs.fmph.uniba.sk

Abstract. Oblivious transfer protocol is a basic building block of var-
ious cryptographic constructions. We propose a novel protocol — batch
oblivious transfer. It allows efficient computation of multiple instances
of oblivious transfer protocols. We apply this protocol to improve the
fast simultaneous contract signing protocol, recently proposed in [11],
which gains its speed from computation of time-consuming operations
in advance. Using batch oblivious transfer, a better efficiency can be
achieved.

1 Introduction

Oblivious transfer is a cryptographic protocol in which one party (usually called
sender) transfers one of two strings to the other party (usually called chooser).
The transfer should have the following properties: The chooser should obtain the
string of his/her choice but not the other one, and the sender should be unable
to identify the chooser’s choice. Oblivious transfer is used as a key component
in many cryptographic applications, such as electronic auctions [12], contract
signing [4,11], and general multiparty secure computations [8]. Many of these
and similar applications make intensive use of oblivious transfer. Therefore, ef-
ficient implementation of oblivious transfer can improve the overall speed and
applicability of various protocols.

Batch variants of various cryptographic constructions are useful for decreas-
ing computational costs. A batch variant of RSA, suitable for fast signature gen-
eration or decryption, was proposed by Fiat [5]. Batch verification techniques [1]
can be used for efficient proofs of correct decryptions in threshold systems with
applications to e-voting and e-auction schemes.

Simultaneous contract signing is a two-party cryptographic protocol, in which
two mutually suspicious parties A and B wish to exchange signatures on a con-
tract. Intuitively, a fair exchange of signatures is one that avoids a situation

* Supported by APVT 023302.
** Supported by VEGA 1/0131/03.
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2 L. Stanekova and M. Stanek

where A can obtain B’s signature while B cannot obtain A’s signature and
vice-versa. There are two types of contract signing protocols: the ones that use
trusted third party either on-line or off-line [6], and protocols without trusted
third party [4,7]. Protocols without trusted third party are based on gradual
and verifiable release of information. Hence, if one participant stops the proto-
col prematurely, both participants have roughly the same computational task in
order to find the other participant’s signature.

Recently, a contract signing protocol that allows pre-computation of signif-
icant part of the most time consuming operations in advance was proposed in
[11]. The protocol makes an extensive use of oblivious transfers (its security
depends on the security of oblivious transfers) in each protocol run.

Motivation. Oblivious transfer is frequently used in cryptographic protocols.
There are many protocols in which a large number of oblivious transfers is em-
ployed in a single protocol instance. Therefore, an efficient implementation of
oblivious transfer is a natural way to improve the efficiency of such protocols.

Our Contribution. We present a batch RSA oblivious transfer protocol where
multiple independent instances of oblivious transfers can be computed efficiently.
The security of the protocol is based on RSA assumption, and we prove it in the
random oracle model.

We compare actual implementation of batch RSA oblivious transfer protocol
with standard RSA oblivious transfer [11], and oblivious transfer based on the
computational Diffie-Hellman assumption [13].

We show the usefulness and applicability of our proposal and improve the
simultaneous contract signing protocol [11]. The use of batch RSA oblivious
transfers instead of pre-computed oblivious transfers leads to more efficient pro-
tocol. Both settings were implemented and compared to illustrate exact decrease
of computational costs.

Related Work. The efficiency of computing oblivious transfer influences the
overall efficiency of many protocols. Our batch RSA oblivious transfer is a mod-
ification of the RSA oblivious transfer protocol from [11]. Other constructions
of oblivious transfer employ some kind of ElGamal encryption or computational
Diffie-Hellman assumption [13].

Similar problem of amortizing the cost of multiple oblivious transfers, based
on computational Diffie-Hellman assumption, has been considered by Naor and
Pinkas [13]. We compare our approach with their constructions in Sect. 4.

Our security proofs for batch RSA oblivious transfers make use of random
oracles. The application of random oracles in the security analysis of crypto-
graphic protocols was introduced by Bellare and Rogaway [2]. Security proofs
in a random oracle model substitute a hash function with ideal, truly random
function. This approach has been applied to many practical systems, where the
ideal function must be instantiated (usually as a cryptographically strong hash
function). Recently, an interesting discussion about plausibility of security proofs
in the random oracle model appeared in [10].
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The paper is structured as follows. Section 2 presents our main result, the
batch RSA oblivious transfer, and its implementation. The protocol for contract
signing is described in Sect. 3. We analyse an actual implementation of batch
RSA oblivious transfer and the savings of computational costs resulting from its
application in Sect. 4.

2 Batch Oblivious Transfer

Oblivious Transfer (OT) protocol, more specifically OT? protocol, allows two
parties (sender and chooser) to solve the following problem. The sender has two
strings mo and m; and transfers one of them to the chooser in accordance with
the following conditions:

— the chooser selects a particular mp which he wishes to obtain (b € {0,1});
— the chooser does learn nothing about mq_p;
— the sender does not know which m; was transferred.

We modify and extend construction of RSA-based OTZ protocol from [11].
Most oblivious transfer protocols employ some kind of ElGamal encryption. This
results in increased computational overhead as the chooser must perform at
least one modular exponentiation. Using RSA-based oblivious transfer allows to
reduce the chooser’s complexity, since the public exponent can be made small.
Moreover, RSA decryption with distinct private exponents can be implemented
efficiently, leading to Batch RSA [5]. We use this idea for further improvement
of computational complexity of RSA-based oblivious transfer.

We employ the following notation through the rest of the section. Let n = p-q
be an RSA public modulus (i.e. a product of two distinct primes p and g) and let
e, d denote public and private exponents, respectively. Let Z, = {0,1,...,n —
1} and let Z} be the set of all numbers from Z, relatively prime to n. All
computations in protocol descriptions are defined over Z,,, the only exception is
bitwise xor operation @. We will omit stating explicitly that our operations in
the paper are mod n whenever it is clear from the context. The hash function
H is modelled as a truly random function (random oracle, see [2]) in the security
analysis. For simplicity we write H(ay,...,a;) for the hash function applied to
the concatenation of [-tuple (ai,...,a;). Random, uniform selection of z from
the set A is denoted by = € A.

We assume the sender (S in protocol description) generates the instance of
RSA system and the chooser (C) already has a valid public key of the sender (i.e.
a pair (n,e)). Moreover, we assume that the length of H output is not shorter
than strings mo and mj. Recall, b € {0,1} denotes the index of string, which
the chooser wants to obtain.

2.1 RSA Oblivious Transfer

The RSA oblivious transfer protocol [11] is a modification of the protocol [9)].
Since the protocol is executed multiple times a sufficiently long random string
R (chosen by sender) is used to distinguish the instances of the protocol.
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1. S—>C: CegrZ;
2. C—>S: z'=2z°C® where z €g Z,.
3.S—-C: R,Eo,El,

where ciphertexts Fg, E; of strings mg, m; are computed as follows:
Eo = H(R,z'%,0) ® mo; E,=H(R,(z'C 14, 1) ®m,.
4. The chooser decrypts m;, from Ey: my = Ep & H(R, z,b).

Since the value 2’ is uniformly distributed in Z,, the chooser’s security is
protected in an information-theoretic sense — the sender cannot determine b,
even with infinite computational power. The sender’s security can be proved
in the random oracle model under RSA assumption. The protocol allows pre-
computation of value (C~1)4, thus allowing efficient implementation of protocols,
where multiple instances of oblivious transfer are required.

Remark 1. Roughly the same efficiency can be obtained (without any pre-
computation) by generating C¢ randomly first and computing C' by exponentia-
tion to the short public exponent. This possibility was neglected by the authors
of this protocol. Batch oblivious transfer is even more efficient, as we will see
later.

2.2 Batch RSA Oblivious Transfer

The main observation regarding efficiency of RSA oblivious transfer is the fact
that multiple parallel executions can use distinct private exponents. This allows
to reduce computational complexity of sender using techniques of Batch RSA.

We assume that L oblivious transfers should be performed. Let m; o, m; 1 (for
0 < i < L) be input strings for :-th oblivious transfer. Similarly, by, ...,b;_ are
indices of those strings, which the chooser wants to obtain. The sender selects L
distinct small public RSA exponents ey, ...,er_1, each one relatively prime to
(p—1)(¢g —1), and computes corresponding private exponents d, . ..,dr_;. For
efficient implementation the public exponents must be relatively prime to each
other and e; = O(logn), for i =0,...,L — 1.

The protocol executes L separate instances of oblivious transfer:

1. S—-C: CyC4,...,C_1 €ER Z;;
2. C—8: zy,z),...,25_4,
where 2/, = :vf"C'f" and z; €g Zp, fori=0,...,L — 1.
3. S—=C: {R;, Eio, Ei1}o<i<L,
where ciphertexts F; o, E; 1 of strings m; o, m; 1 are computed as follows:
Eip = H(R;, (z})%,i,0) ® m; o;
E;1 = H(R;, (z.C7 % i,1) @ my ;.

4. The chooser decrypts m; by, ..., Mip, , from E; py,..., Eip, ;-

mMi b, =Ei,bl- @H(Ri,.’lli,i,bi), for 7.:‘0,,L-1
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One can easily check the correctness of the decryption:

E'i,b,- ©® H(R'i) xq, ia b?«) = H(R'L'l ("E:Ct_lh )diy ia bz) D mMib; @ H(Ri» T, ia bl)
= H(R;, (5 CHC7%)% i, b;) ® myp, ® H(Ri, i, 4, b;)

= Mib;

Security. The chooser’s objective is to hide values by, ..., br_1 from the sender.
The values z/ are uniformly distributed in Z,. Thus, the sender cannot compute
b;, even with unrestricted computational power — for each transmitted L-tuple
zg,...,2_, and every possible selection of values bo,...,br_1 there exist suit-
able choices g, ...,rr—1 € Z, (easily computed by the sender himself):
zo = (z}-C7¥)4, . mp_y=(zh_,-CJ25 )t

Hence, all combinations of values bg,...,by_1 are equiprobable and the sender
cannot identify the correct one. The chooser’s security is protected uncondition-
ally.

The sender’s objective is to hide one string from every pair m; o, m;; (not
knowing which one exactly). We prove this security property of the protocol
in random oracle model, where the hash function H is modelled as a random
function.

We compare the protocol with the ideal implementation (model). The ideal
model uses a trusted third party that receives all m; o and m;; from the sender
and by, ...,br_1 from the chooser. After obtaining all inputs, the trusted third
party sends the chooser m;,, for 0 < ¢ < L. The ideal model hides the values
m;1—p, perfectly — no adversary substituting the chooser can learn anything
about hidden values. The actual protocol should be comparable with the ideal
model in the following sense (for extensive study of various definitions of protocol
security in the ideal model see [3]):

For every distribution on the inputs {m; o, m;1}o<i<z and any prob-
abilistic polynomial adversary A substituting the chooser in the actual
protocol there exists a probabilistic polynomial simulator S4 in the ideal

model such that outputs of A and S4 are computationally indistinguish-
able.

Since the ideal model is secure and outputs of A and S4 are indistinguish-
able, one can conclude that A does not learn more than allowed by security
requirements.

The simulator S4 simulates both the sender and adversary A. Therefore,
the verb “send” refers to writing data to input or reading data from output of
simulated adversary.

1. S4 selects random Cy, Ch,...,CL_1 €r Z and sends them to A. It starts
to simulate A on this input. 2
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2. A sends values z{,z,...,2}_; € Zn to S4. These values can be computed
by adversary A in any way (adversary does not need to follow the protocol).

3. Sa selects random strings {R;, E; o, Fi1}o<icr as “sender’s answer” and
sends them in response.

4. S, continues the simulation of A and monitors all its queries to H. All
queries have the form of a quadruple (R, z,1,b). We say that the quadruple
(R,z,1,b) is valid if R; = R and x’iC’i_b = x%. All queries not containing a
valid quadruple are answered at random. If A asks for H(R,z,1,b), where
the argument is a valid quadruple, then S4 asks a trusted third party in the
ideal model for m; . The simulator sets H(R, z,1,b) = E;, ® m; to allow
A to decrypt E; correctly. Whatever A outputs, so does Sy4.

The distribution of simulated communication with the adversary A is identi-
cal to the distribution of real communication between the sender and A. The only
exception is the case when A asks for any valid pair of quadruples H(R, z,1,0)
and H(R,z*,i,1), for i € {0,..., L —1}. In this case, the validity of the quadru-
ples implies 2/ = % and z/C; ' = (z*)*. It easily follows that z - (z*)~! is the
decryption of C;:

(;1; 5 (x*)—-l)ei = % . (m*)—e, — .’L'; ) (xg)—lci = O,

The values C; are chosen randomly by the simulator S4. Hence, the adversary
cannot construct a pair of valid quadruples, assuming the RSA assumption holds.
Therefore the output of S4 cannot be distinguished from the output of A in the
real communication with the sender.

Remark 2. Random strings R; are used in the protocol to ensure distinct inputs
of H in different invocations of the protocol.

Remark 3. Less direct construction would use triples (R;, (z/C; )%  b;) instead
of quadruples (R, (/C; %)% 4,b;). The simulator would determine the correct
value of index i by testing validity of all potential triples.

Implementation. The most time-consuming part of the protocol is step 3,
where the sender computes 2L RSA decryptions. The use of distinct pairs of
encryption/decryption exponents enables to apply batch RSA decryption [5].
The sender needs to compute following decryptions in step 3:

()%, (zje7 %, fori=0,...,L—1.

Certainly, only one decryption has to be computed for every i, namely (z})%:.
This follows from an observation that (z/C;')% = (z/)%(C%)~!, and C; can
be generated from randomly chosen Cf * by encrypting it: (C’;i")ez (thus having
decryption “for free”). Assuming small size of public (encryption) exponents,
the computation can be implemented in such a way that L decryptions (z/)%
require time asymptotically proportional to one decryption, see [5]. Notice, that
small public exponents yield efficient implementation of the chooser’s part of the
protocol as well.



